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Abstract
Recent efforts to modernize aviation traffic con-

trol have mandated the gradual replacement of the
existing analogue radar system with a next-generation
(NextGen) digital one. Part of this NextGen system
is the Automatic Dependent Surveillance-Broadcast
(ADS-B) standard. ADS-B aims at improving aviation
safety by enabling aircraft broadcast navigation infor-
mation. However, the current ADS-B standard does
not provide mechanisms for verifying the integrity of
navigation broadcasts. Consequently,aircraft trajec-
tories can be easily spoofed.

In this paper, we address the problem of ver-
ifying the navigation information of ADS-B trans-
missions. Fundamentally, this is a classical message
integrity problem that can be addressed with crypto-
graphic methods. However, cryptographic primitives
are not part of ADS-B, primarily due to standard-
ization and key management challenges. To address
the shortcomings of ADS-B, we propose a PHY-
layer verification method that exploits RF attributes of
ADS-B transmissions to verify the aircraft’s velocity
and position. Specifically, we exploit the short coher-
ence time of the wireless channel and the Doppler
spread phenomenon to detect spoofed ADS-B mes-
sages broadcasted by a rogue ground station. We
show that the security offered by our verification
method is equivalent to the hardness of underdefined
quadratic equation systems, which are used in public-
key cryptography.

Introduction
The International Air Transport Association has

forecasted that over 3.6 billion passengers will use
air transport annually by 2016 [1]. To cope with
the anticipated increase in air traffic, the relevant
governing bodies around the world have agreed to
a novel air traffic control technology that shifts traffic
surveillance from the uncooperative and independent

radar system to a cooperative and dependent digital
one. At the heart of this new technology lies the
Automatic Dependent Surveillance Broadcast (ADS-
B) standard [2]. In ADS-B, aircrafts independently
determine their navigation information (location, air
speed, heading, etc.) using onboard satellite equip-
ment (GPS) [3]. To facilitate air traffic management,
this navigation information is broadcasted to nearby
aircrafts and ground air traffic control (ATC) centers.

ADS-B is expected to significantly reduce the
cost of traffic control, as radar systems are expensive
to deploy and maintain. Moreover, it will improve
aviation safety by delivering fine-grained navigation
information in a timely fashion. Due to its profound
advantages, many aviation carriers have already intro-
duced ADS-B equipment into their air fleet [4]–[7].
Despite its critical function, ADS-B does not integrate
strong security mechanisms. The aircraft’s location
is verified by ground stations using a multilateration
technique. In this technique, three or more ground
stations compute the time difference of arrival from
an ADS-B broadcast to validate the claimed aircraft’s
position [3]. However, an aircraft has no way of
verifying the ADS-B broadcast of another aircraft.

Researchers have highlighted and even imple-
mented numerous attacks that can be launched with
COTS equipment and rudimentary knowledge [3],
[8]–[12]. Costin et al. [3] have experimentally demon-
strated the feasibility of replay/injection attacks on
the ADS-B using USRPs and COTS equipment.
Sampigethaya et al. [10] have enumerated various
threats in ADS-B such as eavesdropping, radio-
frequency jamming, aircraft impersonation, active
manipulation of data, etc. In fact, none of the funda-
mental security properties, namely source authentica-
tion, data integrity, data confidentiality and resistance
to jamming can be guaranteed under the present
standard. Consequently, ADS-B transmissions can be
eavesdropped, spoofed, replayed, modified, deleted,
and jammed [3], [8], [9], [12].



The ADS-B security vulnerabilities can be ab-
stracted to classical cryptography problems for which
solutions are readily available [12]. These solutions
require the introduction of cryptographic primitives.
However, implementing cryptographic solutions at a
global scale requires coordination between multiple
governing agencies, administrators and operators. Key
management operations including key establishment,
key refresh, key revocation, certificate management,
etc. introduce a substantial layer of complexity and
cost to the ADS-B standard [13]. Moreover, any
recommended changes to the current ADS-B stan-
dards, require extensive retrofitting and upgrade ef-
forts for the already deployed ADS-B equipment.
Such changes involve universal software updates for
introducing security modules or even hardware up-
dated if the deployed solutions require secure hard-
ware.

To cope with these challenges, we examine non-
cryptographic solutions for verifying the navigation
information broadcasted in ADS-B. We make the
following contributions.

Our Contributions: We address the problem of
verifying the integrity of ADS-B navigation informa-
tion without modifying the ADS-B standard.We de-
velop a PHY-layer based method for verifying the air-
craft position and velocity advertised in unencrypted
ADS-B frames, by exploiting the Doppler spread phe-
nomenon. We show that a malicious ground station
cannot spoof a “ghost" aircraft by transmitting ADS-
B frames containing rogue navigation vectors. Defeat-
ing our verification method is equivalent to forging
signatures in unbalanced oil and vinegar signature
schemes [14].

Paper Organization: Section 3 gives a brief
overview of ADS-B architecture. In Section 4, we
state the problem. The method for verifying the
integrity of aircraft velocity and position is presented
in Section 5. In Section 6, we evaluate our method
via simulations. Related work is described in Section
7 and in Section 8, we conclude.

ADS-B Architecture Overview
The ADS-B standard regulates the exchange

of broadcast messages between aircrafts and ATC
ground stations. An entity can operate as a transmitter,
referred to as ADS-B OUT, or as a receiver, referred
to as ADS-B IN (see Fig. 1). At the PHY layer,

ATC

ADS-B in

ADS-B out
ADS-B out

Figure 1. The ADS-B Architecture

periodic navigation broadcasts are transmitted using
either the 978 MHz Universal Access Transceiver
(UAT) data link or the 1090 MHz Extended Squitter
(1090ES) data link [15]. The suggested range for
ADS-B transmissions reaches the 90 nautical miles
for aircraft-to-aircraft communication and 150 nauti-
cal miles for aircraft-to-ATC communication [15]. It
is suggested that ADS-B frames are transmitted every
0.5 sec.

DF: 5preamble: 8 CA: 3 AA: 24 ME: 56 PI: 24

8 µs 112 µs

FI Pos PI BGA VR TAGS EI SPI

Figure 2. The ADS-B Frame Format

ADS-B frames are modulated with pulse-
position modulation (PPM), with a pulse length of
1µs. Therefore, ADS-B achieves a data rate of 1
Mbps. ADS-B frames consist of an 8.0µs long pream-
ble used for frame synchronization and a 56/112 bit
payload. The various fields of the payload are shown
in Fig. 2. DF refers to the downlink format used to
encode broadcast messages. CA indicates if capability
17 is set for 1090ES. The AA field contains the 24-
bit globally unique ICAO aircraft address. The aircraft
navigation information is contained within the 56 bit-
long ME field. Finally, the last 24 bits contain a CRC
for detecting and correcting errors.

The ME field consists of the following subfields:
(a) flight identification (flight number call sign)(FI),
(c) position (latitude/longitude)(POS), (d) position in-
tegrity/accuracy (GPS horizontal protection limit)(PI),
(e) barometric and geometric altitudes (BGA), (f) ver-
tical rate (rate of climb/descent) (VR), (g) track angle
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Figure 3. Spoofing Aircraft B at A by
Transmitting ADS-B Messages FromG

and ground speed (velocity), (TAGS) (h) emergency
indication when the emergency code is selected (EI),
and (i) special position identification when IDENT is
selected (SPI).

Problem Statement and Assumptions
We consider the scenario depicted in Fig. 3. An

aircraft A with navigation informationnA={ℓA,vA} is
within the range of a rogue ground stationG. For
simplicity, the navigation information ofA contained
in the ME field of an ADS-B frame is abstracted
to a position vectorℓA with Cartesian coordinates
{xA,yA,zA} and a velocity vectorvA. The rogue
ground station attempts to spoof the existence of
a ghost aircraftB with navigation informationncl

B ,
by transmitting a crafted ADS-B compliant signal
from a static location1 ℓG. Spoofing ofB is targeted
specifically at A, whose navigation information is
known atG. We address the problem of enablingA,
who acts as theverifier, to reject thencl

B transmitted
by G, who acts as theprover. We only consider so-
lutions that do not require modifications to the ADS-
B standard. As a result, cryptographic mechanisms
that verify source authenticity and message integrity
cannot be employed. Such mechanisms would re-
quire the re-standardization of the ADS-B protocol,
costly redeployment efforts, and the establishment of
a worldwide key management system.

Velocity and Position Verification
In this section, we propose a verification method

for validating the velocity and position claims in-
cluded in ADS-B frames. The central idea of our

1We do not consider possible spoofing attacks from airborne
adversaries.
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Figure 4. Position and Relative Radial Velocity at
k Distinct Locations

method is to exploit the Doppler spread phenomenon
for measuring the relative radial velocity between
the verifier and the prover. We show that it is dif-
ficult to manipulate the maximum Doppler spread
measurements performed by the verifier. Using the
relative radial velocity, a verifier aircraftA can check
both the velocity and position claims of a prover
aircraft B, which are connected through well-defined
kinematic equations. Fig. 4 shows the relationship of
the position and relative radial velocity between two
aircraftsA andB at k distinct locations. Specifically,
let the magnitude of the relative radial velocity|vB|A|
betweenA andB be:

|vB|A|= |vA−vB|cosθ , (1)

where|x| is the magnitude of vectorx, and

cosθ =
ℓA · ℓB

|ℓA||ℓB|
, (2)

is the angle of the line connectingA and B. The
maximum Doppler spreadωD measured atA is pro-
portional to|vB|A|.

ωD =
2π|vB|A| fc

c
, (3)

where fc is the carrier frequency andc is the signal
propagation speed. Hence, givenfc,c, ℓA, ℓB, andvA,
estimatingvB is equivalent to estimatingωD. Doppler
spread estimation has been extensively used in wire-
less communications for improving functions at the
PHY layer (adaptive coding, modulation, antenna
diversity, power control, handoff [16]–[18]).

A. Maximum Doppler Spread Estimation
Several methods have been proposed for estimat-

ing the maximum Doppler spread [19]–[21]. For our
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purposes, we have selected the method proposed by
Tepedelenliŏglu et al. [21] because (a) it is shown
to be more accurate for high-velocity vehicles, (b) it
is robust to additive white noise, and (c) it relies on
channel measurements that are difficult to manipulate
and predict. We briefly describe the estimator in
[21], which uses theI/Q components of the channel
responseh(t) to measureωD through

ωD =

√

−2r ′′h(0)

rh(0)
, (4)

whererh(τ) = E[h(t)∗h(t+τ)] is the autocorrelation
function for the channelh(t) and r ′′h(0) is the second
derivative ofrh at zero. These values are obtained by
the following steps.

Step 1:ComputeM+1 channel correlation estimates

{r̂h(iT )}M
i=0 , (5)

by sample averaging the channelh(t) with a sampling
periodT. That is,

r̂h(iT ) =
∑ j h( jT )h(( j + i)T)

αNs− i
,

j = 0, . . . ,(αNs− i) (6)

The channel samplesh( jT ) are computed by sam-
pling Ns symbols of a known signal (e.g., frame
preamble). The valueα = Ts

T denotes the number
of samples collected per sampled symbol, when the
symbol duration isTs. Note that the values ofM and
T are selected such thatMT << 1.

Step 2: Compute matrix

A= (LTL)−1LTRH , (7)

where

A=





a0

a1

a2



 , L =











00 01 02

10 11 12

...
...

...
M0 M1 M2











,

RH =











r̂h(0)
r̂h(T)

...
r̂h(MT)











.

Step 3: Estimaterh(0) and r ′′h(0) from:
{

r(n)h (0) = n!an/Tn
}

, n= 0,2, (8)

wherea0 anda2 are obtained from Step 2.

Step 4: Substituter ′′h(0) and rh(0) in (4) to estimate
ωD.

B. Verification Process

Using the estimatedωD, the verifierA computes
the magnitude of its relative radial velocity to the
prover B. The relative radial velocity is used to
verify the claims of the prover. The verification steps
executed byA are as follows.

Step 1: Verifier A receivesk ADS-B frames from
prover B and records the claimed positions and ve-
locities included in the payload:

L
cl
B = {ℓcl

B (1), ℓ
cl
B (2), . . . , ℓ

cl
B (k)}. (9)

V
cl

B = {vcl
B (1),v

cl
B (2), . . . ,v

cl
B (k)}. (10)

Step 2: For all claimed positions, the verifierA
calculates the claimed headingsΘcl:

Θcl = {θ cl(1),θ cl(2), . . . ,θ cl(k)}, (11)

θ cl(i) = cos−1 ℓA(i) · ℓ
cl
B (i)

|ℓA(i)||ℓ
cl
B (i)|

. (12)

Step 3:The verifierA estimatesV est
B|A for all receivedk

frames using the maximum Doppler spread estimation
method.

V
est

B|A = {|vest
B|A(1)|, |v

est
B|A(2)|, . . . , |v

est
B|A(k)|}. (13)

Step 4: The verifierA estimates the velocity ofB for
each of thek received ADS-B frames usingV est

B|A and
its own velocity.

V
est

B = {|vest
B (1)|, |vest

B (2)|, . . . , |vest
B (k)|}. (14)

Step 5: The verifierA computes the normalized root
mean square error for the velocity estimator:

RMSEv =

√

√

√

√∑i

(

|vcl
B (i)|−|vest

B (i)|
|vest

B (i)|

)2

k
, i = 1, . . . ,k. (15)

In (15), the difference in magnitude between the
claimed and estimated velocities is normalized to the
magnitude of the velocity estimated via the maximum
Doppler spread method.

4



Step 6: The verifier A calculates the estimated and
claimed distance covered in interframe timetP, using
kinematic equations:

dest(i) =
|vest

B (i)|+ |vest
B (i−1)|

2
∗ tP, (16)

dcl(i) = ℓcl
B (i)− ℓcl

B (i−1), i = 2, . . . ,k. (17)

Step 7: The verifierA computes the normalized root
mean square error for the distance

RMSEℓ =

√

√

√

√∑i

(

dcl(i)−dest(i)
dest(i)

)2

k
. (18)

In (18), the difference in magnitude between the
distance covered intp is normalized to the magnitude
of the distance estimated from the relative radial
velocity.

Step 8: If the RMSEv ≤ γv and RMSEℓ ≤ γℓ, then
acceptV cl

B andL cl
B . Else, reject them.

We emphasize that in Step 6, we employed kine-
matic equations modeling straight line trajectories for
aircraft flying at constant velocity. This model is valid
when aircraft fly at cruising speed, given the small
duration of the verification process (a few seconds).
However, this model may not be accurate during
takeoff and landing. For the latter, a more complex
flight trajectory model can be employed. In this work,
we focus on demonstrating the potential of exploiting
the PHY-layer attributes on the verification process,
rather than exhausting all possible aviation situations.
The number of ADS-B framesk necessary for robust
verification and the threshold valuesγv,γℓ are system
parameters that are empirically tuned depending on
the aviation scenario. We study the impact of both
parameters in Section 6.

Security Analysis
In this section, we examine if a stationary rogue

stationG can spoof the trajectory of a ghost aircraft
B, while passing the verification process presented
in the previous section. We examine two possible
spoofing methods. In the first method,G selects a
desired trajectory represented byL cl

B and crafts ADS-
B frames that proveL cl

B to the verifier A. In the
second method,G estimates the maximum Doppler
spread measured by the verifierA at k positions and

attempts to find a valid trajectoryL cl
B that satisfies

the estimated relative radial velocities.

Spoofing a desired trajectoryL cl
B : Let G transmit

k ADS-B frames, claiming position and velocity sets
L cl

B and V cl
B , respectively. First, note that setsL cl

B
and V cl

B are not independent, but are bound by the
kinematic equations (16) and (17). By fixingL cl

B , the
claimed positions translate to a set of relative radial
headingsΘcl

B according to (2). Computation of these
headings require the knowledge of the trajectory ofA.
The latter can be predicted based on the navigation
information broadcasted byA, assuming a straight
line trajectory with constant velocity during the ex-
pected broadcast of thek ADS-B frames byG. From
Θcl

B , the rogue stationG computes the magnitude
of the relative radial velocitiesV cl

B|A that need to be
estimated byA to pass the verification process. The
V cl

B|A translate to a set of maximum Doppler spread
measurements using (3).

The problem of spoofing a desired trajectoryL cl
B

reduces to the problem of spoofing a set of maximum
Doppler spread values atA. However, the maximum
Doppler spread depends on thehGA channel, which is
not under the control ofG. The only way thatG can
influence the estimation ofhGA at A is by modifying
the preamblex(t) of the ADS-B frames. We now show
that spoofingωsp

D by alteringx(t) to x′(t) is hard.
Let us consider the transmission of a single

ADS-B frame and a desiredωsp
D to be measured at

A. The rogue stationG can estimatehGA(t) using the
ADS-B frames broadcasted byA (hGA(t) and hAG(t)
can be considered equivalent due to the channel
reciprocity principle2). G can then alter the amplitude
and phase of the preamblex(t) to x′(t), so thatA
estimates a desired channelgGA(t) instead ofhGA(t).

x′(t) =
hGA(t)
gGA(t)

x(t). (19)

The problem of backtracking the maximum
Doppler spread estimation method becomes equiva-
lent to finding the channel samplesg( jT ) at A that
yield the desiredωsp

D . This can be attempted via the
following steps:

2The channel reciprocity principle primarily holds for low-
Doppler spread channels. However, several methods exist to
compensate for RF impairments in other cases [22].
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Step 1:Fix rh(0) to any value between 0 and 1. Using
the knownrh(0), ωsp

D , fc andc, calculater ′′h(0) from
equation (4).

Step 2: Calculate the values ofa0 anda2 from rh(0)
and r ′′h(0), respectively, using equation (8). Fixa1 to
any value between 0 and 1. This yields matrix

A=





a0

a1

a2



 .

Step 3:UsingA andL, calculateRH = A(LTL)(L)−1.

Step 4: RH yields theM′ = M + 1 correlation esti-
mates ˆrh(iT ) that need to be computed byA when
samplinggGA(t). Each ˆrh(iT ) is calculated by aver-
aging overαNs channel samples (see eq. (6)). This
forms the following system ofM′ equations and
αNs unknowns, which are the samples of the desired
gGA(t) at A.

(S)















∑ j g( jT )g(( jT )−αNsr̂h(0) = 0
...

∑ j g( jT )g(( j +M)T)−αNsr̂h(MT) = 0
(20)

The equations inS form a multivariate underde-
fined quadratic equation system. The general problem
of solving such systems is NP-hard [14], with the best
known algorithms performing almost equivalently to
exhaustive search, even for small values ofM′ [14].
The problem difficulty has motivated their use in
public cryptosystems.

Specifically, the so called “Unbalanced Oil and
Vinegar" (UOV) scheme is thought to be secure if
3M′ ≤ αNs ≤

M′(M′+2)
2 [14]. For a system withM′

equations andαNs unknowns, theM′ variables are
said to be the “oil" unknowns and theαNS− M′

variables are said to be the “vinegar" unknowns. In
our setup, the number of preamble symbolsNs and the
symbol durationTs are fixed by the ADS-B standard.
Therefore, to satisfy the conditions of a difficult-to-
solve UOV system, we control the sampling period
T for each preamble symbol and the number of
correlation valuesM′ used to estimate the channel
in 6. These values are fixed such that 3M′ ≤ TsNs

T and
Ts
T Ns ≤

M′(M′+2)
2 , so that the UOV condition [14] is

satisfied.

To spoof the desired Doppler shiftωsp
D , the rogue

ground station has to find a solutionΨ∗ = {g(Ts),
g(2Ts), . . . ,g(αNsTs)} for S. However, S has many
solutionsΨ due to its underdefined nature, with only
Ψ∗ leading to the computation ofωsp

D . FindingΨ∗ can
only be done via exhaustive search, using methods
such as the Levenberg–Marquardt algorithm [23]. For
a large number of variables, the size of the search
space is prohibitive for a timely solution. We empha-
size that this spoofing method requires knowledge of
the hGA channel for crafting the preamble atG for
all k frames. The channelhGA has been assumed to
be known based on the reciprocity principle (using
the ADS-B transmissions ofA). However, the channel
coherence time is particularly short (less than 1 ms)
due to the high aircraft velocity. Hence, even ifG
estimateshAG from A’s transmissions, thehGA channel
is expected to quickly decorrelate from the observed
state.

Shifting the central frequency: We now examine
if G can spoof a desired trajectoryL cl

B by shifting
the central frequency used to transmit thek ADS-B
frames. The idea behind this attack is to exploit equa-
tion (3) used for converting the maximum Doppler
spread to the relative radial velocity. Similar to the
attack of the previous section,G selects a desiredL cl

B
for the ghost aircraftB. By fixing L cl

B , the claimed
positions translate to a set of relative radial headings
Θcl

B according to (2). FromΘcl
B , the rogue ground

station G computes the magnitude of the relative
radial velocitiesV cl

B|A that need to be estimated byA to

validateL cl
B . The problem of spoofingL cl

B becomes
equivalent to finding a set of central frequencies

F
sp
c = { f sp

c (1), f sp
c (2), . . . , f sp

c (k)},

f sp
c (i) =

|vcl
B|A|(i)

|vB|A|(i)
fc, i = 1, . . . ,k. (21)

However, equation (21) is linear withfc. To change
a true relative radial velocity|vB|A| by p%, the
rogue ground station has to shiftfc by p%. Because
fc = 1090 MHz, even a small shift infc will cause an
uncorrectable frequency offset (FO) atA. The ADS-
B standard specification requires that receivers can
tolerate a FO up to 312.5 KHz [15]. This FO value
translates to a possible change in the true relative
radial velocity of up to 0.03%. Any larger shifts in
the center frequency will render the ADS-B frame
undecodable.
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Alternate trajectory for true maximum Doppler
spread: An alternate strategy forG, is to spoof a
trajectory that is compliant with the true maximum
Doppler spread measured atA overk ADS-B frames.
This strategy is possible because validation of the
prover’s trajectory is performed via the magnitude of
the relative radial velocity. Therefore, there can exist
more than one trajectories that yield the trueωD’s.
In this spoofing attack,G first computes the set of
relative radial velocitiesV est

B|A that will be estimated
by A, given A’s trajectory andG’s fixed position.
From V est

B|A, the rogue ground stationG attempts to

find a trajectoryL cl
B that yieldsV est

B|A and satisfies the
kinematic equations (1), (16), and (17). Specifically, it
formulates the following overdefined quadratic equa-
tion system.

(P)















vest
B|A(i) = |vA(i)−vcl

B (i)|
ℓA(i)·ℓ

cl
B (i)

|ℓA(i)||ℓ
cl
B (i)|

ℓcl
B (i)− ℓcl

B (i−1) = |vcl
B (i)|+|vcl

B (i−1)|
2 ∗ tP

vcl
B (1) = vcl

B (2) = . . .= vcl
B (k)

The systemP hask+1 unknowns (thek loca-
tions in the trajectoryL cl

B plus the constant aircraft
velocity vcl

B ) and 2k−1 equations. Finding one solu-
tion (but not necessary all solutions) to a system of
multivariate polynomial equations is known to be NP-
hard [24]. In general, systems with random equations
of this type are not expected to have any solution,
and for systems for which one solution is known to
exist, other interference solutions are not expected
to exist. In our context, at least one solution exist,
which yields the true location forG. That is, the
trajectoryL cl

B for the spoofed aircraftB degenerates
to the static location ofG. By symmetry, it is easy to
show that any point lying on a circle passing through
G and centered at the intersection ofA’s trajectory
with the perpendicular plane, satisfiesP (see Fig. 5).
This is because the headings used for the computation
of the relative radial velocity based on transmissions
from G do not change ifG lies at any point of
the circle. However, trajectories which degenerate to
single points are of little use to the adversary.

Evaluation
In this section, we evaluate thresholdsγv and

γℓ used in the position and velocity verification. We
also demonstrate that truthful location/velocity claims

G

trajectory of A

solution space for P

Location of ADS-B 

frame receptions

Figure 5. The Possible Spoofed Locations ofG
That Satisfy P

pass the verification process, while spoofed ones are
rejected.

Simulation Setup: We performed our simulations
in MATLAB R2014a. Unless otherwise noted, the
prover and the verifier were assumed to fly at con-
stant cruising speed of 900 km/h−1 and in opposite
directions, while maintaining a constant altitude (as
shown in Fig. 4). The symbol duration was set to
Ts = 10−6 sec based on the 1 Mbps transmission
rate of ADS-B. We simulated a Rician channelh(t)
between the prover aircraft and the verifier aircraft.
We set theK-factor of the Rician model to 50,
which is appropriate for line-of-sight communications
at high altitude and varied the maximum Doppler
shift according to the velocities of the aircrafts. We
used Jake’s model to simulate the Doppler spectrum.
The channelh(t) was estimated by the verifier using
the 8-symbol preamble of ADS-B frames (Ns = 8).
Finally, we set the sampling period toT = 5∗10−8

sec (20 samples per symbol). For system(S) in
(20), the selected parameters yield an underdefined
system of 16 equations with 16 “oil” variables and
134 “vinegar” variables, which satisfies the required
conditions for the security(S) [14].

Scenario 1: First, we considered a benign scenario in
which aircraftB proves its true trajectory to aircraftA.
We measuredRMSEv andRMSEℓ as a function of the
number of ADS-B framesk used for the verification
in (15) and (18). Two initial distances were considered
between the two aircrafts;dAB= 130 km anddAB= 80
km. Figure 6(a) showsRMSEv andRMSEℓ, averaged
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Figure 6. (a) RMSEv as a Function of k, (b) RMSEℓ as a Function of k, (c) Probability of a Successful
Emulation of a Trajectory Spoofing Attack

over 100 repeated experiment executions. Confidence
intervals of 95% are also shown. We observe that
averageRMSEv and RMSEℓ values remain relatively
constant withk. However, the variance is reduced ask
increases, leading to a more robust estimation of the
aircraft location and velocity. We further measured
RMSEv and RMSEℓ as a function of the SNR, when
k= 100. Figure 6(b) shows a decreasing RMSE as the
SNR improves. The RMSE plots allow us to select
the thresholdsγv andγℓ used to verify the validity of
a location/velocity claim at different SNR regimes,
corresponding to verifications occurring at different
distances between the prover and the verifier.

Scenario 2: In the second scenario, we considered
a rogue ground stationG spoofing a ghost aircraft
B at aircraft A. To spoof B, we followed the steps
of the security analysis presented in Section 5.3.
We selected a straight line trajectory originating at
dAB = 130 km away fromA, for an aircraft moving
in the opposite direction ofA at 900 km/h. Based
on Fig. 6(a), we setγv = 0.25 and γℓ = 0.3. We
used the trajectories ofA and B, we computed the
headings and relative radial velocities that need to
be spoofed byG. We assumed full knowledge of
the hGA channel atG and formed the underdefined
equation system(S) in (20). To solve(S), we used
the in-built MATLAB solver fsolve, which employs
the Levenberg–Marquardt curve-fitting algorithm [23]
to perform an exhaustive search on the solution space.
We used the set of targeted relative radial velocities
as an input seed into the algorithm. We repeated
this process 10,000 times and counted the number

of times thatG was capable of finding a solution to
(S) that would meet both theγv and γℓ thresholds.
Figure 6(c) shows the ratio of the successful spoofing
attempts (when bothRMSEv andRMSEℓ are less than
the corresponding thresholds) to the total number of
attempts. We denote this ratio asPr [Success] and plot
it as a function of the number of ADS-B frames
used in the verification process. Our results show that
G can spoof a ghost aircraft with low probability.
Moreover, this probability decreases with the number
of ADS-B frames used in the verification.

Related Work
Prior work on the ADS-B security has primarily

focused on highlighting vulnerabilities to well-known
attacks in wireless communications. Sampigethaya et
al. have analyzed the security and privacy of ADS-
B in the context of an “e-enabled” aircraft [10].
They defined an adversary model for the aviation
domain and enumerated various RF communications
related threats. These threats include eavesdropping,
radio-frequency jamming, aircraft impersonation, ac-
tive manipulation of data, and others. They have also
proposed a list of system requirements for securing
the ADS-B operation.

Strohmeier et al. surveyed ADS-B attacks that
have been reported in recent literature [12]. Specifi-
cally, they discussed eavesdropping, jamming, mes-
sage injection, message modification, and message
deletion. Moreover, they presented state-of-the-art
theoretical and practical efforts to counter the ADS-B
threats. McCallie et al. also performed a survey on the
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vulnerabilities of ADS-B and related these vulnerabil-
ities to air transportation operation and management
risks [25]. They classified attacks to a taxonomy
based on their nature to facilitate the application of
possible solutions.

Costin and Francillon experimentally demon-
strated the insecurity of ADS-B using solely the
USRP platform and COTS radio transceivers [3]. By
implementing a practical, low-cost and moderately so-
phisticated attacker, they demonstrated ADS-B mes-
sage replay/injection attacks with relative ease. They
also suggested solutions relying on the integration of
lightweight cryptographic mechanisms.

While the threats on ADS-B are well-
documented, few solutions exist that mitigate such
threats. Sampigethaya and Poovendran proposed a
group navigation method for verifying the message
integrity of ADS-B IN messages. They presented
a framework in which aircrafts are divided into
groups according to average velocity, spatial
dependency, and temporal restrictions derived from
their trajectories. Each group is coordinated by
a leader, who verifies position of other aircrafts
by measuring time-difference-of-arrival of ADS-
B messages. They further proposed a security
simulation tool concept to visualize and asses the
impact of ADS-B vulnerabilities.

Several researchers have proposed the integration
of cryptographic mechanisms into the ADS-B stan-
dard [3], [7], [26]. Using well-known cryptographic
techniques, ADS-B broadcasts can be authenticated,
secured from message modification and replay, and
impersonation attacks. However, such solutions re-
quire the costly redesign of the ADS-B standard and
the worldwide deployment of a security infrastructure.
The cost and security challenges associated with
key management and inter-operability outweigh the
potential benefits [13].

Krozel et al. [27] have proposed to use a suite of
Kalman filters to reduce noise within measured ADS-
B signals. Noise reduction is intended to identify
wrong data and reduce the effect of data dropouts.
Further, the authors have proposed integrity check
mechanisms for ADS-B data using intent and geomet-
ric conformance. Intent conformance is the process
by which the motion of an aircraft is compared
with the broadcasted intent in vertical, horizontal,
and speed dimensions. On the other hand, geomet-

ric conformance verifies that the aircraft state lies
within the vertical and horizontal Required Naviga-
tion Performance (RNP) limits. For intent verification
they have proposed a correlation function using the
information included in ADS-B signals. The aircraft
state variables are verified independently by separate
uncoupled Kalman filters.

Conclusions and Future Work
We addressed the problem of the verifying the

integrity of ADS-B navigation information without
modifying the ADS-B standard. We proposed a PHY-
layer verification method that exploits the Doppler
spread phenomenon and the short coherence time of
the channel between a prover aircraft and verifier
aircraft to verify the velocity claims of the prover.
The solution proposed in this work can be aplied
independently of the ADS-B standard. We further
related the velocity claims to location claims through
simple kinematic equations. We analyzed the security
of our verification scheme and showed that it is
equivalent to solving underdefined quadratic equation
systems which is known to be hard.

This work can be extended to study the security
and accuracy of the proposed method in different
adversarial scenarios. A natural extension considers
the collusion of multiple ground stations which coor-
dinate their falsified signals to spoof a ghost aircraft.
Intuitively, the fundamental problem of the adversary
is that he is unable to solve the set of underdefined
quadratic equations for determining the signals that
need to be transmitted from the multiple ground sta-
tions. A more advanced (and costly) adversary model
can consider an airborne attacker that spoofs ADS-
B signals. The set of candidate trajectories that can
be emulated by an airborne attacker warrant further
investigation. Finally, the present work considers a
verification process that occurs at cruising altitude
and at cruising speed. The verification of ADS-B
signals during other flight phases, such as takeoff and
landing, requires further investigation.
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