LB 284 Committee Hearing, Feb 7, 2007
pertaining to manual recounts in close elections
Charles Riedesel
I am speaking today in favor of LB 284.  While I teach computer science and computer engineering at UNL and while I may refer to my experiences there, I am here today as a private citizen, not as a representative of UNL.  I will begin by providing some perspective on where I am coming from, which is based on my mathematics and computer engineering studies and my research into electronic voting systems.
I have studied enough mathematics to recognize that elections are loaded with subtleties that have been the subject of a lot of  research.  Here is an example:

Consider a three-way primary race with Alice, Bob, and Carol.  Voters base their preference on three issues: abortion, betting, and cops on the street.  
a. On abortion, voters prefer Alice, then Bob, then Carol.  
b. On betting, voters prefer Bob, then Carol, then Alice.  
c. On cops, voters prefer Carol, then Alice, then Bob.  
Assuming only two of them advance to the general election, Alice would beat Bob, Bob would beat Carol, Carol would beat Alice!  This means that the low one out from the primary determines who the ultimate winner will be, regardless of which one came in first and second.  Weird!
And just very quickly, here’s a list of principles, some which fight each other, that a good election should have:  Voters need to know their vote is accurately recorded, included in the total, anonymous (no way to track back who voted how), and private (no evidence for the voter to prove to a hypothetical coercer how he/she voted).  My point here is that elections are much more complicated than they may initially appear!

The course I am missing today in order to be here is CSCE 230, Introduction to Computer Organization.  It is mainly freshmen and sophomores who are taking it.  For their final project in the lab, they will design and implement a working processor.  Basically this is the circuitry on a computer chip.  With one more course they will have enough knowledge and experience to design and hide microscopic “Easter eggs” on counterfeit chips that could be routed to DRE manufacturers that I doubt anyone is likely to detect.  Exactly how to do this and what to include in the Easter egg is part of my ongoing research.  (Everyone knows what an Easter egg is:  It’s a “treat” that is hidden from you, and when you find it, it’s a surprise!  An example of a commercial Easter Egg is the flight simulator hidden in Excel 97.  Enter a particular sequence of characters into a cell at a special row and column, and surprise!)
The legitimacy of elections as a means of selecting people for leadership positions and for deciding issues is based on trust.  Essentially, people must “buy into” a system that is mathematically and statistically very complex.  The best way to maintain trust is to make the system as transparent and intuitive as possible.  Unfortunately, relying on technology is not the solution.  In the process of making voting and vote counting faster, more convenient, and in many cases more accurate, machines are miniaturized and made to hide their internal processes.  This resulting loss of transparency leads to greater mistrust, with voters no longer assured their votes were recorded correctly or included in the final tallies.  Even computer experts who are allowed close scrutiny of the machinery and programming of electronic voting systems can not guarantee its correctness, its resistance to accidental mistakes or to deliberate tampering.  A magician (sleight of hand artist) may be able to fool observers in an all-paper election with physical ballot boxes, but it is intuitively obvious that his secrets can be discovered by means such as rerunning a videotape at slow speed.  However, this is not possible with computer based system, and I can testify to it!  Realistically, the chances of mistakes or tampering changing the results of an election are very small.  But it can happen, and especially with close elections it becomes very important that voters have confidence in the recount.  That means transparency which machines are not yet able to provide.  The best recourse we have is the manual recount.
As a practical matter, consider why we do a recount at all.  When people were doing the original counting, a careful recount was likely to reveal and correct for human error.  A recount, even done by the original counters, made sense.  However, the modes of failure in a machine tend to be different than for people.  In many cases, recounting by machine will merely replicate any errors that were generated during the original count.  Generally, DRE recounting is done by reconstructing the tallies from an activity log, optical scan recounting by rerunning the ballots.  A recount done by the same machine is unlikely to result in many changes or in higher confidence in the tallies.  Unless more ballots were found or some calibration in the machine is adjusted, recounting becomes almost meaningless.  In an informal poll of my colleagues, there was unanimous incredulity that anyone would insist on using the same mechanism for a recount as for the original count.  On the other hand, having multiple modes of doing the counting is by far the best way to detect and fix sources of miscounts, and it makes sense to people, thereby enhancing trust in the system.
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