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Abstract—In the agricultural Internet of Things (Ag-IoT)
infrastructures, ensuring the sensitive agricultural information
protection and its timely delivery is crucial. Trust is critical to
facilitate secure communication between nodes, even in large-
scale farming operations. This paper addresses the challenge of
establishing trust without prior secrets in commercial off-the-shelf
(COTS) underground nodes, leveraging an aboveground gate-
way and an underground trusted node. The proposed approach
involves authentication and secret key establishment based on
the hard-to-forge underground wireless signal propagation laws.
By utilizing soil-assisted trust establishment, the underground
wireless network is deployed in a sector network configuration,
with a single trusted node and multiple legitimate nodes in each
sector, effectively covering a large farm area. Importantly, this
trust establishment mechanism is resilient against active signal
injection attacks, ensuring integrity and security. The security
level achieved by the soil-assisted trust establishment approach
for underground wireless networks is comparable to the NP-hard
problem of underdefined systems of multivariate equations. To
validate the effectiveness of this approach, several experiments
were conducted using data collected from an underground wireless
testbed. These experiments provide practical evidence of the
system’s performance and security in real-world scenarios.

Index Terms—Ag-10T, secure bootstrapping, underground wire-
less, secret-free, message integrity, authentication.

I. INTRODUCTION

HE growing adoption of the agricultural Internet of

Things (Ag-1oT) transforms farming by enabling wireless
networks that enhance agricultural productivity and optimize
resource utilization. Ag-IoT sensors provide real-time data on
crop, soil, and weather conditions, such as moisture, precip-
itation, temperature, and leaf quality [1], [2], enabling par-
tial automation, including sensor-controlled irrigation systems.
However, ensuring data integrity is critical, as erroneous data
can lead to significant financial losses due to yield reductions or
excessive resource usage [3], [4]. This challenge is amplified by
the large number of Ag-IoT sensors with limited computational
power, and the sensitive nature of the data they collect within
smart farming ecosystems.

Recently, buried sensors with wireless communication ca-
pabilities through soil have been utilized in commercial Ag-
IoT products [5], [6]. These solutions provide sensing systems
protection from natural elements and agricultural machinery to
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Fig. 1. Several underground nodes L; securely bootstrap with the gateway A
assisted by the trusted node 7T; in presence of an adversary M.

observe and provide soil information while reducing operation
costs. In these architectures, secure communication is critical
to protect sensitive soil information exchanged between buried
sensors and the gateway. The stochastic nature of soil param-
eters, influenced by factors such as moisture, porosity, soil
type, and permittivity, must be considered in security designs.
Prior work on soil-assisted underground networks used the
physical propagation characteristics of the soil to enable secure
communication between underground and aboveground nodes
[7]. Building on these foundations, this paper expands the
approach by creating a scalable, secret-free trust establishment
protocol that is robust to emulation attacks from the gateway
to legitimate nodes and can cover an entire farm.

Recent incidents highlight the vulnerability of Ag-IoT in-
frastructure to physical and online attacks, including spoofing,
malicious injections, WiFi jamming, and man-in-the-middle
attacks, which have led to operational disruptions and finan-
cial losses [4], [3]. In Ag-IoT systems, generally, a gateway-
centric model facilitates data collection, remote control, and
progression through key stages such as collection, storage,
utilization, sharing, and destruction. To secure communication,
gateways and end nodes must establish mutual trust through
two steps: mutual authentication by verifying device legitimacy,
and shared secret establishment. This enables secure communi-
cation and supports cryptographic operations for confidentiality
and integrity.

Lightweight bootstrapping methods like Activation by Per-
sonalization (ABP) and Over-the-Air Activation (OTAA) are
widely used. OTAA is preferred for its zero-interaction setup,
while ABP requires physical authentication by the user [8].
However, both are vulnerable to attacks such as secret compro-
mise, jamming, replay, and wormholes due to limited compu-
tational resources, weak authentication mechanisms, and scala-
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bility challenges [9]. Addressing these vulnerabilities is critical
to improving bootstrapping mechanisms while maintaining a
lightweight design for resource-constrained IoT environments.
Moreover, conventional approaches face major challenges in
terms of scalability, usability, and interoperability. Underground
wireless devices typically lack interfaces for entering or mod-
ifying passwords. Even when passwords are preconfigured in
advance, manufacturers often use default credentials, which are
prone to leakage. In fact, the largest recorded DDoS attack
exploited such default passwords preloaded onto IP cameras,
digital video recorders, and similar devices to create the Mirai
botnet, which targeted critical DNS infrastructure. Furthermore,
public key cryptography—based solutions are difficult to deploy
widely across heterogeneous manufacturers, further limiting
their adoption. To address the abovementioned problem, in-
band solutions leverage hard-to-forge physical layer properties
over the air [10], [11]. However, these properties are not directly
applicable to the wireless underground communication model.

Prior research highlights significant differences between
wireless over-the-air (OTA) and underground channel mod-
els [12], [13], [14], [15]. Two key in-band properties can be
utilized in an underground network, absent in OTA communi-
cation. First, attacks based on channel prediction are infeasible
since the adversary cannot directly observe or measure the un-
derground channel characteristics without knowing the buried
nodes’ location. Additionally, a remote attacker does not have
physical access to the farm nodes. Second, the wireless channel
characteristics, such as signal propagation and interference,
differ significantly between the interior and exterior of the field
due to varying soil conditions caused by seeding, irrigation, and
fertigation. Inside the field, wireless channels exhibit temporal
and spatial stability [14], [16]. This stability simplifies the
design and operation of communication within the farm area,
as regions with different agricultural practices exhibit distinct
channel characteristics.

To address the issue of secure bootstrapping for underground
wireless communication, in this paper, we present STUN:
Soil assisted Trust-establishment for Underground wireless
Networks'. This work leverages the hard-to-forge wireless
underground physical layer properties to develop secret-free
secure bootstrapping for underground nodes. We follow a
gateway model, where legitimate underground nodes securely
bootstrap into the network controlled by the gateway. The
gateway wirelessly collects data from the network of under-
ground nodes and either processes it locally or forwards it
to the cloud for further analysis and storage. This model
supports a wide range of Ag-lIoT applications, including field
monitoring and irrigation automation. Additionally, we develop
an in-band secret-free authentication and message integrity
verification technique that can be integrated with existing trust-
establishment methods, such as OTAA to improve security in
underground IoT deployments.

Main Contributions: We make the following salient contri-
butions:

I An earlier version of this work appeared in [7].

o We develop the STUN protocol, which prevents rogue de-
vice access by using a hard-to-forge underground wireless
channel model, and integrate it with the Diffie-Hellman
key agreement for secure in-band pairing. We present
it to support multiple trusted and legitimate nodes with
a single gateway, deploying the system in a hexagonal
sector pattern for full farmland coverage. Theoretical and
experimental analyses optimize node placement.

o We design security measures for both uplink and downlink
communication, showing that STUN resists attacks like
signal injection and overshadowing from external adver-
saries. Our analysis proves STUN’s security is comparable
to the NP-hard problem of underdefined systems of multi-
variate equations [17] against advanced active adversaries
with transmission power control and colluding nodes.

e« We conduct experimental evaluations to measure signal
strength at underground nodes and the gateway, identifying
optimal distances for reliable and secure communication
across different environments and soil conditions. We
assess system performance, authentication, and message
integrity using data from an underground wireless testbed.
Adversarial experiments evaluate signal injection feasibil-
ity and validate the security of STUN against colluding
attackers, supporting our theoretical findings.

Paper Organization: The remainder of the paper is orga-
nized as follows: The related works are discussed in Section II.
The model and preliminaries are presented in Section III.
The Secret-Free Trust-Establishment protocol for Underground
Wireless Networks is described in Section IV. The security
analyses of STUN are discussed in Section V. The experimental
evaluations of STUN are shown in Section VI. The paper is
concluded in Section VII.

II. RELATED WORK

In this section, we first provide an overview of wireless
underground sensor networks for agricultural IoT systems. We
then review the state-of-the-art in the security of agricultural
IoT infrastructures, followed by a discussion of existing secure
bootstrapping mechanisms for wireless systems. In Table I,
we provide a comparison of STUN with the state-of-the-art
in agricultural IoT security and secure bootstrapping.

A. Wireless Underground Sensor Networks

Wireless underground sensor networks (WUSNs) have
emerged as a promising technology with a wide range of
applications, particularly in precision agriculture and environ-
mental monitoring [42], [43], [44], [45], [46], [47], [48], [49],
[50]. Comprehensive overviews of WUSNs and the associated
Internet of Underground Things are provided in [42] and [43],
[44], respectively, with application areas and research chal-
lenges. To support these applications, various communication
paradigms have been explored, such as magnetic induction
(MI) communication [45], [46] and electromagnetic (EM) based
communication [47], [48], including backscatter communica-
tion [49], and low-power wide-area networks (LPWAN)[50],
[51]. Furthermore, WUSN architectures are overwhelmingly
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TABLE I
COMPARISON OF STATE-OF-THE-ART SECURITY WITH STUN (OUR APPROACH) (X: NOT MET, v'*: MET PARTIALLY WITH SIGNIFICANT USER
INTERACTION, v: MET)

Method Underground Compatibility =~ Passive Attacker =~ MitM Attacks  Advanced MitM Attacks
Security of Ag. IoT Network

Homomorphic encryption — location obfuscation [18], [19], v v X X
[20]

Zero-trust security architecture [21] v v v X
Machine and deep learning based data security [22], [23] v v X X
Blockchain-based secure data management [24], [25], [26] v v X X
Secure Bootstrapping

Password typing [27] v* v X X
Secret preloading [28], QR codes [29] v* v v X
Public key infrastructure [30] v* v v v
Out-of-band channels [31], [32], [33], [34], [35], [36] X v v X
In-band, special hardware [37], [38], [39] X v v X
In-band, special modulation [40], [41] X v v v
STUN (Our Approach) v v v v

based on a star topology with a gateway on the premises [43],
while other architectures, such as UG to satellite [50] and UG to
unmanned aerial vehicles (UAV) [52], [53], have been explored
recently.

Salient use cases of WUSNSs include soil property monitor-
ing [54], [52], [55], [56], soil toxicity detection, infrastructure
health monitoring [57], border surveillance [58], and security
applications. In precision agriculture, underground sensors are
widely deployed to measure critical parameters such as soil
moisture, temperature, pH, nutrient levels, and salinity, enabling
informed decisions regarding irrigation, fertilization, and other
farming practices. Depending on deployment needs, sensors
may operate entirely underground [58], with communication
occurring either underground-to-underground [45], [46], [49]
or underground-to-over-the-air [59], [15], [60], [61].

Underground channel modeling [62], [59], [15], [60], [61]
has advanced in recent years. These models reveal that signal
propagation is heavily influenced by soil dielectric properties,
volumetric water content, and transmission frequency, all of
which govern attenuation characteristics and communication
range [61]. In underground-to-over-the-air communication, sig-
nals undergo a transition from a dense soil medium to a less
dense air medium. This transition introduces unique challenges,
including refraction, reflection losses, and significant signal
distortion at the soil-air interface. Moreover, buried antennas
are affected by the soil medium because the permittivity of the
soil changes the antenna’s resonant frequency [15], requiring
antennas to be designed for a specific soil type [63]. Environ-
mental variables such as soil texture, compaction, and moisture
content further exacerbate these effects, often requiring adaptive
modulation and transmission schemes.

In this work, we specifically focus on securing underground-
to-over-the-air communication for the WUSNs by developing
a protocol that ensures both authentication and data integrity
verification. This type of communication is the most common
connectivity approach for WUSNSs, as observed in commercial
products [64]. Using existing channel models and accounting
for environmental variability, the proposed framework enhances
the resilience of underground wireless communications, en-

suring that data transmitted from underground nodes remains
trustworthy and robust under real-world conditions.

B. Security of Agricultural Internet-of-Things Network

Security and privacy solutions for agricultural IoT remain
in a nascent stage of development. Recent advances in this
domain, such as those proposed by Yan et al. [18], [19], [20],
introduce innovative techniques to estimate internode distances
without revealing the precise locations of the underground
nodes. These methods leverage homomorphic cryptosystems
to ensure location confidentiality while enabling efficient dis-
tance computations. However, while such approaches address
the confidentiality aspect, they do not sufficiently meet the
integrity and authentication requirements essential for secure
underground-to-over-the-air communication.

Ensuring that transmitted data remains unaltered during
propagation and reception, and verifying the legitimacy of the
communicating devices, are critical for the secure operation of
underground networks. To this end, recent works have explored
the adoption of zero-trust security architectures [21], which
have inspired our efforts to design a signal-based authentication
and integrity verification mechanism at the physical (PHY)
layer.

In parallel, researchers have proposed application layer secu-
rity enhancements based on machine learning and deep learning
based data security [22], [23] as well as blockchain-based
frameworks [24], [25], [26]. While these solutions demonstrate
promise, they are predominantly tailored to specific use cases
and often lack the generality required for widespread adoption
across heterogeneous underground wireless.

Recent Al-driven security frameworks for encrypted network
traffic provide useful cross-domain insights for underground
wireless security. In particular, work by Ali et al. on DNS
over HTTPS (DoH) threat detection demonstrates advanced
architectural principles; including adaptive anomaly detection,
decentralized trust verification, adversarial robustness, privacy-
preserving inference, and explainable Al that, while not directly
applicable to underground wireless systems due to distinct
propagation and resource constraints, offer valuable inspiration
for future trust establishment and security design in such
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environments [65], [66], [67]. In contrast, we present STUN,
a PHY-layer framework that ensures both the authenticity and
integrity of transmitted information in an application-agnostic
manner, thereby offering a more scalable and robust security
foundation for underground wireless communication networks.

C. Secure Bootstrapping for Wireless Network

The key agreement between an underground and above-
ground node can be based on the Diffie-Hellman key agreement
protocol [68]. However, key exchange through a public channel
can be vulnerable to man-in-the-middle attacks. To secure
this key exchange, there are two primary approaches: out-
of-band (OOB) [69], [70] and in-band [71], [72], [73], [74]
communication. Several works have been conducted on secret-
free bootstrapping wireless end nodes, including studies, which
can be categorized as either out-of-band (OOB) [31], [32], [33],
[34], [35], [36] or in-band [40], [75], [41], [76].

1) Out-of-Band Solutions: For OOB techniques, such as
the one described in Liang et al. [31], the authors utilize a
brightness channel to enhance security for wearables. Berg
et al. [32] investigate the impact of visual stimuli on the
performance of security-critical tasks, such as pairing two
Bluetooth devices in the presence of unexpected visual stimuli.
Another OOB pairing solution utilizes locally generated ambi-
ent sound [77], where the propagation delay of ambient sound
signals is used to generate unique keys for key agreement.
Whereas, [78], [79] proposes employing the unique IDs of IoT
devices for identity-based encryption. Han et al. [33] propose
a context-based pairing mechanism that leverages time as a
common factor for different sensor types by utilizing their
fingerprints. Gao et al. [34] utilized voiceprints extracted from
sound transmission from the throat to the ear canal to establish
a secure authentication scheme for earphones. In contrast, Chen
et al. [35] utilize distinctions in chest motions during a speech
to develop a secure multi-factor authentication system. One
common aspect of these OOB techniques is the requirement
for external hardware, which can increase costs and the need
for an external communication channel, leading to higher
computational costs during implementation. The challenges
associated with implementing OOB techniques in underground
networks are further compounded by the absence of OOB
channels such as visual, audio, and user interaction. The burial
of sensors underground renders OOB techniques unnecessary
and challenging to implement.

2) In-Band Solutions: For in-band solutions, such as the
study conducted by Pan et al. [40], the authors examined
optimal signal cancellation attacker behavior over a wireless
channel in an in-band setting. Ghose et al. [41] employ a helper
device that had already established trust with one of the devices,
enabling the devices to pair with each other without prior asso-
ciation to protect against signal cancellation attacks. However,
several challenges are associated with in-band solutions. These
include scalability, interference, bandwidth limitations, signal
degradation, compatibility, and security concerns. Additionally,
implementing in-band solutions like those proposed in Pan

et al. [40]. Furthermore, in-band solutions that utilize hard-
to-forge PHY-layer randomness are designed explicitly for
wireless channels OTA, as seen in works like Zhang et al.
[75] and Ghose et al. [41]. Another set of in-band pairing
without pre-shared secrets include proximity [37], [38], [39],
where differences in RSS are used to detect the proximity of
IoT devices for authentication; location differences [80], [81],
which utilize multiple antennas on a receiver near a sender for
ad hoc pairing and authentication using location information.

These solutions do not apply to underground communication
scenarios as they are developed for over-the-air communication.
This motivated us to create an in-band bootstrapping approach
for underground wireless nodes leveraging the unique and
hard-to-forge PHY-layer properties specific to underground
environments. We leverage the variations in path loss between
different mediums to ensure the security of the communication
channel, known only to legitimate devices. The adversary would
need help guessing the pathloss at the transmitter and receiver
ends, making this PHY-layer property challenging to forge. The
security of our protocol relies on this principle, utilizing the
hard-to-forge PHY-layer property of pathloss variations. We
propose STUN to provide security for underground wireless
networks. Our approach ensures confidentiality and incorpo-
rates mechanisms for data integrity and device authentication in
underground-to-OTA communication. By implementing this se-
curity paradigm, we take a significant step towards safeguarding
underground wireless networks. Furthermore, we explore the
scalability of this security solution, demonstrating its potential
to cover entire farmland areas.

III. MODEL AND PRELIMINARIES

In this section, we first define STUN’s system and adversarial
models, followed by the preliminaries of underground wireless
channels. We begin by presenting Table II, which summarizes
the frequently used notations in this paper.

TABLE 11
TABLE OF NOTATIONS
Notation  Description
A Gateway
T Set of trusted nodes, T = {T; : i € T}
T Index set of trusted nodes
L; Set of legitimate nodes, L; = {L;; : j € J;}
Ji Index set of legitimate nodes for each trusted node T
M Adversary
dgy Underground path length between x and y
dy Underground depth of node x
dg, Aboveground path length between = and y
al Underground attenuation constant at node x
o Underground phase shift constant at «

n OTA attenuation constant
€% OTA permittivity constant
€ Underground permittivity constant
P Relative permeability
pi= Transmit power of node x
Py Received power at node x from y
Gy Antenna gain of the node x
PL™ Underground pathloss
PL? Over-the-air pathloss
PLP Refraction loss
Mg Message transmitted by node x
T Threshold for detection of adversarial node among T; and L;;
T Threshold for identifying outlier received signal strength (RSS) for T}
day Maximum sector size
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<

Farm limits

Fig. 2. Several underground Trusted nodes 7; € T with the over-the-air
gateway A deployed in the field in a hexagonal sector pattern in presence of
an active adversary M outside the farm limits.

A. System Model

As shown in Fig. 2, the system model consists of four types
of nodes: (1) Gateway, A, (2) Trusted nodes, T = {T; : i €
T}, where 7 is the index set of trusted nodes, and (3) Sets of
legitimate nodes, L; = {L;; : j € J;}, where J; is the index
set of legitimate nodes for each trusted node 7}, and (4) an
active adversary, M.

Gateway (A): The aboveground gateway coordinates, cap-
tures, and authenticates the data transmitted by the deployed
nodes. Functioning as a tower, it receives messages from
the underground legitimate and trusted nodes. The gateway
is responsible for authenticating the data received from these
legitimate nodes. Moreover, the gateway is located within the
farm under the user’s control.

Trusted Nodes (T): The trusted nodes {71, T>,..., iz}
have high battery and computation power, enabling them to
perform cryptographic functions efficiently. These nodes, de-
ployed underground, collectively cover the entire farm in a
sector-based deployment with a maximum sector size d ..
as shown in Fig. 2. A trusted channel between T; and A is
established using a shared secret K 47,, and transmissions are
secured with authenticated encryption AE(-) [82]. This can be
implemented as encrypt-then-MAC for symmetric cryptography
or as a sign/encrypt/sign scheme for public key cryptography.
The protocol, designed for a single 7;, can scale to multiple T
nodes to ensure complete farm coverage.

Legitimate Nodes (L;): The nodes {L;i, Lo, ..., L; 7}
are deployed underground within the user’s control and are
within the communication range of at least one trusted node.
These legitimate nodes collect and transmit data directly to A
through a wireless channel. The deployment of the legitimate
nodes is randomized, subject to application requirements, cov-
ering the entire farm area as depicted in Fig. 2.

B. Threat Model

We consider an active adversary (M), controlling one or
more colluding devices. We assume that M operates outside
the trusted farm’s perimeter, such as on adjacent roads, without

OTA
Underground

a
dL,-jM

u

€% e u, \ 47,
u . qu

A T O

T;

Fig. 3. M attempting to highjack the bootstrap session of L;; with A.

entering the fields?. A remote adversary can compromise any
infrastructure within the communication range of the farm to
realize its goal. The adversary aims to either pair with A as a
legitimate device L;; or spoof a rogue gateway to pair with
L;;. As the secure bootstrapping session is initialized by a
user, M attempts to realize this goal by launching a Man-in-
the-Middle (MitM) attack during the pairing session. The MitM
attack is performed by the adversary employing signal injection
attacks, including overshadowing attacks, which require only
6dB stronger signal for LPWAN technologies [8]. While M
knows the communication protocol, they lack physical access
to the nodes and cannot perform jamming or physically block
signals (e.g., via a Faraday cage). There are two types of
attackers with advanced capabilities considered in this scenario.

Type 1 Adversary: This adversary attempts to inject its
signal simultaneously at both A and T;.

Type 2 Adversary: Type 2 adversary can deploy colluding
aboveground and underground wireless nodes controlled by a
single adversary in addition to the capabilities of Type 1 M.
By leveraging these additional nodes, the Type 2 adversary can
achieve the required received signal strength (RSS) at both A
and T;.

C. Preliminaries: Underground-to-Air Wireless Channel Model

We present the underground-to-OTA channel model, essential
for the security protocol due to the channel’s inherent un-
predictability [13]. This study focuses on underground nodes
communicating with an aboveground gateway. In underground
communication, soil properties such as soil composition and
soil moisture lead to a higher permittivity than in air, which
in turn increases the attenuation for propagation of electromag-
netic waves [16]. Moreover, variations in soil moisture alter
the resonance characteristics of underground antennas, leading
to additional loss. Furthermore, the soil-air interface, through
which the waves propagate, causes reflection and refraction,
impacting the received signal.

Consider a gateway, A, located aboveground, receiving wire-
less signal from an underground node L;;, as illustrated in
Fig. 3. The wireless signal travels a path length of dar,;, =
dyp,, +dy,, . where df; = represents the distance from the
point where the signal crosses the soil-air border to node A, and
dz” represents the vertical distance between the underground

2Trespassing is assumed to be deterred by law enforcement.
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node and the soil-air interface. The underground path dﬁij is
approximately equal to the depth of the underground node d%ii
since the dominant signal takes the shortest path to exit the
underground environment [13]. The deployment depth of all
the underground nodes and trusted node remains consistent,
ensuring uniform signal propagation characteristics. At the soil-
air border, the signal undergoes refraction due to the changes
in the propagation medium. The power received by L;; in dB
can be expressed as [13]:

184 =P8 +Ga+ G, — PLY = PL* = PL, (1)

where PY" is the transmit power of the gateway (A), G, is the
antenna gain of the transceiver x, and PL", PL%, PL’ are the
losses due to underground and OTA paths, and refraction at the
ground level, respectively in dB.

The path loss of the OTA wireless channel is given by [13]:

PLY = Ca + 10’[7 lOg( %Lij) + 20 10g(f)7 (2)

where df; = is the distance between the point where the
wireless channel transitions from underground to air and node
A, n is the attenuation factor, f is the center frequency, and
C, = —147.6.

The path loss attributed to the underground channel is given
by [13]:

PL" = Cy +20log(dy, ) +20log(BL,) + puaf, df,,, (3)
where dj = represents the depth of the underground node L;;,
o and % denote the attenuation and phase-shifting constants
of the soil, and C,, = 6.4, p,, = 8.69, respectively.

Lastly, the path loss caused by refraction can be calculated
separately for air-to-underground as follows:

PL, o =20log((r+1)/4),

where r = \/( (%)% + (e*)2 + €) /2 represents the refrac-
tive index of the soil [13]. Alternatively, for the underground-
to-air link, the signal propagates perpendicularly without re-
fraction, resulting in PL, ,_, = 1 [13].

IV. STUN:SECRET-FREE TRUST-ESTABLISHMENT FOR
UNDERGROUND WIRELESS NETWORKS

We introduce STUN, a trust establishment protocol for un-
derground wireless networks that leverages the unique physical
propagation properties of soil for secure in-band communica-
tion. STUN incorporates a unique PHY-layer trust verification
primitive to authenticate the legitimacy of the underground
nodes, L;, and ensure the integrity of their transmissions. In
practice, the gateway A is not explicitly authenticated. Instead,
its integrity is ensured through secure firmware installation and
enrollment. In contrast, within STUN we explicitly authenticate
A using the mechanism described in Section IV-A2.

A. STUN: The Protocol

The central concept involves A coordinating the key es-
tablishment process with each L; in their respective sectors
using a time division approach?. First, A creates a transmission
schedule for 7T} and broadcasts this schedule to all trusted nodes
T. Subsequently, each T; sends a message to coordinate all
legitimate nodes L; within its communication range.

Once the legitimate nodes, L;, receive the coordination
message from T}, they transmit their key primitives in a time
division manner. These key primitives are then verified by the
trusted node and the gateway to ensure their authenticity and
integrity. Without loss of generality, we present STUN with
the Diffie-Hellman key exchange protocol [68], which can be
interchanged with any other key exchange protocol with desired
security properties. STUN is a message authentication and
integrity verification technique for the key primitive exchange
to strengthen any underlying key exchange. We present the
protocol for both uplink and downlink communications.

1) Securing Uplink (Lj;-to-A) communication: The trust
establishment protocol consists of the following steps:

1) Imitialization: The protocol begins with A transmitting a
synchronization message to L; and T. Next, A sched-
ules all participating trusted nodes IDry,...,IDg,.
The gateway sends an initialization message to 7; as
AEf ., (INIT||n), where 7 is a nonce. AEk ,, ensures
the confidentiality and integrity of the message using a
shared key K, allowing only 7; to decrypt and verify it. All
entities agree on Diffie-Hellman (DH) public parameters:
G,q,g.

2) Initialization of a sector: The trusted node, 7T;, broad-
casts a Ready-to-Authenticate (RT'A) message to all the
underground nodes in the vicinity, L;.

3) Primitive transmission from L;: Each legitimate node,
L;; € L;, picks a secret value, X;; €y Z4, computes
the public value, z;; < ¢, and transmits its message,
mij < {IDij; ZZJ}

4) Verification at 7;: 7; synchronizes with the preamble
and receives all the messages, m;j Viji=1,...,|7 and
records the corresponding received signal strength (RSS),
ro = {rfi(l),roi(Z), ...,roi (£)}. Finally, T; performs
the following verification if

o ST (R) STl V=1, |Ji k=1...L

7-loLw

After successful verification, the trusted node relays m; :=

AEKATi (m;1|\ID11, e ,m;J||IDU, . ,m;|$|||IDL‘jL‘)

to A after L;| 7,’s transmission in a time division fashion.

5) Reception at A: The gateway, A, records RSS sam-

ples, ry; = {Tij(l), ’I“ij(Q), N K7 (K)}, while receiv-

ing m/.. Further, A records the RSS samples, ry, =
{ri(1),7:(2),...,r;(¢)}, while receiving mj.

6) Verification at A: The gateway decrypts m/ to obtain

mi|[IDi; ¥ j = 1,...,|Ji| and verifies its integrity

using the corresponding verification function. A rejects all

3In this work, we assume a time-division approach, whereas any medium
access control approach could be adopted without loss of generality.
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received messages if verification fails. Further, A verifies
? . . . .
mi; =m}; ¥ j=1,...,|7]; and rejects if the verification

fails. Finally, A computes:

ri(k)
Lij = {75 (1),715(2), - - vis s vig(K) = T;j(ﬁ)
V= -+ |Ji|- The gateway accepts m;; if Tiow <

Yij(K) < Thign; VE=1...0,j=1,. |$|

7) Primitive transmission from A: Following successful
verification, A picks a secret value, X4 €y Z,, computes
the public value, z4 <« gXA, and transmits as my <
{I D Ay % A}.

8) Key establishment: After reception of the message, L;
computes the pairwise keys as K;; < (24)%4 and A
computes as K 4;; < (2;;)*4. Immediately following the
key agreement, L;; and A engage in a key confirmation
phase, initiated by L;;. This can be done by executing a
two-way challenge-response protocol [83].

9) Repeat for all sectors: All the above steps are repeated
fori =1,...,|Z|. If any of the steps fail for a legitimate
node, L;;, is detected at any of the entities, and the steps
are repeated for the node. Otherwise, the gateway, A,
notifies the user of the successful completion of the trust
establishment.

If trust establishment steps like key confirmation fail, it
may indicate adversarial activity or communication issues. The
affected node can notify a trusted node to retry the process,
maintaining protocol integrity. Persistent failures may require
human intervention to address potential security breaches.

2) Securing Downlink (A-to-L;) communication: In the
protocol outlined in Section IV-Al, underground nodes (L;;)
do not explicitly verify the authenticity of gateway messages
(m4) during the key confirmation process. An adversary (M)
impersonating the gateway would disrupt the session with the
legitimate gateway (A), triggering protocol failure and user
notification. Trusted nodes (7;) are employed to enable explicit
message verification. After A validates messages from L;;
nodes, it sends an authenticated and encrypted version (m/,)
to 7T; using a shared key (K 47,). Simultaneously, A broadcasts
the plaintext message (m 4) to all L;; nodes and their respective
T; nodes. Each T; verifies the authenticity of m 4 by comparing
it with qu- Depending on the result, T; broadcasts a success or
failure message. While adversaries could exploit this to perform
a DoS attack, such scenarios are outside the scope of this work.

3) Size of T;’s Sector: The size of the sector for T; is
determined by the maximum possible distance, denoted as
d¥ ..., between the trusted node, 7;, and the legitimate nodes,
L;. We employ the underground path loss model given by (3)
to calculate this distance. Considering the assumption that the
legitimate nodes, L;, have lower capabilities and transmit at
lower power compared to 7}, this determines the communica-
tion range of the sector. The size of T;’s sector can be calculated
using (3), yielding the following expression:

20W (agpueXK)
atpylog(10)

U
dma:c -

“4)

where K = log(10)/20 is a constant multiplier, and X =
[log(10=+) + PL"log(10) — 201og(3%)]/20 is an interme-
diate variable that encapsulates the logarithmic and path loss
dependencies. Each T; broadcasts the RTA message in Step 2.
This message is received by every L;; in range. In the case that
one L;; receives messages from multiple T;s, it selects the T;
with the higher-power signal.

B. Selection of Thresholds

Now, we first theoretically describe selecting the thresholds
utilized in Steps 3 and 5 of STUN:

1) Thresholds for T;: The detection thresholds at trusted
nodes (7;) for identifying outlier RSS values are determined
using the Median Absolute Deviation (MAD) method, a robust
measure less sensitive to outliers compared to standard devia-
tion [84]. The thresholds are defined as:

Ty T rh ot Cx, 5)

r.' —(*v,

_ T
Tlow — J 7—high -

where r; i is the median of all the RSS samples, ¢ controls the
strictness of the outlier rule, and v is MAD

V:b~\rf'—rf|, (6)

where ~ is the median of all the samples over all the nodes,
and b = 1/Q(0.75) = 1.4826. Empirical results [51] in
Fig. 4(a) illustrate that the RSS received at 7; from three
underground nodes. We observe that the RSS is relatively
stable over time and that the Tﬁu = 2.512 x 10~"mW and
T,z;?gh = 6.309 x 10""mW, due to high path loss of the
underground communication.

For calculating the received signal strength (RSS), we kept
an underground depth of d¥ . and d, fixed at 0.2m, and
the distance between the underground nodes and the trusted
device was kept constant at dj ;. = 1.0m. The outdoor
testbed contains 13.09cm of silty clay loam soil with varying
volumetric water content (VWC) ranging from 17% (dry) to
37% (wet). From Fig. 4(b) and (c), we observe that when
the volumetric water content (VWC) of the soil increases,
the received power goes down. As we know, when the VWC
increases, the dielectric constant of the soil also increases.
Hence, we need to calibrate the trusted node thresholds based
on the VWC of the soil or the dielectric constant (which can
change due to changes in salinity, fertilizer, etc.).

Recalibration of threshold. The calibration at the start of
each STUN protocol is performed based on the received signal
strength (RSS) from a legitimate node. The detection thresh-
olds at trusted nodes (7;) for identifying outlier RSS values
are determined using the Median Absolute Deviation (MAD)
method, a robust measure less sensitive to outliers compared
to standard deviation [84]. Any attack during the recalibration
process is handled by the Median Absolute Deviation (MAD)
method [84]. Any overshadowing attack can be detected as the
signal will be an outlier for the MAD method. The recalibration
process is required before each bootstrapping and the threshold
remains stable during the bootstrapping.
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Fig. 4. (a) Power received at the trusted node from three L;, power received at the trusted node from L; at depth of 0.2m against volumetric content of water

(VWC) (%) of soil for varying center frequency (b) for d}
received from L;.

2) Thresholds for A: To calculate the threshold for the
gateway, the power received from the trusted node, T}, is
divided by the power received from the legitimate node, L;.
The threshold can be expressed as:

7 = 20log(df,) — 201og(df, ) + 201log(B7,) — 201og(BE, )
—puey, dy, @)

where df. is the underground depth of the trusted node, dy  is
the underground depth of L;;, and o} and 3! are the parameters
due to soil characteristics. The aboveground distance to the
gateway A cancels out due to the proximity of the underground
node. Since variations in the OTA path loss may affect the
accuracy of this calculation, an adjustment factor 6;o,, and dp;gn
are introduced. Two thresholds are then defined as:

+ puar. dr.

®)

Empirical results in (Fig. 4(d)), illustrate that the RSS ratio
between signals from 7; and L; remains close to 1 over time.
The calculated thresholds 7,5, = 0.9 and 749, = 1.160,
indicate less than 10% error due to underground fading. This
confirms the protocol’s effectiveness in mitigating the impact
of underground channel variability on OTA communication.

Tlow = T — 6low7 Thigh = T + ahigh-

V. SECURITY ANALYSIS OF STUN

We analyze the security of STUN against the adversary
defined in Section III-B. In an attempt to pair with the gateway
A, the adversary can compute zp; := ¢g~™ mod p where
Xy is uniformly chosen from the set Z,. Then compiling and
injecting a message mys := {IDp,zp} to the gateway A.
However, for A to accept the message, the adversary must pass
the verification of Steps 4 and 6 at T; and A, respectively, in
STUN’s verification. We will first analyze a Type 1 adversary
followed by a Type 2 adversary.

A. Type 1 Adversary

A Type 1 M is a remote aboveground entity outside the
farm, injecting mj, into A and T; with power P}f} as shown
in Fig. 3. M has to compute the power Pi7 to defeat Step 4
and Step 6 simultaneously. In the next proposition, we evaluate
the adversary’s capability to compute the transmit power Pi7.
It should be noted here that M does not have a visual channel
to 7; and L; to know their actual locations underground. We
present the proof for single and multiple T.

ST S 2.1m, (dc) dz“Ti = 1.0m, and (d) RSS ratio at A of power received from 7T; to power

Proposition 1. A Type 1 aboveground adversary M simulta-
neously injecting messages at T;, as well as A can be detected
with certainty if the distance between M and A does not satisfy

10nlog(dysa) = Ca + Cu + PLy o + puo‘%,;j d%,,T
+n10log(dir, ) +n10log(diyr,)
+ 20log(B7,) — 201og(BE, )
+ 40log(dy,) — 20log(dy, 1,) + 201log(f),

where dg,, is the aboveground distance between x and vy,
dy, is the underground distance between x and y, dj is the
underground depth of x, o and 5% are the underground atten-
uation constant and phase shifting constants for transmission
from x, respectively, n is the OTA attenuation constant, and
0 = 0%+6™, where §% is the relaxation introduced by the outlier
evaluation technique and §“ is the relaxation introduced due
to the threshold selection.

Proof. A Type 1 adversary M injecting its message from an
aboveground location will need to pass the verification of Steps
4 and 6 for A to accept and bootstrap M. We evaluate the
strategy of M to compute the transmit power independently
for steps 4 and 6, and then we evaluate the effect of one step
on the other. Using (1), (2), (3), and Step 4, the transmit power
required by M for passing the verification in Step 4. The power
received at T; from L;; is given by for C,, = 6.4 and antenna

gains Gx
PTLwipL +GL +GT O
— 20 log( LijTi) —20log(Br,,)
_pua%” %ijTL. (9)

Moreover, the power received from M at T; is given by for
C, =—147.6

P}IM PM +Gym+ G, —Co — Cu — 107710g(d%4T ) — 201log(f)
— 201og(dyyr,) — 20log(Br,) — PL,g—w. (10)

In Step 4, T; accepts M’s signal if (9) and (10) are satisfied
with some relaxation, which gives M’s transmit power as
Pii = Pi? 4+ Gr,; — Gu + Co — 20log(d} . 7,)
+ 20log(dyr,) — 201log (87, ) + 20log(B7,)
+ puet, dY, 1, — pucy, diyr, + 100 log(dfy 1, )
+201log(f) + PLyq—u £ 6%,

u
puct,dirr;, —

an
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where dj,, is the aboveground distance between z and y, d,
is the underground distance between x and y, o} and ¥ the
underground attenuation constants and phase shifting constants
for x, respectively, n is the OTA attenuation constant, and §¢
is the relaxation for the outlier evaluation technique.

Now, for evaluating the capability of Type 1 M in defeating
Step 6, we compute the power received by A:

W = Pif + Ga + Ga — Co — 10n1log(df; 4)

—201og(f). (12)

Then the power received by the gateway from 7; is:

W, = Pir + Ga+ G — Cq — Cy — 10n1log(d% )
— 20log(f) — 20log(dy,) — 20log(Br,)
— puath .. (13)
Equating (13) and (12) and equating to the threshold (7), we
compute the transmission power to pass Step 6 as:

Pl = Pqtff —-Gu+Gr, —Cy

— 10 log(dfr,) + 10 log(df, 4)

— 20log(dt,) — 201og(Br,) — pucy,dy, £6%, (14)
where §* is the relaxation introduced due to the threshold
selection. Now, for the adversary to pass both the verification
simultaneously, the transmit power in (11) should equate to the
transmit power in (14). Equating (11) and (14) and approxi-
mating dy, . ~ d%, =~ dy. to depth of the node, we compute
the distance between the adversary and the gateway as:

10nlog(disa) = Ca + Cu + PLyg—u + puay, di .1,
+ n10log(d% ) + n10log(df )
+ 201log(B7,) — 201og(B1,,) + 401log(d7, )
— 20log(d}, 1,) + 201log(f), 15)

where § = §£6“, and assuming P;? +Gr,, — Pf = G; = 0,
or the power transmitted by the legitimate and trusted node
is the same, and the antenna gains are the same. Therefore, a
Type 1 adversary at d, , of the gateway can defeat STUN by
transmitting from an aboveground location. O

When several trusted nodes are installed on the farm and
transmit information to a single A, numerous legitimate nodes
are also deployed in a single/multiple node(s)-to-single trusted
node arrangement in each sector to cover the entire farm. Each
trusted node is connected to at least one legitimate node, and
all the nodes are transmitting their signal to A, where L;; € L;
and 7; € T. We provide empirical results to visualize this
distance in Section VI-C1. Our experimental results show that
an adversary would require an infeasibly high transmission
power of =~ 10°W, and the adversary needs to be positioned at
a very far distance reaching about ~ 5Km range to execute
this attack, making such an attack impractical.

1) Security Against a Rogue Gateway: An aboveground
Type 1 M attempts to inject mp,; at one or more legitimate
nodes (L;;), emulating a rogue A. The adversary, typically
located outside the farm’s perimeter, is assumed to be closer
to the legitimate node than the trusted node, resulting in
lower attenuation to L;;. The adversary’s message (mys) is
simultaneously received by both L;; and the corresponding
trusted node (7;) in the same underground environment. For
myps to be reliably received at T;, the signal-to-noise ratio
(SNR) at T; must equal the SNR at L;;. To analyze this, the
power received by the trusted node (Pr,) and the legitimate
node (Pr7 );) from the adversary is evaluated. The conditions
under which Prf, is greater than or equal to Pr7,, are
derived, considering the adversary’s transmission power (PLf
and its relative proximity to L;; compared to Tj.

Proposition 2. An aboveground Type 1 M attempting to pair
with any underground node L;; as a rogue gateway can be
detected with certainty when located at a distance given by:

10mlog(d},r,) — 20log(dy,) — 201log(B7,) — puay,dr,
> 10nlog(dy, pr) — 20log(d},,)

- 20 log(ﬂ%/u) - pua%u dqll‘/”"

where dg,, is the aboveground distance between x and y, and
d¥ is the underground depth of x. Bgu and a%ij are the
attenuation and phase-shifting constants, for each node L;;,
respectively.

Proof. In an attempt to force a legitimate node L;; with itself,
the adversary M injects their message mj; with transmit
power Pi7 to over overshadow A’s message m 4. For evading
detection, mp; should be received at L;; and simultaneously
not received at the corresponding 7;. We consider the best case
for the adversary where the legitimate node is closer to the
adversary than the trusted node, as shown in Fig. 3, such that
the attenuation from the adversary to the legitimate node is
lower than the trusted node.
We compute the power received by L;; from M given by

Priov = Py +Gu +Gp,, —Cqy — C, — 107 log(df, 1)
—20log(f) — 20log(dy, ar) — 2010g(BL,,)

o0l 2 g = PLpa (16)

where Pl7 is the transmit power by M, G, is the antenna
gains of the transceivers, PL, ., is the air-to-underground
path loss, d7,, is the above ground distance between z and y,
dy, 1s the underground distance between z and y, f is the
center frequency, o, B« are the underground attenuation and
phase shift constant from zx.

Next, we compute the power simultaneously received by the
corresponding trusted node 7; from M, given by

Prfy = Pii + G + G, — Co — Cy — 10n1og(df 7,
—20log(f) — 201log(d}7,) — 201og(Br,)

- pua%dX/jTi - PLp,a—ua (17



IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. X, NO. X, AUGUST XXXX 10

where P}f is the transmit power by M, G, is the antenna
gains of the transceivers, PL, ,_, is the air-to-underground
path loss, dgy is the above ground distance between x and vy,
dy, is the underground distance between z and y, f is the
center frequency, o, 35 are the underground attenuation and
phase shift constant from .

For the Type 1 adversary to be detected, the message
mps should be received simultaneously at T; and L;;, as the
detection is performed at T;. This happens with certainty if the
received power received Prfy, > Pr7 . or T; receives higher
power than L;;. This is under the assumption both T; and L;;
are in similar underground environment such as SNR at T is
greater than or equal to that of L;;. Now from (17) and (16);
Prir, > Pr7ay gives:

P 4+ Gy + Gr, — C, — C,, — 10nlog( Yrr,) — 201og(f)
— 20log(dyr,) — 201log(BT,) — pucir,disr, — PLpa—u
> Pif+Gu+ G, —Cq— Cy — 107 log(df, ar)
—20log(f) — 20log(dy, ar) — 2010g(BL,,)

—puey, dp. pp— PLpa—u. (18)

Now we can simplify the numerator if we assume G, =
Gp,;, this is a valid assumption with the most underground
sensors equipped with similar wireless modules. Under the
assumption that T; and L;; are in similar underground en-
vironments, they will experience similar OTA-to-underground
pathloss. Hence we can simplify PL, ,_, and approximating
dy,. ~ d4, ~ log(d¥) to depth of the node x which gives:

10mlog(d}sr,) — 20log(dr,) — 201og(Bt,) — puary,dy,
> 10nlog(dy, ar) — 201og(d} )
—20log(B,,) — puctt, i,
where dg,, is the above ground distance between = and y, d,
is the underground distance between z and y, A7 = and af

are the attenuation and phase-shifting constants, for each node
L;; € L, respectively. O

19)

The inequality in Proposition 2 can be simplified using nu-
merical methods like the Newton-Raphson approximation [85].
In Fig. 5, we approximate the distances between the adversary
(M), the legitimate node (L;;), and the trusted node (T3),
assuming dy;p = dj, ,; +dj, 7, Solving for these distances
requires optimization techniques, where convergence depends
on factors like the initial guess (zg), tolerance (tol), and the
number of iterations (N, ). Precision in setting tolerance and
monitoring convergence is critical to balance computational
cost and accuracy, as improper settings may prevent conver-
gence or lead to suboptimal results.

Figures 5(a) and (b) illustrate that small changes in d}fijTi
significantly affect the underground distance between M
and L;;, making it difficult for A, which lacks precise
knowledge of T;’s location, to target legitimate nodes without
being detected. Similarly, Figures 5(c) and (d) show that even
slight variations in legitimate underground distances require the

adversary to transmit at very high power levels to compensate
for attenuation. For instance, to avoid detection, M must be
located approximately 1 km away and transmit at an infeasible
power of about 1047 W. This supports the hypothesis that an
adversary outside the farm’s limits emulating a rogue gateway
will be detected with certainty.

B. Type 2 Adversary

A Type 2 M is a remote aboveground adversary colluding
with an underground adversarial node outside the farm injecting
myy transmitting at aboveground power P{?. and underground
P! to A and Tj, respectively as shown in Fig. 6. M with
a visual channel to A may be able to predict the channels
for computing the aboveground power P to defeat Step 6.
In the next proposition, we evaluate the adversary’s capability
to compute the transmit underground power Pi¥ for defeating
Step 4. It should be noted here that M does not have a visual
channel to 7T; and L;. We present the proof for single then
generalizing for multiple T.

Proposition 3. STUN can detect a Type 2 aboveground and
underground colluding adversary M injecting message at T;
and A with certainty if at least four legitimate nodes participate
in STUN bootstrapping for every trusted node.

Proof. The colluding Type 2 adversary’s underground node in
an attempt to defeat Step 4 of STUN must overshadow all the
transmissions from the legitimate nodes L; in that sector. This
is because if the adversary allows any one of the transmissions
from L; to reach Tj, it will be the outlier and cause STUN to
fail. Moreover, without a visual channel to the legitimate nodes
and not knowing the location of the target legitimate node. M
cannot just target one legitimate node. The adversary has to
compute the transmit power to overshadow all the legitimate
nodes L; in a sector. Thus, according to MAD, it can pass the
thresholds set at 7;. The underground node of the colluding
Type 2 adversary has to transmit at least an underground power
P17 for each of L; such that its power is within the acceptable
range of the other legitimate underground nodes L;. Further,
the adversary cannot just transmit a very high power as that will
be detected by other trusted nodes. As the detection in Step 4
is performed by detecting the outlier, the transmit power has to
satisfy (11).

Therefore, the adversary has to compute its transmit power
according to the equation system S to overshadow all the
underground nodes in a sector:

Pif = P{? +Gr, — Gar +20log(d};r,) — 20log(d} 1)
+201log(By;) — 201og(BL,, ) + pucirdiyr, — pual, di. T,
()Y Pz — pre +G — Gum + 20log(dy
M Lil7;1 Li|g;1 M Og(dJMTi)

—20 log(d'zilji‘Ti) + 201log(By;) — 20 log(ﬁziw” )

+oualydirr, — puaiiw d’iwim-

(20)

The equation system S is an underdefined multivariate
quadratic equation system. It is well known that the solution of
such an equation system is NP-hard [17]. Moreover, even for
small values of some equations (e), the best-known algorithms
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Fig. 5. The distance of Type 1 M from the legitimate nodes against the distance of the legitimate nodes from the trusted nodes while varying, (a) the attenuation
of the legitimate nodes, (b) attenuation of the trusted node. Plots of the power transmitted from the Type 1 M to the legitimate node against the legitimate
underground distances while varying, (c) the attenuation o, , and (d) aboveground M distance from Tj.
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Fig. 6. A Type 2 M attempting to inject mp, to hijack the bootstrap session
of L;; with A with T; performing simultaneous STUN verification.

perform an exhaustive search [17]. Therefore, this type of
system is known as an Unbalanced Oil and Vinegar (UOV)
signature scheme (NP-hard problem of underdefined systems
of multivariate equations). The security of UOV systems is
proved for 3e < v < e(e+2)/2 [17]. Where the system has e
equations and v unknowns. Out of the total number of variables,
e is known as the “oil” unknowns, and (v — e) is called the
“vinegar” unknowns. For our equation system S, we have seven
variables in S which are known to underground transmit power
of the legitimate node (Pifj), gain of antenna (G), operating
frequency (f), and the relaxation introduced by the outlier
evaluation technique (6%). Further, there are six variables in
S which are unknown transmit power of the underground
adversary (PL7), distance from the adversary to the trusted
node (df,r,), soil parameters (permittivity constants (e?,€"),
relative permeability (u,)) as these control the variables (a7,
oy, BE,, and Bj), and distance between the legitimate node
and trusted node dj ;.. Hence, S has n + 5 number variables
for n number of equations, where n is the number of legitimate
node in our setup. Therefore, to satisfy the conditions for the
UOV public cryptosystem, the minimum number of legitimate
nodes required per trusted node is four. O

Hence, a Type 2 adversary cannot pass Step 4 with cer-
tainty. In addition, it is essential to note that in practice,
the underground-to-underground wireless channel (e.g., M-T;)
has a limited communication range (i.e., less than 10m [61]).
Consequently, in typical deployment conditions, any adversary
positioned outside the farm limits and attempting to pass
Step 4 would be beyond the communication range of T;.
Therefore, Type 2 attacks are practically rare and otherwise

detectable, as per Proposition 3. This is even more challenging
if the adversary wants to defeat multiple sectors because each
sector contains at least four legitimate nodes per trusted node.

1) Security Against a Rogue Gateway : A colluding Type 2
adversary at a distance aboveground and underground outside
the farm’s perimeter injects its signal at the legitimate nodes
L; to emulate a rogue A’s signal, as shown in Fig. 6. Without
access to the secure channel between A-to-T;, the adversary
has to inject the signal such that it cannot be detected by
corresponding 7;. Now we evaluate whether a Type 2 adversary
can transmit underground power P.7 such that it is only
received at L;, and not at the corresponding 7.

Proposition 4. An aboveground and underground Type 2
colluding adversary M attempting to pair with underground
nodes L; as a rogue gateway can be detected with certainty
when located at a distance

20log(d}, ar) 4+ 201l0g(BL,) + pucl, df, m
> 20log(dy, 1) + 201log(BY,) + pucry,dy, 1,

where d, is the underground distance between entities x and
y,, and BY and o are the attenuation and phase-shifting
constants, respectively.

Proof. The underground node of the colluding Type 2 adversary
has to transmit at an underground power P%7 to the legitimate
nodes and must be at a distance that is less than the distance
of the legitimate nodes L;; and the trusted node T;.

The adversary transmit power is provided by:

Pyi = PP + G, — Gy + 201log(dy ) + 201og(6Y,))
—20log(dy, 1,) — 201log(BT,) + puay, df, ar
— puct,df, 1. 2D

Next, we compute the received power at L;; from T;, which
is given by

Pilg, = P + Gy, + Gr, — (Cy + 201og( o)
+2010g(8%,) + puathdt, 1)

The transmit power and the distance have to satisfy (21),
and (22). In the best case, the adversary with the full knowl-
edge of all the legitimate nodes can only be successful when
transmitting in a location less than the distance between 7; and

(22)
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L;;. Otherwise, the transmission will be overhead by T3, and a
failure message will be broadcast to other nodes. Note that the
adversary does not know the exact location of 7.

Accordingly, we compute the received power at L;; from M,
which is given by

PL”M PIt\f-FGM-‘rGLU—Cu
—20log(Br,,)

—20log(d7,; ar)

— puoz"iij %u‘M' (23)

201log(B7,)

s 1 T T
Since the underground power received Pr? . > Pr7 .

Pi +Gr,; +Gr, — Cy — 20log(dy, 7,) —

— puoz%d%ijn > Pﬁ; + Gy + GL”. —Cy

— 20log(dy,,) — 20log(B,,) —

From (24), with the assumption that the adversary has near

perfect estimates of the transmits power and gains, which means

that P}’ + G, — Pij — G = &, therefore it must be at a

distance given by

20log(d7,, ar) +2010g(BT,) + pual, dT, v

> 20log( T JTi) +20 log(ﬁ%i) + pua% %UTN

where dy, is the underground distance between x and y,

B% and ag are the attenuation and phase-shifting constants,
respectively. O

Puaﬂ,j XILW .24

(25)

The inequality in Proposition 4 can be simplified using the
Newton-Raphson approximation [85], as illustrated in Fig. 7.
Achieving convergence requires careful selection of parameters
like tolerance (tol), maximum iterations (/V,;,q. ), and the initial
guess (zg). For example, using tol = 1075, N0 = 1000,
and 9 = 1 fails to converge, even with known parame-
ters like af ,aT, 7L‘ , Br., and d%i]Ti’ While higher values
can expedlte convergence they risk reducing accuracy. Thus,
achieving convergence often involves iterative optimization of
these values. Therefore, an adversary must know the trusted
node’s location to perform this attack.

From Fig. 7(a)-(d), even with legitimate and trusted nodes
separated by [0.5-2]m and varying attenuation and phase shift
constants, the adversary must transmit enormous power from a
farther distance. To evade detection, a Type 2 adversary must
transmit approximately 10° W from ~ 0.5 km away, which
is impractical. These findings confirm that a Type 2 adversary
can only emulate a rogue gateway with precise knowledge of
underground node locations.

C. Security Against a Compromised Trusted Node

While compromise of 7; could occur via traffic analysis or
physical access, such risks can be mitigated through ephemeral
session keys, secure key storage, and operational safeguards,
and are orthogonal to the initial bootstrapping focus of this
work [86]. If K 47, is nonetheless exposed, an adversary may
inject forged messages during the active bootstrapping phase
by transmitting at significantly higher power to satisfy the
RSS ratio constraints (T]OW,Thigh). However, this anomalous
power increase can be detected at A as a sector-localized RSS

deviation (e.g., > 6dB), enabling alarm generation and manual
rekeying of the affected sector. A physical displacement of
trusted node (7;) can be detected at the gateway due to change
in RSS of the received signal on the authenticated and encrypted
channel between them. Thus, it can be detected and rectified.

D. Security Against Advanced Attacks

STUN considers several attack classes during bootstrapping:
(1) A shallow-probes attack during Step 1, where an adversary
may replay the unencrypted synchronization message from
A but cannot forge the authenticated initialization message
AEf ,, (INIT|n) sent to trusted nodes T}, thus preventing unau-
thorized participation; (2) A reflector/high-power (wormhole
or replay-based) attack, where messages from T are injected
across sectors or sessions, leading to mismatches detected in
Step 6 and resulting in a denial-of-service that is orthogonal to
the protocol’s security goals; and (3) Reactive mobile injector
attacks, in which an adversary injects signals in real time using
SDRs or mobile hardware, which STUN is explicitly designed
to detect and mitigate through verification at T; (Step 4) or at
the gateway A (Step 6), while also preventing masquerading as
A via authenticated downlink detection at T;.

VI. PERFORMANCE EVALUATIONS

We evaluate STUN using experimental data from our wire-
less underground outdoor experiments in [S1], [87], [88], [13].
First, we describe the experimental configuration and evaluate
STUN’s correctness and robustness.

A. Setup

Underground Testbed: We use data from outdoor experiments
in [51], [87], [88], [13] under varying conditions of distances.
In these outdoor experiments, a 433MHz dipole antenna and
an underground wideband planar antenna [63] are utilized.
Wideband planar antennas have been experimentally shown to
be more suitable for underground communication, enhancing
the communication range and increasing the channel link
budget [63]. Additionally, a dipole antenna was employed for
underground transmission when the aboveground node distance
was fixed. We kept an underground depth of dj ., and df.
fixed at 0.2m, with a maximum distance of d%,, = “115m. The
distance between the underground nodes and the trusted device
was kept constant at dj ;= 2.1m.

The aboveground height was kept at 1.78m and the above-
ground distances of the gateway d%, were varied at different
intervals of [30, 60, 80, and 110m]. The outdoor testbed
contains 13.09cm of silt clay loam soil with varying volumetric
water content (VWC) ranging from 17% to 37% dry and wet.
The VWC of the soil was kept at 37% for the most part. The
transmit power ranges between [0.0032W - 0.2W] with a gain
of 0.02W with a dipole antenna for the underground nodes.
d%r, was shown in [51] to cover a distance as far as 115m
when a long-range device is used and move up to 200m [89].
The PL, ., was observed to be 4.2063 x 10~°W, equivalent
to -53dBm.
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B. Correctness Evaluations

We evaluate the maximum range of a trusted node, T;, to
assess the area of the sector for placement of legitimate nodes,
L;. We use the information from the underground path loss to
estimate the sector size of 7; in (4), giving us the maximum
separation between the trusted node and the legitimate nodes
underground within each sector.

Expl.Authorized sector size variation for volumetric water
content: We show in Fig. 8(a) the maximum sector size of a
trusted node against the frequency for various volumetric water
content. We can deduce that the maximum separation in each
sector is approximately 2.1m.

Exp2.Authorized sector size variation for soil moisture
level: Similarly, we show in Fig. 8(b) the maximum sector size
against the soil moisture content for various center frequencies.
We observe that the underground separation decreases as the
water content in the soil increases.

Experiment outcome: The maximum range of 7; depends
on the operational frequency since lower frequency antennas
can cover more distances. When placing nodes underground,
the separation of the nodes should be within 2.1m, and the soil
moisture content influences the maximum range between the
legitimate node and the trusted node.

C. Robustness Evaluation

In this section, we evaluate the robustness of STUN against
Type 1 and Type 2 adversaries.

1) Type 1 Adversary: To evaluate the capabilities of an
adversary, we emulate the adversarial data utilizing experimen-
tally obtained wireless channel parameters, precisely measuring

the effective soil permittivity and relative permeability of the
soil from the experimental setup described in Section VI. The
underground wireless channel is relatively stable and mostly
deterministic compared to the OTA wireless channel [88].

Exp3.Type 1 Adversary distance to defeat STUN: In
Fig. 9(a), we illustrate how the gateway-to-adversary distance
changes with the underground depth of the trusted node (dr, ),
considering various underground adversary distances (djj;r, ).
Similarly, in Fig. 9(b), we vary the center frequencies and
analyze the impact on the adversary distance. Our results show
that M must position itself between 2000m and 10000m from
the gateway to achieve an equivalent path loss in underground-
to-OTA while located aboveground. In Fig. 12(c), (d), we
demonstrate how aboveground gateway-to-adversary distance
changes with underground depth (d7, ), while varying the volu-
metric water content (VWC). We observe that in Fig. 9(c) and
(d), while we keep the djj;. at 0.2m and 0.4m. We observe
that water content alters the adversary’s position, shifting the
distance from the underground node to soil the surface.

Exp4.Type 1 Adversary transmit power to defeat STUN: In
Fig. 10(a) and (b), we examine how successful an aboveground
adversary can be in passing the verification at the gateway. We
observed that the transmitter power is above the threshold at
the gateway for various underground (dy,) and aboveground
(d%7,) distances. Even when the adversary operates with the
experimentally measured acceptable distance, our results reveal
that the required power remains more than the threshold needed
to pass Step 6. The adversary must transmit at a precise
power level, maintaining an RSS ratio between 1 and 1.5.
Adversary can compute the needed power for the gateway due
to positional knowledge of the gateway aboveground but needs
to do the same for the trusted node underground whose location
is unknown.

Similarly, in Fig. 11(a), and (b), we show that the power
transmitted from aboveground Type 1 adversary attempting to
pass Step 4 verification, even when the adversary distance
(dyyr,) from the trusted node is within the communication
range. Our results show that the adversary transmit power to
the trusted node is very high while changing the underground
depth, and center frequency.

Experiment outcome: Our findings indicate that the adver-
sary needs to transmit a precise power to maintain an RSS
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threshold between 2.512 x 10~ "mW and 6.309 x 10~"mW for
verification at the trusted node. The likelihood of a successful
attack is low, given that the adversary typically lacks exact
positional knowledge of the trusted nodes and does not possess
physical access to the farm. Our results attest to our theoretical
findings that the adversary must operate at considerably far
distances. M cannot reduce the transmit power rather than
increase the distance, as this will cause the adversary to
fail Step 4 due to high attenuation for OTA-to-underground
transmissions.

2) Type 2 Adversary: In our evaluation, we assess the
transmission power of an underground adversary to the trusted
nodes as the distance between them increases.

Exp5.Type 2 adversary transmit power to defeat STUN:
The legitimate nodes maintain a consistent transmit power of
[0.0032W, 0.025W, 0.1W, 0.2W], while the distance between
the legitimate and trusted nodes remains at [0.5m, 0.8m, 1m,
2m]. The adversary succeeds if the received power of the

6.309 x 10~"mW as obtained in Section IV-B. We emulate the
adversary’s path loss according to (3) with the soil parameters
obtained from the testbed. We ran the experiment 10,000 times.
Fig. 12(a) and (b) depict the underground power transmitted by
the Type 2 adversary (P}7) against the underground distance
between the adversary and the trusted node (dy,r,), with
variations in the power transmitted by the legitimate nodes
(Pifj) and the underground distance between the trusted node
and the legitimate node (dj,, r,).

Experiment outcome: Our observations reveal that the ad-
versary’s power is sufficient to cause damage to the sensors.
Furthermore, as the adversary’s underground distance from the
farm’s perimeter increases, it becomes increasingly challenging
to counter step 4 due to changes in soil conditions securely.

D. Bootstrapping Overhead and Scalability

Since STUN is a one-time bootstrapping protocol, its scal-
ability is dominated by onboarding overhead rather than con-
tinuous monitoring costs. Under the time-division design, the
message and verification complexity scales linearly with the
number of legitimate nodes |L;;| in a sector, yielding a boot-
strapping latency

thoot = tinit + ‘L’L] ‘tslot + trelay + tverifya

where ¢;,;; denotes initialization overhead, ¢y is the time
allocated per L;; transmission in the time-division schedule,
Trelay 18 T; forwarding delay, and ¢crir, captures the verification
overhead at T; and G. This cost is incurred only during se-
cure onboarding, after which established keys enable protected
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routine operation without repeated trust establishment. While
future decentralized or federated monitoring may be layered
atop STUN to enhance scalability and privacy during normal
operation, such mechanisms operate at a different layer and
are beyond the scope of the present bootstrapping design [90].
Assuming an initialization message of 100kb, |L;;| = 10, ECC-
based key primitives of size 512kb [91], a trusted-node message
length of approximately 6000kb, and negligible processing
delay relative to transmission time, the resulting bootstrapping
latency is estimated to be about 225s per sector over a 50kbps
LoRaWAN communication link [8].

E. Reproducibility

We have released a public GitHub repository with the
MATLAB scripts used for analytical evaluations in the paper,
including path-loss modeling, incident-angle analysis, sector-
size estimation, and adversarial-feasibility analysis, available
at https://go.unl.edu/stun, to support reproducibility and further
research.

VII. CONCLUSION

We address the problem of a secret-free secure bootstrapping
for COTS underground nodes with an aboveground gateway.
We propose STUN, which uses hard-to-forge underground
wireless propagation laws to achieve node authentication and
secret establishment in-band with the help of a trusted under-
ground node. We demonstrate that STUN resists active signal
injection attacks and scales well as the number of underground
nodes increases. In addition, We theoretically prove that STUN
has a security equivalent to the NP-hard problem of underde-
fined systems of multivariate equations (UOV scheme) in public
cryptography. We also validate our theoretical results with
outdoor underground wireless testbed experiments. We evaluate
the placements of the trusted nodes to cover an agricultural
farm in a hexagonal sector format. To optimize the required
number of trusted nodes, we investigated the distance of the
trusted nodes from the farm boundary and the distance between
each other. Finally, we developed security for the downlink
communication and multiple trusted and legitimate nodes.
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