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Consolidate under-utilized servers

Avoid downtime with VM Relocation

Dynamically re-balance workload
to guarantee application SLAs

�
Enforce security policy�
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L X V U

SPEC INT2000 (score)

L X V U

Linux build time (s)

L X V U

OSDB-OLTP (tup/s)

L X V U

SPEC WEB99 (score)
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Benchmark suite running on Linux (L), Xen (X), VMware Workstation (V), and UML (U)
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L X V U
Tx, MTU 1500 (Mbps)
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TCP bandwidth on Linux (L), Xen (X), VMWare Workstation (V), and UML (U)
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Scalability
• Scaling many domains

– One domain per processor core, 1 to many cores/domains
– Presented data showing problems at OLS on 64-bit domains

• Since then, tested 32-bit domains, which look fine
• 64-bit did not scale because of excessive TLB flushes, which put too much pressure on global 

update of tlbflush_clock in Xen.  Jun has fixed with TLB global bit patch –no need to flush all TLB 
entries for syscalls, etc, which also does not update tlbflush_clock.  Patch also improves single 
domain performance by keeping user TLB entries.

Big jump with less atomic updates to tlbflush_clock

64-bit Xen
Paxville processors

1 domain/processor core
2 vCPUs/domain, 1 per hyperthread

8 cores total
1st core for dom0
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Scalability
• Scaling a large domain, 1 to many vCPUs

– Elimination of writable page-tables in xen-unstable helps a lot (red bars below) 
but still have significant scaling problems beyond 6-way

– Now need fine grain locking in mm functions; should be easier to implement with 
writable page-tables gone.  (green bars have domain big-lock removed)

– TLB global bit optimization also helps scalability (blue bars)

Need to confirm this data point

64-bit Xen
Paxville processors

2-way = 1 processor core
4-way = 2 cores, etc,

(HT enabled)
8 cores total
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guest writes

guest reads

Virtual � Machine
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L X V U

Page fault (µs)
L X V U

Process fork (µs)
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lmbench results on Linux (L), Xen (X), VMWare Workstation (V), and UML (U)
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Full Virtualization
• Shadow2 code shows vast improvement in processor performance/scaling

– Boosts single domain throughput significantly -Dbench (running in tmpfs filesystem, NO I/O) 
– Many HVM domain scalability also improved dramatically

• 1 to 7 HVMs scaled 1 : 6.47 with shadow2.  Same test scaled 1 : 2.63 with old shadow code

DomU

HVM, original shadow

HVM shadow2

1 72 3 4 5 6

Number of domains

32-bit PAE Xen
Paxville processors

Uniprocessor domains,
One domain/core.

8 cores total
1st core for dom0

HT not used
SMP HVM not stable
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VMM

Control VM

DD

DiskNet

ND

Protected VM

VN VD

I/O Taint

Taint Pagemap

1. Inbound pages are marked as tainted. Fine-grained taint
Details in extension, page-granularity bitmap in VMM.
2. VM traps on access to a tainted page. Tainted pages
Marked not-present.  Throw VM to emulation.

Qemu*

Protected VM

VN VD

3. VM runs in emulation, tracking tainted data. Qemu
microcode modified to reflect tainting across data movement.
4. Taint markings are propagated to disk. Disk extension
marks tainted data, and re-taints memory on read.
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VMM

Control VM

DD

DiskNet

ND

I/O Taint

Taint Pagemap

1. Inbound pages are marked as tainted. Fine-grained taint
Details in extension, page-granularity bitmap in VMM.
2. VM traps on access to a tainted page. Tainted pages
Marked not-present.  Throw VM to emulation.

Qemu*

3. VM runs in emulation, tracking tainted data. Qemu
microcode modified to reflect tainting across data movement.
4. Taint markings are propagated to disk. Disk extension
marks tainted data, and re-taints memory on read.

Protected VM

VN VD

Protected VM

VN VD
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Driver Domains

Progressive PV

>4GB memory

Save/Restore/Migrate
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Privileged Domains
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aliases checkins insertions
xensource.com 16 1281 363449
ibm.com 30 271 40928
intel.com 26 290 29545
hp.com 8 126 19275
novell.com 8 78 17108
valinux.co.jp 3 156 12143
bull.net 1 145 11926
ncsc.mil 3 25 6048
fujitsu.com 13 119 6442
redhat.com 7 68 4822
amd.com 5 61 2671
virtualiron.com 5 23 1434
cam.ac.uk 1 9 1211
sun.com 2 9 826
unisys.com 3 7 857
other 30 189 48132 ��������
��
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