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ABSTRACT

User configurable software systems allow users to custofuime
tionality at run time. In essence, each such system consisis
family of potentially thousands or millions of program iastia-
tions. Testing methods cannot test all of these configurstitnere-
fore some sampling mechanism must be applied. A common ap-
proach to providing such a mechanism has been to use combinat
rial interaction testing. To date, however, little work ten done

to quantify the effects of different configurations on a t&sites’
operation and effectiveness. In this paper we present astadg
that investigates the effects of changing configurationsvartypes

of test suites. Our results show that test coverage anddatdt-
tion effectiveness do not vary much across configurationeritire
test suites; however, for individual test cases and cetygies of
faults, configurations matter.

Categories and Subject Descriptors
D.2 [Software]: Software Engineering; D.2.5Spftware Engi-
neering]: Testing and Debugging-testing tools

General Terms
Measurement,Verification

Keywords
Combinatorial interaction testing, Empirical study, Cedeerage,
Configurable software

1. INTRODUCTION

User configurable software systems provide late bindingstiem
functionality, allowing combinations of program featutese se-
lected at run time by the user rather than at build time by ystesn
developer. For instance, a web browser may allow the usero t
the Java Script feature on and off at run-time, or providereese
of security features that can be selected based on the psefés-
ences.

A challenge for testing user configurable systems is thahglesi
such system can support an enormous set (thousands, or dven m

lions) of configurations. Each configuration may behavesdifitly
under the same software test sequences, with different lnasies
executed, and different sets of faults uncovered [17, 21].

For example, consider the Firefox browser for Mac OS X. The
browser has many possible user defined configurations. Uhder
“Advanced Tab”, the user may tune five options for “Tabbedv&ro
ing”; the first option (“Open Links In") has three possiblel-va
ues (“New Window”, “New Tab”, “Most Recent”), while the oth-
ers each have two (see Table 1). The user can create 48 config-
urations for just this tab, and this is only a small portiontioé

full configuration space. As a second example, in a recent ver
sion of Internet Explorer for Windows XP there are 31 config-
urable options on the security tab. Of these, 10 are bind@y, 1
have three settings and two have four settings. As a resrk #re

210 % 319 % 4% = 19,042,491, 875, 328 configurations. Again,
this is only a snapshot of the entire configuration space.

Open Tab Bar Select New  |Select New Tabs | When Closing
Links In Tabs from Links from history Multiple Tabs
New Window Hidden Yes Yes Warn

New Tab Visible No No Don't Warn

Most Recent

Table 1: User Configurations

Assume that the Firefox browser has been tested with therfOpe
Links in New Window” and “Warn When Closing Multiple Tabs”
options selected. Even if this configuration passes alstiést
possible that, were the first option changed to “Open Linkdast
Recent”, one of these tests might fail. This failure may besed

by initialization code, or a peculiar program state set urate
option yet not reached under the other. The type of faultingus
this failure is called amteraction fault

Although in theory, tests could be run under all possiblefigoma-
tions in order to detednteraction faults in practice this is infea-
sible. A test suite foeachconfiguration of Firefox may include
hundreds or thousands of test cases. If four hours are néeded
the entire test suite, the complete set of 48 configuratioosldv
require eight days to test. Suppose there were ten configuogb
tions, each with five possible values; in this case testinglavee-
quire 5'° = 9,765,625 x 4 hours (4,459 years). Alternatively,
instead of testing all configurations of the Firefox browsam-
pling heuristics can be used to select subsets of the coafigar
space. For instance, one might randomly select configustior
test only “supported” configurations.



Input testing (testing aimed at selecting values from aesyst in- [11]. We examine the effectiveness of each test suite athoes

put space) suffers from a similar “combinatorial exploSiprob- different configuration spaces of the browser. We utilizeesa
lem. One method that has been used to sample an input space isnetrics to understand the changes across the configurafiooos-
to include allpairs or t-way combinations of inputs, wheteis a ing on the effects of configurations on code and fault coverag

definedstrengthof testing [2, 4, 5, 6, 7, 8, 9, 16]. Empirical evi-
dence suggests that tiesmbinatorial interaction testingpproach Our results show that test coverage and fault detectiorctefée

can be effective [1, 4, 7, 9]. ness do not vary much across configurations for entire tésgtssu
however, for individual test cases and certain types oftgatlie
Applying this same concept to the Firefox example, one ctestl configuration tested matters.
all pairs of settings using only six configurations (see Table 2). In
this set of configurations all settings of “Tab Bar” are tdsigth The rest of this paper is organized as follows. Section 2ries
all settings for “Select New Tabs from Links”, all settings fSe- the study, Section 3 presents and analyzes the data, andrSect
lect New Tabs from History”, and all settings for “When Clogi 4 discusses the implications of the results. Section 5 suimesa
Multiple Tabs”. In addition, all settings for “Select Newl&from related work, and Section 6 concludes.
Link” are tested with “Select New Tabs from History” and “Whe
Closing Multiple Tabs”. 2. EMPIRICAL STUDY
Our study is designed to quantify the effectiveness ofrigstiuser
System Open | TabBar | SelectNew | SelectNew Tabs | When Closing configurable system, given a fixed test suite, across chgrgin-
Configuration Links In Tabs from Links from history Multiple Tabs figurations. In particular, we W|Sh to address the fOIIOWIiegearCh
1 New Window Hidden Yes Yes Don't Warn H .
2 New Window Visible No No Warn qUeStlonS.
3 New Tab Visible No Yes Don't Warn
4 Most Recent Hidden No Yes Warn
5 New Tab Hidden Yes No Warn
5 Most Recent | Visible ves No Don't Warn RQ1: How does changing the configuration of a software system
affect fault finding for a given test suite?
Table 2: Testing 2-Way Interactions RQ2: How does changing the configuration of a software system
affect overall code coverage?
The potential for using combinatorial interaction testingpst- RQ3: Does the granularity of our measure (i.e test suite or test
effectively on configurable systems has been suggested/émase case) affect these results?

studies: a retrospective examination of flaws in the Mozilkzb
browser and an Apache database determined that 71% and 58%
respectively, of the faults in these systems were causedtbeyaic-
tions of two or more configuration settings [14, 15]; a d=ited
CORBA middleware was effectively sampled using combiriator

The rest of this section describes our study object, varabhd
measures, methodology, and threats to validity.

testing for fault characterization [22, 23]. 2.1 Object of Analysis

As an object of analysis for this study we used the open savete
The majority of the literature on the cost-effectivenessahbina- browser, MylE [24]. MyIE is a wrapper for the Internet Expdor
torial interaction testing, however, has focused on inpstihg [2, engine. It offers several special features, including supfor up
3, 4, 6] in which, as described above, the inputs to the system to six IEs each in its own tab, user definable search enginals, m
partitioned into equivalence classes. Pairstftuples) of combi- tiple search engine support, favorites support, visuakbwoks,
nations of classes define the individual test cases. In tintegt, a grouped bookmarks, and online version check support. The pr
combinatorial interaction test suite is a set of test casaisdefine mary reason we chose this program for our study is that itghlii
all the specified combinations of input parameters. In @sbfron configurable. Not only can one alter the configurations idetu

configurable systems, a combinatorial interaction tesegléfines with Internet Explorer, but MylE has an entire set of confagions

the set of configurations under which each test case in a ¢ggn specific to itself. In addition, we have access to a versioMgE

suite is run. that, for a previous study by other researchers [13], has pez
vided with several other artifacts required for our study.

The issues involved in combinatorial testing of configumasi have

not yet been carefully studied. For instance, it is not cleav sen- The version of MylE we utilized was obtained originally fraource-

sitive test suites and individual test cases are to chargpnéigu- forge.net. It has approximately 41 KLOC, contained in 64stes

rations. In addition, the current approach of testing arxsd set and 2793 basic blocks. The code was instrumented previoosly

of interactions across the whole application may not be tbstm  capture basic block coverage, and seeded with 77 fault&ioea

effective approach. Finally, there may be certain typesaoft§ in 51 unique blocks. (The authors of this paper were not ireal
or test suites that will benefit more from these methods. ¢eior in the prior fault seeding process.) As the modified MylE paog
for combinatorial interaction testing to be used most ¢fffety for runs, coverage packets are sent to a database. These pamkets
user configurable systems, it is important to understandntipé- tain an ordered list of the blocks traversed for each test aader
cations of changing configurations on the effectivenessffvare each configuration.

test suites.

We used two different test suites for our study. The first sege,
To provide further understanding of these issues, we hasiged a specification based test suite, is a subset of the testauidfie
and performed a case study aimed at quantifying the effdcts o nally developed for MylE by the prior researchers. The o@di
changing configurations on two types of test suites appleant test suite included 243 test cases that exercise each mdiom op
open source web browser. The first test suite is a specificatio one time; our test suite initially contained the 145 of thiesg cases
based GUI test suite, and the second is a set of random fuzz tes that execute the most common menu options. Of these test,case



we were forced to eliminate 10 during the study because Hikdf
to execute to completion under certain configurations. Vsl s
commercial GUI playback tool, Vermont HighTest Pits execute
these test cases.

The second test suite that we utilized is a random test sséd to
uncover security faults such as buffer overruRsizztesting [11,

18] is a testing method used to detect security flaws in sofwa
In fuzz testing, random messages are sent to a program’'sagess
gueue. We modified the Windows NT fuzz tool [11] for our study.
The tool attaches to a specified Windows process (in this these
main MylE window) and sends the specified number of random
Win32 messages, and for our study, we consider each runf thi
tool a test case. Each fuzz test thus created consists of Barum
of random “Send Messages” sent to the running program. We cre

ated a pool of fuzz test cases, each containing between 100 an
5000 messages. The number of messages sent for each test ca

was also selected randomly. Our initial fuzz test suite aioeid 50
test cases. We then eliminated test cases that caused MgtBpto
responding, (e.g. by finding non-seeded faults) because the-
vented us from collecting the required coverage data. Hfisb
with 35 fuzz test cases in the fuzz test suite.

2.2 Variables and Measures

The independent variables in this study are the differen&vbpn-
figurations and are explained in Section 2.2.1. The depéndein
ables in this study are a set of five metrics that analyze theised
data from different perspectives, and are described in@e2t2.2.

2.2.1 Independent Variables

We selected three sample configuration spaces of MylE topuani
late. Since our goal was to manipulate all of the optionscsetefor
each configuration space selected each time, it was infedsibse
the entire set of options for the MylE browser. (In total, MglE
wrapper has 29 binary options, two ternary options, fouronst
with five values, one option with seven values, and 17 texethas
options that must be partitioned into equivalence classésst all
combinations. If we consider just the fixed size optionseteme
229 % 3% x 5% x 7 = 21, 139, 292, 160, 000 feasible configurations
of this browser.) Thus, instead, we chose three sample spaae
ble 3 shows the MyIE options that were altered in at least dne o
the three configuration spaces, their values in each spadehe
default values used when an option is not being manipulated i
configuration space.

For the first configuration space we selected five options fitzen
Tab panel of MylE. For each option, we used two of the possible
values resulting in a configuration space with configurations.
For the second configuration space we manipulated four rmptio
from the Tab panel; these options had two, three, four anekthr
possible values, respectively. This gives us a configuragfmace

of size 72. Finally, in the third configuration space we chosaa-
nipulate five options across panels. We selected one from&fac
the “Tab”, “Save”, “Window”, “General” and “Download” pafe
This configuration space contains 300 options.

2.2.2 Dependent Variables

Since our goal is to investigate the changes to fault deteetifec-
tiveness and code coverage across configurations we needsnet
that can quantify these changes. We also wish to quantiéceffat
different levels of granularity (e.qg., test suite versigt tase). We

http://www.vtsoft.com
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Figure 1: Block and Fault Matrices

erefore selected dependent variables based on sevéreddiby
baum et al. [10].

In [10], code coverage was quantified for components aciysss s
tem releases. We modify each of the metrics used there tadeons
code coverage and fault detection across configurationsaui
et al. use a component matrix in which rows represent blookls a
columns represent test cases. In our work we wish to exanaitie b
overall block coverage of the test suites as well as faulecye.
Where fault coverage is concerned, ideally, we could hopgse
an oracle to determine whether faults are actually detduyeest
cases. With the MylE object, however, a deterministic @achot
available, and a non-deterministic oracle threatens thidityaof
conclusions that might be drawn about fault detection across
on different configurations. Thus, we approximate fauledgon
by considering fault coverage, which we obtain by examirnty
the subset of blocks containing seeded faults covered glihia
study.

We thus define two matrices that can be used as the basis fdr all
our metrics. One contains all of the block information, teeand
contains just seeded fault blocks. LBthe ab x ¢t matrix, whereb

is the number of unique blocks in the program, aiglthe number
of test cases in the test suite. If céll j) in B contains a 1, this
means that test cagdraversed block, otherwise the cell contains
0. We call B ablock matrix Let F be anf x t matrix, wheref

is the number of unique blocks containing faults arid defined
as as previously. If cellz,5) in F' contains al, this means that
test caseg traversed a block containing fault We call F a fault
matrix. Figure 1 shows examples of a block matri,, and two
fault matrices,F1 and F». In this example, there are seeded faults
in blocks 1, 2,6, and7 of By, and thusF; is the corresponding
fault matrix.

The block matrices for the specification based test suited imsour
study contain 2793 rows and 135 columns (one for each vasid te
case). The fuzz block matrices contain 2793 rows and 35 awum
The fault matrices for our specification test suites conbdimows
and 135 columns and the fuzz fault matrices contain 51 rows an
35 columns.

We use these two types of matrices to calculate each of devera
dependent variables: block coverage (BC), matrix den&it)

fault coverage (FC), coverage across faults (CAF) and eaeer
across tests (CAT), as follows.



MyIE Option Config One (n=32) Config Two (n=72) Config Three (n=300) Default
Config
Tab Position Bottom, Top Top Top Top
Multiple Line Tab On, Off On On On
Auto Adjusting Tab | On, Off On On On
Display New Tab On, Off Off Off Off
Next to Current
Right Click and None, Close window, None None
hold Ctrl Close window Auto save
Max Tab Width 72 0,72, 33000 72 72
On Startup Resume last visit Blank window, Resume last visit, Open Resume last visit Resume last
most favorites, Open folder in favorites visit
Max Tab 11 0,72, 33000 11 11
Characters
Auto Save Whole page html ‘Whole page html ‘Whole page html, Whole page mht (archive), Whole page
Original page html, Quick save, Web page html html
Allow Scripts Off Off On,Off Off
Left Click Tab Close window Close window Off, Close window, Close
Save as, Save html, Auto save window
Default New Blank Blank Blank, Home, Current Blank
Window
Use Mouse Gestures | On On On, Off On

Table 3: Configuration variables and corresponding values

Block Coverage

BC measures the percentage of blocks covered by a giventist s
For each row;, of block matrix B, block_count; = 1 if at least
one column contains & (i.e. any test covers this block) arid
otherwise. Then:

b )
BC — Zizl(blozk_countm) % 100

In Figure 1, the BC for matrix3,=57.14%.

Fault Coverage

FC measures the percentage of faults covered by a giverutest s
For each rowg, of fault matrix F', fault_count; = 1 if at least
one column contains & (i.e. any test covers this fault block) and
0 otherwise. Then:

f wunts
FC = i1 faz;lt_co nt; % 100

Matrices F; and F» of Figure 1 have FC values 60% and25%,
respectively.

Matrix Density

MD measures the percentage of the fault blocks covered byea gi
test suite. This metric sums all of the 1's in a fault matfixand
divides by the total number of cells:

Sty Flil)

f
MD = Zi=izi= x 100

MatricesF; and F; of Figure 1 have MD values df5% and10%,
respectively.

Coverage Across Faults

CAF compares a pair of fault matrices, and F», and determines
the number of rows that differ between them. If rols and F»:
have at least one locatigfs, j) that differs,dif f _Fcount; = 1.
Then:

dif f-Fcount;
f

f
CAF = Zi=1 x 100
The CAF value for matrice$’ and F> in Figure 1 is 50%. In our
study,C AF is calculated for al(’;) pairs of configurations where
n is the number of configurations in a configuration space.

Coverage Across Tests

CAT also compares two fault matriceB; and F», and measures
the percentage of columns that differ between themdiLgf T count=1
if any row for columny in matrix F» differs from F;. Then:

t L . .
CAT — >ie1 de{_Tcountl % 100.

The CAT value for matrice$ and F» in Figure 1 is 40%. In our
study we examined a(l;) pairs of configurations.

2.3 Study Methodology

All of our data was collected on a 1.6 GHz laptop running Win-
dows XP professional, a MySQL server, and a local Apache Web
server. We used an overall control program to modify the MylE
configurations, run the testing tools and collect fault cage data.

For each test suite and configuration space, we iteratedghrall

of the configurations and ran all of the test cases. The Myl co
figurations are defined by a text file that we regenerated fohn ea
configuration at the start of the run. Cleaning tasks wertopaed
after each test case completed. The framework for our steidy i



Control Program

define confi% @ wist suite

run test suite

&

Software Subjec\ @ Test Tool

Block Coverage Data

Figure 2: Study Framework

shown in Figure 2. In this figure, the control program comssigta
script that modifies the MylE configuration, performs pre podt
testing clean up tasks, and starts the testing tool. Theaelsised
is either Vermont HighTest or the fuzz tool. As the test stéte,
packages containing the block coverage were sent to a seneze
they were processed to create the block and fault matrices.

2.4 Threats to Validity

Where external validity is concerned, our study involvely arsin-
gle software system with three configuration spaces and pse s
cific test suites, and with seeded faults; studies on additiarti-
facts will be needed to determine the degree to which resudis
generalize. However, our object of study is representaties im-
portant class of user-configurable systems, and its assdcati-
facts (tests, faults) were not created by us, eliminatirgmotential
source of bias.

With respect to internal validity, we required several gal tools
for this study, and errors in such tools might bias our resuilto
reduce this possibility we validated our tools on subsetaiofiata.

Also, we were forced to remove test cases that were not able to

execute under all configurations, and fuzz test cases orhvthe

system did not respond. Had these test cases been exedh&ble

might have exhibited different results.

Where construct validity is concerned, code coverage antda-
tection are just two measures of test suite value; other uness
such as the cost of testing and the robustness of tests acmfEs-
urations as systems evolve may also matter. Also, our measur
fault detection effectiveness relies on fault coverage,datd thus
may overstate fault detection capabilities, since in jcacsome
faults might be covered but not propagate their effects tpuu

3. DATA AND ANALYSIS
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Figure 3: Fault coverage (FC) values per test suite and config
uration space.

Min Max | Mean | SDev
Sp: | 31.37| 33.33| 32.35| 1.00
Spe | 29.41| 33.33| 3154 1.26
Sps | 33.33| 33.33| 33.33| NA
Fz; | 19.61| 19.61| 19.61 NA
Fzo | 19.61| 19.61| 19.61 NA
Fzs | 19.61| 19.61| 19.61 NA

Table 4: FC Value Statistics

suites by labels Sp Sp: and Sp, and fuzz test suites by labelskz
Fz and Fz; here, the subscripts indicate configuration spaces.

The fault coverage metric results are depicted in Figured3Taible

4. For the specification based test suites, FC values ramged f
29.41% to 33.33% across all configuration spaces and coafigur
tions. The third configuration space yielded the best fanttifig
ability across configurations, while the second configaraspace
was the most configuration dependent. The maximum FC for the
second configuration space matched that of the other twogzonfi
uration spaces, but the median and mean FC values for this con
figuration space were lowest. In contrast, the fuzz teseswuis
insensitive, in terms of FC values, to differences in configion
spaces; these values remained fixed at 19.61%.

The matrix density (MD) metric provides a second view of the
fault finding results across configurations (Figure 4 andeTah.
A denser fault coverage matrix (higher MD) indicates thaterin-

We now present and analyze the data gathered in our study. Wegjyidual test cases covered a particular fault. MD appesatively

organize the discussion in terms of our three researchiqusst

3.1 Fault Finding Across Configurations

To address RQ1 we focus on the overall fault finding capadslivf

our test suites across configurations, using the fault eges(FC)

and matrix density (MD) metrics. We present results for bafth
the test suites. In our discussion, we denote specificatisadtest

stable across configurations, for all configuration spaceshath
types of test suites. For the specification based test soées was

a less than one percent range in MD values across configugatio
(15.89 % - 16.78% ). For the fuzz test suite, the first and third
configuration spaces yielded no variance in MD values, wihiée
second configuration yielded less than a two percent rarig8g%

- 13.33%).
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Figure 4: Matrix density (MD) values per test suite and config
uration space.

Min Max | Mean | SDev
Sp: | 16.02] 16.59| 16.12 | 0.12
Spe | 15.99| 16.78| 16.34 | 0.27
Sps | 15.89| 16.05| 15.98 | 0.5
Fz; | 12.66 | 12.66 | 12.66 NA
Fzo | 11.88| 13.33| 12.63 | 0.52
Fzs | 12.66 | 12.66 | 12.66 NA

Table 5: MD Value Statistics

Since our data did reveal some differences in FC and MD across

configurations, we analyzed the differences further by ictens
ing specific faults and the configuration settings that foand/or
missed them. For the specification based test suite, betb&and

17 of the 51 faults were found across configurations in cordigu
tion space 1, between 15 and 17 faults were found across wenfig
rations in configuration space 2, and the same 17 faults voerelf

in each configuration in configuration space 3. Detectionnaf t
specific faults, faults 2 and 23, accounted for all of the atéoin
seen in the first two configuration spaces. In $ult 2 was found

in one half of the configurations, but it was missed in the igthin
S this fault was found in only 24 of the 72 configurations, and
fault 23 was found 54 times and missed 18 times.

We examined the configurations in which fault 2 was reveated i
each of the three configuration spaces and compared thelymnder
ing configuration settings. In configuration space 1, findagt 2

is associated with a single option, “Tab Position”. Whes tiption

is set to its default setting, “set to top,” the fault is fouhtlhen the
option is set to “set to bottom”, the fault is missed. In counfigion
space 2, finding fault 2 is associated with a different optitax-
imum Tab Width”. When this option is set to 72 the fault is fdun
What is interesting to note is that a value of 72 for this aptioused
as the default option and not manipulated in configuratiatep 1

or 3. Because fault 2 is sometimes missed in configuratiohel, t
“Maximum Tab Width” option alone can’t explain these finding
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Figure 5: Block coverage (BC) values per test suite and config
uration space.

Min Max | Mean | SDev
Spy | 40.49| 42.07| 41.24| 0.69
Spe | 39.60| 41.96| 41.16 | 0.71
Sps | 41.50| 42.46| 41.85| 0.23
Fz; | 18.76 | 19.01 | 18.87 | 0.09
Fzo, | 1855| 1941 19.21 | 0.22
Fzs | 18.76 | 18.90 | 18.82 | 0.07

Table 6: BC Value Statistics

It appears, instead, that all configurations with the coriiam of
Tab Position “set to top” and Maximum Tab Width = 72 find this
fault, while all others miss it.

The fuzz test suites found exactly ten faults in each conditim,
for each configuration space. Of these, nine faults matcketho
found by the specification based test suites, while one nelt fa
was found. The two “configuration dependent faults,” nuraker
and 23, were never traversed by the fuzz test suite in anygrenfi
ration.

3.2 Code Coverage Across Configurations
To address RQ2 we use the block coverage metric (BC). Figure 5
and Table 6 show the BC values for each test suite and corfigura
tion space. In total, 2793 blocks were instrumented in MyDE.
these blocks, the specification based tests covered be®@@ho
and 42.6% across all configuration spaces and configuratifurst
a 3% difference. Configuration space 3 exhibited slightlyhbr
overall block coverage than the other configuration spavege
configuration space 2 exhibited the lowest.

The fuzz test suite covered approximately half as many Islask
the specification based test suite. The range across caatfigus
for this test suite was less than one percent (18.55% - 19.41%
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Figure 6: Change across faults (CAF) values per test suite ah Figure 7: Change across tests (CAT) values per test suite and
configuration space. configuration space.
Min T Max | Mean | SDev Min | Max | Mean | SDev
Spr [ 0.00 | 13.73] 4.66 | 2.86 Spy | 0.00 | 3852 9.80 | 11.57
Sp, | 0.00| 13.73| 6.48 2.90 Spz | 0.00 | 40.74| 20.67 | 12.50
Sps | 0.00| 9.81 5.41 231 Sps | 0.00 | 6.67 2.38 1.25
Fz, | 0.00 | 13.73| 820 | 6.28 Fzp | 000 | 1143] 435 | 3.78
Fz3 0.00 0.00 0.00 NA Fz3 0.00 0.00 0.00 NA
Table 7: CAF Value Statistics Table 8: CAT Value Statistics

CAT, and the highest mean and median, while the third cordigur
tion space exhibits the lowest. In the first and third configion
spaces for the fuzz test suite, the metric is 0.0, i.e., aifigara-
tions match exactly. In the second configuration space, Yenyve
the range in CAT is 11.43. The mean CAT for this configuration
space is 4.35%.

3.3 Granularity of Measures

Our third research question focuses on the granularity ohma-
sures. To address this question we use the two metrics, ehang
across faults (CAF), and change across tests (CAT), thi@ngissh
behaviors relative to individual faults and tests.

Figure 6 and Table 7 present CAF metric results. Recall tidE C
tracks changes across configurations at the fault level. dEte 4. DISCUSSION .
shows that there are many configurations that matched ogixers 1 he results of this study show that although there are sorire di
actly (e.g. have a CAF of 0.0) in terms of patterns of faultifigd ferences in _fault Qetectlon effectlven_ess and overall cumtgrage
while on average, between 4% and 8% of the configurations dif- Cross configurations, they are relatively small. The deaity of
fered from other configurations. For the specification basst our measure does matter, however, when considering resatise
suite, configuration spaces 1 and 2 exhibited the same minimu t€St suite level there is less variation than at the testlezse We
and maximum CAF values, although a larger number of configu- &/S0 observed that each of the configuration spaces utyistded
rations differed in configuration space 2. The median CAesl  Slightly different results, suggesting that the specifimbmations
for configuration spaces 2 and 3 were equal, and slightlyerigh ©f options selected when manipulating a configuration spaap
than that for configuration space 1. The fuzz test suite behdlif- be important. We now discuss each research question, anehthe
ferently. For this suite, configuration spaces 1 and 3 etétbno plications for combinatorial interaction testing, in maietail.
differences at all, whereas configuration space 2 exhilgteghge . .
of 13.73% and had the highest median and average CAF values. 4.1 RQL: Test Suite Effectiveness

The FC and MD metrics reveal only very small differences leetv
The final metric, change across tests or CAT, detects chagess configurations, where fault detection is concerned. Foispexi-
configurations at the test level. Figure 7 and Table 8 prettent  fication based test suite, the difference was the greatasstiti
CAT data. The CAT metric exhibited large differences in #tisdy, small. The fact that we saw slightly different results beswdiffer-
ranging from 4% to 20%. For the specification based tests, the ent configurations suggests that the model and configurafiace
second configuration space appears to exhibit the greatsge iin selected matters. For the fuzz test suite, there were neréifEes



at all for two of the three configuration spaces. This may be ex
plained by the fact that the fuzz based test suites are nagrasb
for functional or code coverage but rather aim to find fauttgsed

by exceptional conditions.

Furthermore, we saw that although some faults are configurat
dependent, the majority are not, and are not impacted byhbiee
of configurations at the test suite level. In the specificatiased
test suite only two of the 17 faults detected had a clear digpay
on configuration.

4.2 RQ2: Code Coverage

The difference in code coverage across configurations igg!gl
higher for the specification based test suite than for the fast
suite. This may be due to the fact that the overall code cgeera
was twice as high for the specification based test suite. neige it
does not appear that at the test suite level there are ldfgeedices

in code coverage; however, even for the fuzz test suite, dohwh
no differences were seen in the fault matrices for two condigu
tion spaces, there were some slight differences in coderagee
Additional study will be needed to determine whether theselits
generalize to more coverage-complete test suites.

4.3 RQ3: Granularity of Measure

The choice of analysis at the test suite or test case levelaapio
have the greatest impact on our results. Both the CAF and CAT
metrics showed the largest range of values. This was as Bigh a
41% for CAT on the specification based test suite in configomat

space 2, and 14% for CAF in configuration space 1 and 2. Even the

fuzz test suite, which appears to be insensitive to configurs,
displayed some differences in configuration space 2 (14% A
and 11% for CAT).

4.4 Combinatorial Testing: Implications

Only a small subset of the faults our study considered arégen
ration dependent; however, for these faults, the exactganraiion
used during testing did matter, and combinatorial intéoactest-

ing techniques such as pairwise testing may prove usefulsaie
this phenomenon in fault number 2, where we were able to trace
the success of its detection to a pair of option settings.

In general it does not seem that using combinatorial intenac
techniques will greatly improve code coverage at the blestelt

still, if increased coverage is crucial, testing multiplenfigura-

tions might offer a slight benefit.

The testing scenario that may benefit the most from testingsac
configurations is one in which only a small set of test casesised.

In particular, this may occur in regression testing situagiwhere

test suite subsets are utilized, e.g. through regresssbisédection

[20]. In these situations, the impact of changing configaretmay

have a larger effect.

5. RELATED WORK

There has been a large body of work on methods for reducing the
combinatorial interaction space of programs [1, 4, 12, §, Ve

do not summarize all of this work here, but we discuss somé wor
in this area that uses Design of Experiments to select a sobse
inputs or configurations. We focus on two closely relatedlists

In [4] D. Cohen et al. describe the automatic efficient testege
ator, AETG [4], that provides-way interaction coverage between
program inputs. They describe a study in which they captade c

coverage for the Unix utility prograrsort. Code coverage metrics
are presented for several models of the configuration spatéhe
authors do not examine all possible configurations, rathey fo-
cus only on the sample selected. In addition, they are nateroed
with the entire configuration definition, but rather, use shenple
selected to define the actual test cases.

In further work, Dunietz et al. examine code coverage foiouer
strengths of interaction testing, i.@-way, 3-way, etc. Again the
focus is on the sample of the configuration test suite, rattzr on
using the entire set of configurations. In [23], Yilmaz etahnipu-
late and test a configuration space with over 18,000 configms
for a distributed middleware system. They compare theiultes
with samples based on the AETG methodology. Like us, they con
cern themselves with the entire configuration definitionyéeer,
their focus is on fault localization. They do not relate theid-
ings to code coverage, nor do they compare results acrosgplaul
configuration models.

Our work differs from these prior studies in that we have aered
several configuration spaces within a single software syséad
for each, we have examined the entire set of configuratioderun
two different test suites, and then related this to the codEfault
coverage of each.

6. CONCLUSIONS AND FUTURE WORK

In this paper we have presented the results of a case study to e
amine the effects of changing configurations on a user camafide
application, MylE. We defined a set of metrics to determireedh
fectiveness of tests suites and test cases across corifiggrand
manipulated three different configuration spaces for twteint
test suites. Our results suggest that there are only srifeltetices,
at the test suite level, in fault finding effectiveness asrmanfigu-
rations. In addition, differences in block level code cag® are
also small. Specification-based test suites had higheat\erde
coverage and showed greater variance in the metrics. Aegte t
case level, however, these differences were magnified estigg
that an entire test suite is more robust to changing configus

A small number of the faults detected in this study were cenfig
uration dependent. The implications for combinatoriaéiattion
testing are that for a small subset of faults this type ofrigsinay
increase overall fault detection. In addition, for testiaghniques
such as regression testing in which only subsets of testsaiay
be used, the impact of changing configurations are greaterina
teraction testing methods may improve overall fault dévecef-
fectiveness.

In future work we intend to extend the test suites utilizedhis
study to improve overall code coverage, and examine aadditio
configuration spaces. We plan to compare metrics obtaired fr
each of the configuration spaces with minimal subsets of gonfi
urations defined by combinatorial interaction testing. alin we
plan to conduct additional studies on other user configerais-
tems.

Acknowledgments
This work was supported in part by an NSF EPSCoR FIRST award.
We thank Zhimin Wang for his work on MylIE.



7.

[1]

(2]

(3]

[4]

5]

[6]

[7]

(8]

[9]

[10]

[11]

REFERENCES

R. Brownlie, J. Prowse, and M. S. Phadke. Robust testing o
AT&T PMX/StarMAIL using OATS.AT& T Technical

Journal 71(3):41-47, 1992.

K. Burr and W. Young. Combinatorial test techniques:
Table-based automation, test generation and code coverage
In Proceedings of the International Conference on Software
Testing Analysis & Revievt998.

K. Burroughs, A. Jain, and R. L. Erickson. Improved qtali
of protocol testing through techniques of experimental
design. InSupercomm/IC, IEEE International Conference on
Communicationspages 745 — 752, 1994.

D. M. Cohen, S. R. Dalal, M. L. Fredman, and G. C. Patton.
The AETG system: an approach to testing based on
combinatorial designEEE Transactions on Software
Engineering 23(7):437-444, 1997.

D. M. Cohen, S. R. Dalal, J. Parelius, and G. C. Patton. The
combinatorial design approach to automatic test generatio
IEEE Software13(5):83—-88, 1996.

S. R. Dalal, A. Jain, N. Karunanithi, J. M. Leaton, and C. M
Lott. Model-based testing of a highly programmable system.
In Proceedings of the International Symposium on Software
Reliability Engineeringpages 174-179, 1998.

S. R. Dalal, A. Jain, N. Karunanithi, J. M. Leaton, C. M.
Lott, G. C. Patton, and B. M. Horowitz. Model-based testing
in practice. InProceedings of the International Conference
on Software Engineeringages 285-294, 1999.

S. R. Dalal, A. Jain, G. Patton, M. Rathi, and P. Seymour.
AETG*Mweb: a Web based service for automatic efficient
test generation from functional requirementsPhoceedings
of the IEEE Workshop on Industrial Strength Formal
Specification Techniquepages 84-85, Oct 1998.

I. S. Dunietz, W. K. Ehrlich, B. D. Szablak, C. L. Mallows,
and A. lannino. Applying design of experiments to software
testing. InProceedings of the International Conference on
Software Engineering, (ICSH)ages 205-215, 1997.

S. Elbaum, D. Gable, and G. Rothermel. The impact of
software evolution on code coverage information. In
International Conference on Software Maintenareages
169-179, 2001.

J. E. Forrester and B. P. Miller. An empirical study oéth
robustness of Windows NT applications using random
testing. INUSENIX Windows System Symposipages
1-10, July 2000.

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

M. Grindal, J. Offutt, and S. T. Andler. Combination tieg
strategies: A surveysoftware Testing, Verification and
Reliability, 15(3):167-199, 2005.

M. Hardojo, S. Elbaum, and Z. Wang. The effect of fieldedat
integrity on failure reproduction and fault isolation. In
Workshop on Remote Analysis and Monitoring of Software
Systemgspages 41-44, May 2004.

D. Kuhn and M. Reilly. An investigation of the applic#ibi
of design of experiments to software testingPlioceedings
of the NASA/IEEE Software Engineering Workshmmges
91-95, 2002.

D. Kuhn, D. R. Wallace, and A. M. Gallo. Software fault
interactions and implications for software testitigEE
Transactions on Software Engineerjrgf(6):418—-421, 2004.

R. Mandl. Orthogonal Latin squares: An application of
experiment design to compiler testir@ommunications of
the ACM 28(10):1054-1058, 1985.

A. Memon, A. Porter, C. Yilmaz, A. Nagarajan, D. Schmidt
and B. Natarajan. Skoll: Distributed continuous quality
assurance. IRroceedings of the International Conference on
Software Engineeringpages 459 — 468, May 2004.

B. Miller, G. Cooksey, and F. Moore. An empirical study o
the robustness of MacOS applications using random testing.
In First International Workshop on Random Testipgges
46-54, July 2006.

T. J. Ostrand and M. J. Balcer. The category-partitia@itmd
for specifying and generating functional tests.
Communications of the ACN81:678-686, 1988.

G. Rothermel and M. J. Harrold. Analyzing regressicst te
selection technique$EEE Transactions on Software
Engineering 22(8):529-551, Aug. 1996.

E. J. Weyuker. Testing component-based software: A
cautionary talelEEE Software15(5):54-59, 1998.

C. Yilmaz, M. B. Cohen, and A. Porter. Covering arrays fo
efficient fault characterization in complex configuration
spaces. Innternational Symposium on Software Testing and
Analysis pages 45-54, July 2004.

C. Yilmaz, M. B. Cohen, and A. Porter. Covering arrays fo
efficient fault characterization in complex configuration
spaceslEEE Transactions on Software Engineering
31(1):20-34, Jan 2006.

C. You. MyIE 3.1.
http://www.myie2.com/htmen/home.htm.



