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Abstract

Test case prioritization techniques schedule test cases for regression testing in an order that increases
their ability to meet some performance goal. One performance goal, rate of fault detection, measures how
quickly faults are detected within the testing process. Previous work has provided a metric, APF D, for
measuring rate of fault detection, and techniques for prioritizing test cases in order to improve APF'D.
This metric and these techniques, however, assume that all test case and fault costs are uniform. In
practice, test case and fault costs can vary, and in such cases the previous APF' D metric and techniques
designed to improve APFD can be unsatisfactory. This paper presents a new metric for assessing the
rate of fault detection of prioritized test cases, APF D¢, that incorporates varying test case and fault
costs. The paper also describes adjustments to previous prioritization techniques that allow them, too,
to be “cognizant” of these varying costs. These techniques enable practitioners to perform a new type
of prioritization: cost-cognizant test case prioritization. Finally, the results of a formative case study
are presented. This study was designed to investigate the cost-cognizant metric and techniques and how
they compare to their non-cost-cognizant counterparts. The study’s results provide insights regarding
the use of cost-cognizant test case prioritization in a variety of real-world settings.
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1 Introduction

Regression testing is an expensive testing process used to detect regression faults [30]. Regression test suites
are often simply test cases that software engineers have previously developed, and that have been saved so
that they can be used later to perform regression testing.

One approach to regression testing is to simply rerun entire regression test suites; this approach is referred
to as the retest-all approach [25]. The retest-all approach, however, can be expensive in practice: for example,
one industrial collaborator reports that for one of its products of about 20,000 lines of code, the entire test
suite requires seven weeks to run. In such cases, testers may want to order their test cases such that those
with the highest priority, according to some criterion, are run earlier than those with lower priority.

Test case prioritization techniques [9, 10, 11, 39, 40, 44] schedule test cases in an order that increases
their effectiveness at meeting some performance goal. For example, test cases might be scheduled in an order
that achieves code coverage as quickly as possible, exercises features in order of frequency of use, or reflects

their historically observed abilities to detect faults.
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One potential goal of test case prioritization is to increase a test suite’s rate of fault detection — that
is, how quickly that test suite tends to detect faults during the testing process. An increased rate of fault
detection during testing provides earlier feedback on the system under test, allowing debugging to begin
earlier, and supporting faster strategic decisions about release schedules. Further, an improved rate of fault
detection can increase the likelihood that if the testing period is cut short, test cases that offer the greatest
fault detection ability in the available testing time will have been executed.

Previous work [9, 11, 39, 40] has provided a metric, APFD, that measures the average cumulative
percentage of faults detected over the course of executing the test cases in a test suite in a given order. This
work showed how the APF D metric can be used to quantify and compare the rates of fault detection of
test suites. Several techniques for prioritizing test cases to improve APFD during regression testing were
presented, and the effectiveness of these techniques was empirically evaluated. This evaluation indicated
that several of the techniques can improve APF' D, and that this improvement can occur even for the least
sophisticated (and least expensive) techniques.

Although successful in application to the class of regression testing scenarios for which they were designed,
the APFD metric and techniques rely on the assumption that test case and fault costs are uniform. In
practice, however, test case and fault costs can vary widely. For example, a test case that requires one hour
to fully execute may (all other things being equal) be considered more expensive than a test case requiring
only one minute to execute. Similarly, a fault that blocks system execution may (all other things being
equal) be considered much more costly than a simple cosmetic fault. In these settings, as is later shown in
Section 3, the APF D metric can assign inappropriate values to test case orders, and techniques designed to
improve test case orders under that metric can produce unsatisfactory orders.

To address these limitations, this paper presents a new, more general metric for measuring rate of
fault detection. This “cost-cognizant” metric, APF D¢, accounts for varying test case and fault costs.
The paper also presents four cost-cognizant prioritization techniques that account for these varying costs.
These techniques, combined with the APF D¢ metric, allow practitioners to perform cost-cognizant test case
prioritization by prioritizing and evaluating test case orderings in a manner than considers the varying costs
that often occur in testing real-world software systems. Finally, the results of a formative case study are
presented. This study and its results focus on the use of cost-cognizant test case prioritization, and how the
new cost-cognizant techniques compare to their non-cost-cognizant counterparts.

The next section of this paper reviews regression testing, the test case prioritization problem and the
previous APF D metric. Section 3 presents a new cost-cognizant metric and new prioritization techniques.
Section 4 describes the empirical study. Finally, Section 5 concludes and discusses directions for future

research.

2 Background

This section provides additional background on the problem of regression testing modern software systems.
The test case prioritization problem is then briefly discussed, followed by a review of the APF D metric,

which was designed to evaluate the effectiveness of test case prioritization techniques.



2.1 Regression Testing

Let P be a program, let P’ be a modified version of P, and let T be a test suite developed for P. Regression
testing is concerned with validating P’.

To facilitate regression testing, engineers typically re-use T', but new test cases may also be required to
test new functionality. Both reuse of T' and creation of new test cases are important; however, it is test
case reuse that is of concern here, as such reuse typically forms a part of regression testing processes [30].
In particular, researchers have considered four methodologies related to regression testing and test reuse:

retest-all, regression test selection, test suite reduction, and test case prioritization.!

2.1.1 Retest-all

When P is modified, creating P’, test engineers may simply reuse all non-obsolete test cases in T to test P’';
this is known as the retest-all technique [25]. (Test cases in T that no longer apply to P’ are obsolete, and

must be reformulated or discarded [25].) The retest-all technique represents typical current practice [30].

2.1.2 Regression Test Selection

The retest-all technique can be expensive: rerunning all test cases may require an unacceptable amount of
time or human effort. Regression test selection (RTS) techniques (e.g., [2, 6, 15, 26, 36, 43]) use information
about P, P’, and T to select a subset of T' with which to test P’. (For a survey of RTS techniques, see [35].)
Empirical studies of some of these techniques [6, 16, 34, 37] have shown that they can be cost-effective.
One cost-benefit tradeoff among RTS techniques involves safety and efficiency. Safe RTS techniques (e.g.,
[6, 36, 43]) guarantee that, under certain conditions, test cases not selected could not have exposed faults in
P’ [35]. Achieving safety, however, may require inclusion of a larger number of test cases than can be run
in available testing time. Non-safe RTS techniques (e.g., [15, 17, 26]) sacrifice safety for efficiency, selecting

test cases that, in some sense, are more useful than those excluded.

2.1.3 Test Suite Reduction

As P evolves, new test cases may be added to T to validate new functionality. Over time, T' grows, and its
test cases may become redundant in terms of code or functionality exercised. Test suite reduction techniques
[5, 18, 21, 29] address this problem by using information about P and T to permanently remove redundant
test cases from T, rendering later reuse of T' more efficient. Test suite reduction thus differs from regression
test selection in that the latter does not permanently remove test cases from 7', but simply “screens” those
test cases for use on a specific version P’ of P, retaining unused test cases for use on future releases. Test
suite reduction analyses are also typically accomplished (unlike regression test selection) independent of P’.

By reducing test-suite size, test-suite reduction techniques reduce the costs of executing, validating, and

managing test suites over future releases of the software. A potential drawback of test-suite reduction, how-

IThere are also several other sub-problems related to the regression testing effort, including the problems of automating
testing activities, managing testing-related artifacts, identifying obsolete tests, elucidating appropriate cost models, and pro-
viding test oracle support [20, 25, 27, 30]. These problems are not directly considered here, but ultimately, their consideration
will be important for a full understanding of the costs and benefits of specific techniques within specific processes.



ever, is that removal of test cases from a test suite may damage that test suite’s fault-detecting capabilities.
Some studies [45] have shown that test-suite reduction can produce substantial savings at little cost to fault-
detection effectiveness. Other studies [38] have shown that test suite reduction can significantly reduce the

fault-detection effectiveness of test suites.

2.1.4 Test Case Prioritization

Test case prioritization techniques [8, 11, 21, 40, 42, 44], schedule test cases so that those with the highest
priority, according to some criterion, are executed earlier in the regression testing process than lower priority
test cases. For example, testers might wish to schedule test cases in an order that achieves code coverage at
the fastest rate possible, exercises features in order of expected frequency of use, or increases the likelihood of
detecting faults early in testing. A potential advantage of these techniques is that unlike test case reduction
and non-safe regression test selection techniques, they do not discard tests.

Empirical results [11, 40, 44] suggest that several simple prioritization techniques can significantly im-
prove one testing performance goal; namely, the rate at which test suites detect faults. An improved rate of
fault detection during regression testing provides earlier feedback on the system under test and lets software
engineers begin addressing faults earlier than might otherwise be possible. These results also suggest, how-
ever, that the relative cost-effectiveness of prioritization techniques varies across workloads (programs, test
suites, and types of modifications).

Many different prioritization techniques have been proposed [10, 11, 40, 42, 44], but the techniques most
prevalent in literature and practice involve those that utilize simple code coverage information, and those that
supplement coverage information with details on where code has been modified. In particular, techniques
that focus on coverage of code not yet covered have been most often successful. Such an approach has been
found efficient on extremely large systems at Microsoft [42], but the relative effectiveness of the approaches

has been shown to vary with several factors [12].

2.2 The Test Case Prioritization Problem

Previous work [9, 11, 40] has described the test case prioritization problem as follows:

Definition 1: The Test Case Prioritization Problem

Given: T, a test suite; PT, the set of permutations of T'; f, a function from PT to the real

numbers.

Problem: Find T’ € PT such that (VI') (T € PT) (T" #T") [f(T") > f(T")).

In this definition, PT is the set of possible prioritized test case orderings of 7', and f is an objective function
that, applied to any such order, yields an award value for that order. (For simplicity and without loss of
generality, Definition 1 assumes that higher award values are preferable to lower ones.)

There are many possible goals for prioritization. For example, engineers may wish to increase the coverage
of code in the system under test at a faster rate, or increase the rate at which test suites detect faults in

that system during regression testing. In Definition 1, f represents a quantification of such a goal.
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Given any prioritization goal, various test case prioritization techniques may be used to meet that goal.
For example, to increase the rate of fault detection of test suites, engineers might prioritize test cases in terms
of the extent to which they execute modules that have tended to fail in the past. Alternatively, engineers
might prioritize test cases in terms of their increasing cost-per-coverage of code components, or in terms of
their increasing cost-per-coverage of features listed in a requirements specification. In any case, the intent
behind the choice of a prioritization technique is to increase the likelihood that the prioritized test suite can
better meet the goal than would an ad hoc or random order of test cases.

Researchers generally distinguish two varieties of test case prioritization: general and version-specific.
With general prioritization, given program P and test suite 7', engineers prioritize the test cases in T' with
the aim of finding an order of test cases that will be useful over a succession of subsequent modified versions
of P. With version-specific test case prioritization, given P and T, engineers prioritize the test cases in T'
with the aim of finding an order that will be useful on a specific version P’ of P. In the former case, the
hope is that the prioritized suite will be more successful than the original suite at meeting the goal of the
prioritization on average over subsequent releases; in the latter case, the hope is that the prioritized suite
will be more effective than the original suite at meeting the goal of the prioritization for P’ in particular.

Finally, although this paper focus on prioritization for regression testing, prioritization can also be em-
ployed in the initial testing of software [1]. An important difference between these applications, however, is
that in regression testing, prioritization techniques can use information gathered in previous runs of existing

test cases to prioritize test cases for subsequent runs; such information is not available during initial testing.

2.3 Measuring Effectiveness

To measure how rapidly a prioritized test suite detects faults (the rate of fault detection of the test suite),
an appropriate objective function is required. (In terms of Definition 1, this measure plays the role of the
objective function f.) For this purpose, a metric, APF D, was previous defined [9, 11, 39, 40] to represent
the weighted “Average of the Percentage of Faults Detected” during the execution of the test suite. APF D
values range from 0 to 100; higher values imply faster (better) fault detection rates.

Consider an example program with 10 faults and a suite of five test cases, A through E, with fault
detecting abilities as shown in Table 1. Suppose the test cases are placed in order A-B—C—D-E to form
a prioritized test suite T7. Figure 1.A shows the percentage of detected faults versus the fraction of T}
used.? After running test case A, two of the 10 faults are detected; thus 20% of the faults have been
detected after 20% of T7 has been used. After running test case B, two more faults are detected and thus
40% of the faults have been detected after 40% of the test suite has been used. In Figure 1.A, the area
inside the inscribed rectangles (dashed boxes) represents the weighted percentage of faults detected over the
corresponding percentage of the test suite. The solid lines connecting the corners of the rectangles delimit the
area representing the gain in percentage of detected faults. The area under the curve represents the weighted
average of the percentage of faults detected over the life of the test suite. This area is the prioritized test

suite’s average percentage faults detected metric (APFD); the APFD is 50% in this example.

2The use of normalized measures (percentage of faults detected and percentage of test suite executed) supports comparisons
among test suites that have varying sizes and varying fault detection ability.
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Percentage of Faults Detected

Test Fault
1 2 3 4 5 6 7 8 9 10
A X X
B X X
C X X X X X X X
D X
E X X X
Table 1: Example test suite and faults exposed.
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Figure 1: Example test case orderings illustrating the APFD metric.

Figure 1.B reflects what happens when the order of test cases is changed to E-D—C—-B—A, yielding
a “faster detecting” suite than 77 with an APFD value of 64%. Figure 1.C shows the effects of using a
prioritized test suite T3 whose test case order is C—E—B—A—D. By inspection, it is clear that this order
results in the earliest detection of the most faults and is an optimal order, with an APF D value of 84%.

For a formulaic presentation of the APF D metric, let T be a test suite containing n sequential test cases,
and let F' be a set of m faults revealed by T. Let T’ be an ordering of T'. Let T'F; be the first test case in
T’ that reveals fault i. The APFD for T’ is:

(1)

APFD — 1 _ TF1+TF72”~::L...+TFM 4 %

3 A New Approach to Test Case Prioritization

The APF D metric relies on two assumptions: (1) all faults have equal costs (hereafter referred to as fault
severities), and (2) all test cases have equal costs (hereafter referred to as test costs). These assumptions
are manifested in the fact that the metric plots the percentage of faults detected against the percentage of
the test suite run. Previous empirical results [11, 40] suggest that when these assumptions hold, the metric
operates well. In practice, however, there are cases in which these assumptions do not hold: cases in which
faults vary in severity and test cases vary in cost. In such cases, the APF' D metric can provide unsatisfactory
results, necessitating a new approach to test case prioritization that is “cognizant” of these varying test costs

and fault severities.



This section first describes four simple examples illustrating the limitations of the APFD metric in
settings with varying test costs and fault severities. A new metric is then presented for evaluating test case
orderings that considers varying test costs and fault severities. This presentation is followed by a discussion
of how test costs and fault severities might be estimated by engineers in their own testing settings, and how
to relate such costs and severities to real software. Finally, four techniques that incorporate these varying

costs when prioritizing test cases are presented.

3.1 Limitations of the APF D Metric

Using the testing scenario illustrated earlier in Table 1, consider the following four scenarios of cases in which
the assumptions of equal test costs and fault severities are not met.

Example 1. Under the APF D metric, when all ten faults are equally severe and all five test cases are
equally costly, orders A—-B—C—D—-E and B-A—C—-D-E are equivalent in terms of rate of fault detection;
swapping A and B alters the rate at which particular faults are detected, but not the overall rates of fault
detection. This equivalence would be reflected in equivalent APF D graphs (as in Figure 1.A) and equivalent
APFD values (50%). Suppose, however, that B is twice as costly as A, requiring two hours to execute where
A requires one.? In terms of faults-detected-per-hour, test case order A—-B—C—D-E is preferable to order
B—A—C-D-E, resulting in faster detection of faults. The APF D metric, however, does not distinguish
between the two orders.

Ezample 2. Suppose that all five test cases have equivalent costs, and suppose that faults 2-10 have
severity k, while fault 1 has severity 2k. In this case, test case A detects this more severe fault along with
one less severe fault, whereas test case B detects only two less severe faults. In terms of fault-severity-
detected, test case order A—-B—C—D-E is preferable to order B-A—C—D—-E. Again, the APF' D graphs and
values would not distinguish between these two orders.

Example 3. Examples 1 and 2 provide scenarios in which the APF D metric proclaims two test case
orders equivalent when intuition says they are not. It is also possible, when test costs or fault severities
differ, for the APF D metric to assign a higher value to a test case order that would be considered less
valuable. Suppose that all ten faults are equally severe, and that test cases A, B, D, and E each require
one hour to execute, but test case C requires ten hours. Consider test case order C-E—B—A—-D. Under the
APF D metric, this order is assigned an APF D value of 84% (see Figure 1.C). Consider alternative test case
order E-C—B—A—D. This order is illustrated with respect to the APF D metric in Figure 2; because that
metric does not differentiate test cases in terms of relative costs, all vertical bars in the graph (representing
individual test cases) have the same width. The APFD for this order is 76% — lower than the APFD for
test case order C-E—B—A—D. However, in terms of faults-detected-per-hour, the second order (E—C—-B—A—
D) is preferable: it detects 3 faults in the first hour, and remains better in terms of faults-detected-per-hour
than the first order up through the end of execution of the second test case. An analogous example can be

created by varying fault severities while holding test costs uniform.

3These examples frame costs in terms of time for simplicity; Section 3.3 discusses other cost measures.
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Figure 2: APFD for Example 3.

Ezample 4. Finally, consider an example in which both fault severities and test costs vary. Suppose
that test case B is twice as costly as test case A, requiring two hours to execute where A requires one.
In this case, in Example 1, assuming that all ten faults were equally severe, test case order A-B—C—-D-E
was preferable. However, if the faults detected by B are more costly than the faults detected by A, order
B—A—-C—-D-E may be preferable. For example, suppose test case A has cost “1”, and test case B has cost
“27. If faults 1 and 5 (the faults detected by A) are assigned severity “1”, and faults 6 and 7 (the faults
detected by B) are assigned severities greater than “2”, then order B-A—C—D—E achieves greater “units-of-
fault-severity-detected-per-unit-test-cost” than does order A-B—C—D-E.* Again, the APFD metric would
not make this distinction.

The foregoing examples suggest that, when considering the relative merits of test cases and the relative
severities of faults, a measure for rate-of-fault-detection that assumes that test costs and fault severities are

uniform can produce unsatisfactory results.

3.2 A New Cost-cognizant Metric

The notion that a tradeoff exists between the costs of testing and the costs of leaving undetected faults in
software is fundamental in practice [3, 22|, and testers face and make decisions about this tradeoff frequently.
It is thus appropriate that this tradeoff be considered when prioritizing test cases, and so a metric for
evaluating test case orders should accommodate the factors underlying this tradeoff. This paper’s thesis
is that such a metric should reward test case orders proportionally to their rate of “units-of-fault-severity-

detected-per-unit-of-test-cost”.

4This example assumes, for simplicity, that a “unit” of fault severity is equivalent to a “unit” of test cost. Clearly, in practice,
the relationship between fault severities and test costs will vary among applications, and quantifying this relationship may be
non-trivial. This is discussed further in the following sections.



This paper presents such a metric by adapting the APF D metric; the new “cost-cognizant” metric is
named APFD¢. In terms of the graphs used in Figures 1 and 2, the creation of this new metric entails
two modifications. First, instead of letting the horizontal axis denote “Percentage of Test Suite Executed”,
the horizontal axis denotes “Percentage Total Test Case Cost Incurred”. Now, each test case in the test
suite is represented by an interval along the horizontal axis, with length proportional to the percentage of
total test suite cost accounted for by that test case. Second, instead of letting the vertical axis in such a
graph denote “Percentage of Faults Detected”, the vertical axis denotes “Percentage Total Fault Severity
Detected”. Now, each fault detected by the test suite is represented by an interval along the vertical axis,
with height proportional to the percentage of total fault severity for which that fault accounts.?

In this context, the “cost” of a test case and the “severity” of a fault can be interpreted and measured
in various ways. If time (for test execution, setup, and validation) is the primary component of test cost, or
if other cost factors such as human time are tracked adequately by test execution time, then execution time
can suffice to measure that cost. However, practitioners could also assign test costs based on factors such as
hardware costs or engineers’ salaries.

Similarly, fault severity could be measured strictly in terms of the time required to locate and correct a
fault, or practitioners could factor in the costs of lost business, litigation, damage to persons or property,
future maintenance, and so forth. In any case, the APF D¢ metric supports these interpretations. Note,
however, that in the context of the APF D¢ metric, the concern is not with predicting these costs, which
may be difficult, but with using a measurement of each cost after it has occurred in order to evaluate various
test case orders.

Issues pertaining to the prediction and measurement of test costs and fault severities are discussed in
Sections 3.3 and 3.4, respectively.

Under this new interpretation, in graphs such as those just discussed, a test case’s contribution is
“weighted” along the horizontal dimension in terms of the cost of the test case, and along the vertical
dimension in terms of the severity of the faults it reveals. In such graphs, the curve delimits increased
areas as test case orders exhibit increased “units-of-fault-severity-detected-per-unit-of-test-cost”; the area
delimited constitutes the new APF Ds metric.

To illustrate the APF D¢ metric from this graphical point of view, Figure 3 presents graphs for each of
the four scenarios presented, using Table 1, in the preceding subsection. The leftmost pair of graphs (Figure
3.A) correspond to Example 1: the upper of the pair represents the APF D¢ for test case order A-B—C—D—
E, and the lower represents the APF D¢ for order B-A—C—D—E. Note that whereas the (original) APFD
metric did not distinguish the two orders, the APF D¢ metric gives preference to order A—-B—C—-D-E,
which detects more units of fault severity with fewer units of test cost at an early stage in testing than does
order B-A-C-D-E.

The other pairs of graphs illustrate the application of the APF D¢ metric in Examples 2, 3, and 4. The

pair of graphs in Figure 3.B, corresponding to Example 2, show how the new metric gives a higher award to

5As in the original metric, the use of normalized metrics (relative to total test suite cost and total fault severity) for test costs
and fault severities supports meaningful comparisons across test suites of different total test costs and fault sets of different
overall severities.
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Figure 3: Examples illustrating the APF D¢ metric.

the test case order that reveals the more severe fault earlier (A—-B—C—D—-E), under the assumption that the
severity value assigned to each of faults 2-10 is 1 and the severity value assigned to fault 1 is 2. The pair of
graphs in Figure 3.C, corresponding to Example 3, show how the new metric distinguishes test case orders
involving a high-cost test case C: instead of undervaluing order E-C-B—A—-D, the metric now assigns it
greater value than order C-E—B—A-D. Finally, the pair of graphs in Figure 3.D, corresponding to Example
4, show how the new metric distinguishes between test case orders when both test costs and fault severities
are non-uniform, under the assumptions that test case B has cost 2 while each other test case has cost 1, and
that faults 6 and 7 each have severity 3 while each other fault has severity 1. In this case, the new metric
assigns a greater value to order B-A—C—-D—-E than to order A-B-C-D-E.

The APFD¢ metric can be quantitatively described as follows. (Here, the formula for APF D¢ is
given; its derivation is presented in Appendix A.) Let T be a test suite containing n test cases with costs
t1,t2,...,t,. Let F be a set of m faults revealed by T', and let f1, fo,..., fin be the severities of those faults.
Let TF; be the first test case in an ordering T” of T that reveals fault i. The (cost-cognizant) weighted

average percentage of faults detected during the execution of test suite 7" is given by the equation:

iy (fix (Z?:TF tj — %tTFi))

APFD¢ =
“ Z?:l ty x>y fi
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If all test costs are identical and all fault costs are identical (Vi ¢; = t and Vi f; = f), this formula

simplifies as follows:

Doy (f % (E?:TFit_t%)) _
nxmxtxf N
i (n—TF+1—3)
nm
_TF1+TF2+"'+TFm+ 1

1

nm 2n

Thus, Equation 2 remains applicable when either test costs or fault severities are identical, and when both

test case costs and fault severities are identical, the formula reduces to the formula for APFD.

3.3 Estimating Test Costs

Cost-cognizant prioritization requires estimates of the costs of executing test cases. There are two issues
connected with test cost: estimating it for use in prioritizing test cases, and measuring or estimating it for
use in assessing an order in terms of APF Dc¢.

The cost of a test case is related to the resources required to execute and validate it. Various objective
measures are possible. For example, when the primary required resource is machine or human time, test
cost can be measured in terms of the actual time needed to execute a test case. Another measure considers
the monetary costs of test case execution and validation; this may reflect amortized hardware cost, wages,
cost of materials required for testing, earnings lost due to delays in failing to meet target release dates, and
so on [3, 22].

Some test cost estimates can be relatively easy to obtain for use in APF D¢ computation, which occurs
after test suite execution. For example, a practitioner can simply time each test case, or quantify the
resources each test case required. Cost estimation is more difficult to perform before testing starts; however,
it is necessary if the practitioner wishes to consider costs in prioritization. In this case, practitioners need to
predict test costs. One approach for doing this is to consider the functionalities of the software likely to be
invoked by a test case, and estimate the expense of invoking those functionalities. For example, a test case
that exercises the file input and output capabilities of the software might be expected to be more expensive
than a test case that exercises erroneous command-line options. Another approach, and the one that is used
in the case study described in Section 4, is to rely on test cost data gathered during a preceding testing
session. Under this approach, one assumes that test costs do not change significantly from one release to
another. Alternatively, one might adjust estimates based on predictions of the effects of modifications.

Note that the APF D¢ metric is not dependent on the approach used to obtain test costs. The metric
requires only a quantification of the expense of running each test case, regardless of what that quantification
specifically measures (e.g., time, wages, materials, etc.) or how that quantification is obtained (e.g., an
assessment made during previous testing). This allows the metric to be applicable to the many types of

testing processes that occur in practice.
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3.4 Estimating Fault Severities

Cost-cognizant prioritization also requires an estimate of the severity of each fault that can be revealed by
a test case. As with test cost, with fault severity there are two issues: estimating it for use in prioritizing
test cases, and measuring or estimating it for use in assessing an order in terms of APF D¢.

The severity of a fault reflects the costs or resources required if a fault (1) persists in, and influences, the
users of the software after it is released; or (2) does not reach users, yet affects the organization or developers
due to factors such as debugging time. Once again, various measures of fault severity are possible. For

example:

e One measure considers the severity of a fault in terms of the amount of money expended due to the
fault. This approach could apply to systems for which faults can cause disastrous outcomes resulting

in destruction of property, litigation costs, and so forth.

e A second measure considers a fault’s effects on the cost of debugging. This approach could apply to
systems for which the debugging process can involve many hours of labor or other resources such as

hardware costs or material costs.

e A third measure considers a fault’s effects on software reliability. This approach could apply to systems
for which faults result in inconvenience to users, and where a single failure is not likely to have safety-
critical effects (e.g., office productivity software). In this case, the main effect involves decreased

reliability which could result in loss of customers.

e Other measures could combine the three just described. For example, one could measure a fault’s
severity based on both the money expended due to the fault and the loss of customers due to the

perception of decreased software reliability.

As with test costs, practitioners would be concerned with both before- and after-the-fact fault severity
estimation. When testing is complete, practitioners have information about faults and can estimate their
severities to use in APF D¢ computation. (Of course, this is not as easy as with test cost, but it is routine
in practice, for example, when classifying faults to prioritize maintenance activities.) On the other hand,
before testing begins, practitioners need to estimate the severity of potential faults as related to their system
or tests so that this information can be used by prioritization techniques, and this is far more difficult than
with test cost. To be precise, practitioners require a metric on test cases that quantifies the severity of the
faults that each test case reveals.

If practitioners knew in advance the faults revealed by a given test case, and knew their severities,
associating test cases with severities would be trivial. In practice, however, this information is not available
before testing is completed. Two possible estimation approaches, however, involve assessing module criticality
and test criticality [7]. Module criticality assigns fault severity based on the importance of the module (or
some other code component such as a block, function, file, or object) in which a fault may occur, while test
criticality is assigned directly to test cases based on an estimate of the importance of the test, or the severity

of the faults each test case may detect.
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Section 4 examines a measure of test criticality that is derived from the importance of the operations
being executed by each test case. In practice, the test cases in a test suite execute one or more system
functionalities or operations. In this scenario, the criticality of each test case is a function of the importance
of each operation executed by the test case. Also note that operations vary across systems, and may need
to be considered at different granularities depending on the nature of the system under testing. The idea
behind this measurement is that faults exposed in an operation that is of high importance to the system

would likely be more severe than those faults exposed in an operation that is less important.

3.5 Using Scales to Assign Test Costs and Fault Severities

For some systems, the approaches suggested earlier, taken alone, may not quantify test costs and fault
severities in a manner that relates sufficiently to the characteristics of the software system under test. The
following two scenarios describe cases in which this might happen, and suggest how practitioners may go
about better quantifying test costs and fault severities in such cases.

Scenario 1. In some systems, the importance of fault severities can greatly outweigh the importance of test
case costs. For example, in some safety-critical systems, any fault can have potentially serious consequences,
and the cost of the test cases used to detect these faults might be inconsequential in comparison to the
importance of detecting these faults. In these cases, practitioners might want to adjust their measures of
test costs and fault severities so that fault severities have substantially greater influence on prioritization
than test costs.

Scenario 2. In some systems, the cost of certain test cases may be much higher than those of other
test cases and some faults may be much more severe than other faults, and the test cost and fault severity
estimation approaches described earlier may not satisfactorily capture these characteristics. For example,
practitioners often classify faults into categories such as “cosmetic” and “critical”. Again, in these cases,
practitioners might want to adjust the costs and severities assigned to each test case and each fault.

Two strategies can be used in practice to adjust test costs and fault severities: weighting and bucketing.
Practitioners can use weightings to exaggerate or understate the importance of certain tests or faults, to
address situations such as Scenario 1. For example, practitioners can increase the severity measures of
the most expensive faults (or the cost measures of the most expensive test cases) so that they are further
separated from other, less expensive, faults (or test cases).

Bucketing groups test costs or fault severities into equivalence classes so that they share the same quan-
tification. Practitioners can use bucketing to group particular types of test cases and faults, or to group
test cases and faults that they consider to be similar according to some criterion, to address situations such
as Scenario 2 (e.g., [41, 31]). For example, practitioners often have a limited number of classes used to
rank faults such as “Cosmetic”, “Moderate”, “Severe”, and “Critical”, and bucketing is one mechanism for
distributing faults into these classes.

The case study described in Section 4 investigates the use of several combinations of weighting and

bucketing to adjust and group test costs and fault severities.
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Mnemonic Description

fn-total prioritize in order of total functions covered

fn-addtl prioritize in order of coverage of functions not yet covered
fn-diff-total prioritize in order of sum of fault indices of covered functions
fn-diff-addtl prioritize in order of sum of fault indices of functions not yet covered

Table 2: A listing of prioritization techniques.

3.6 Cost-cognizant Test Case Prioritization Techniques

Previous work [10, 39] has defined and investigated various prioritization techniques; this paper focuses
on four practical code-coverage-based heuristics. These four heuristics are investigated because they are
representative of the other general classes of heuristics that have been proposed in earlier work. All four
heuristics have previously been investigated in forms that do not account for test costs and fault severities
[11]; the versions that are presented here are adapted to account for these effects.

This section briefly describes each technique and the necessary adaptations; this information is also
summarized in Table 2. Note, however, that because of their similarities to the techniques in this paper,
other techniques described elsewhere can be adapted to perform cost-cognizant prioritization using the

approaches described here.

3.6.1 Total Function Coverage Prioritization (fn-total)

By inserting instrumentation code into the source code of a software system, one can trace the functions
each test case covers in that system. When ignoring test costs and test criticalities (the latter of which is
used to estimate fault severity during prioritization), fn-total prioritizes the test cases in a test suite by
using this trace data to sort the test cases in decreasing order of the number of functions each test case
covers. Consequently, those test cases that cover the most functions are placed at the beginning of the test
suite. The resulting prioritized suite is then available for use on subsequent versions of the system. The idea
behind this technique is that test cases that cover many functions are more likely to reveal faults than test
cases that cover fewer functions.

To adapt this technique to the case in which test costs and fault severities vary, instead of summing the
number of functions f covered by a test case t to calculate the worth of ¢, f is multiplied by the criticality-to-
cost adjustment g(criticality,, costy) for ¢, where criticality, is an estimate of the severity of faults detected
by t, costy is the cost of ¢, and g is a function that maps the criticality and cost of ¢ into a value. (In this
paper, g is simply the result of dividing criticality, by the cost;.) The result is an award value a; for t.5 The
notion behind the use of this computation is to reward test cases that have greater cost adjustments when
weighted by the total number of functions they cover.

Note that in the absence of the criticality-to-cost adjustment g(criticality,, costy) in line 6 of Algorithm
1, or if the test costs and test criticalities are identical across all test cases, the cost-cognizant fn-total

technique considers only the total number of functions covered by each test case ¢, thereby reverting to a

6In the implementations of the cost-cognizant techniques in this paper, ties in award values are broken using the total number
of functions covered by each test case, followed by the order in which the test cases originally appeared.
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Algorithm 1 Cost-cognizant total function coverage prioritization.
Input: Test suite T, function trace history T H, test criticalities T¢,;, and test costs Teost
Output: Prioritized test suite T’
1: begin
set T" empty
for each test case t € T' do
calculate number of functions f covered by t using TH
calculate award value a; of t as f * g(criticality,, costy) using Te,ir and Trost
end for
sort T in descending order based on the award value of each test case
let 7" be T
end

non-cost-cognizant technique.” (This is true of the three cost-cognizant techniques presented later in this
section as well.)

Algorithm 1 describes the process for performing total function coverage prioritization. In this algorithm,
trace history T'H is the data structure that records information regarding the coverage achieved by each test
case; in total function coverage prioritization, this data structure records the functions covered by each test
case. The data structure T,,;; contains the criticality of each test case, and the data structure T¢,s; contains
the cost of each test case.

The time complexity of total function coverage prioritization is analyzed as follows. Assume the size of
test suite T is n, and the number of functions in the system is m. The time required in line 4 to calculate
the total number of covered functions for one test case ¢ is O(m) because all m functions must be checked
against ¢ in TH. (The cost of deciding whether a function is covered by a specific test case is constant
once T'H is loaded.) Because function coverage must be decided for all n test cases, the time complexity
of calculating cost-cognizant coverage information in lines 3-6 is O(n - m). (Again, the cost of deciding the
criticality and cost of each test case is constant once T¢,.;; and Teos are loaded.) The time required in line
7 to sort the test suite is O(nlogn) using an appropriate algorithm. Therefore, the overall time complexity
is O(n-m +nlogn).

Note that the algorithms introduced in other work that perform analogous forms of total coverage prior-
itization, such as total statement coverage prioritization, are similar to Algorithm 1. Using total statement
coverage prioritization as an example, in the previous analysis, m would represent the number of statements
in the system, and the T'H data structure would record information regarding the statements covered by
each test case. Although such modifications would not change the formal complexity of the algorithm, in

practice, performance could be impacted by choice of type of coverage.

3.6.2 Additional Function Coverage Prioritization (fn-addtl)

Additional function coverage prioritization greedily selects a test case that yields the greatest function
coverage of the system, then adjusts the coverage data about each unselected test case to indicate its

coverage of functions not yet covered. This process is repeated until all functions have been covered by at

"In fact, the fn-total technique reverts to the technique described in earlier work [11].
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Algorithm 2 Cost-cognizant additional function coverage prioritization.
Input: Test suite T, function trace history T H, test criticalities T¢,i, test costs Teost
Output: Prioritized test suite T’

1: begin

2:  set T empty

3:  initialize values of vector V,,, as “uncovered”

4:  while T is not empty do

5: for each test case t € T' do

6: calculate number of functions f, additionally covered by ¢ using TH and V.,
7 calculate award value a; of ¢ as f, * g(criticality,, costy) using Terir and Teost
8: end for

9: select test t with the greatest award value

10: append ¢ to T’

11: update V.., based on the functions covered by ¢

12: if no more coverage can be added then

13: reset Voo

14: end if

15: remove t from T

16: end while
17: end

least one test case. When all functions have been covered, remaining test cases must also be prioritized; one

“not covered” and reapplying additional function

way to do this is by (recursively) resetting all functions to
coverage prioritization on the remaining test cases. The idea behind this technique is that test cases that
cover many functions that have not been previously covered are more likely to reveal faults not revealed by
previous tests.

To adapt this technique to the case in which test costs and fault severities vary, instead of summing the
number of functions covered additionally by a test case t to calculate the worth of ¢, the number of functions
fa additionally covered by ¢ is multiplied by the criticality-to-cost adjustment g(criticality,, costy) for ¢, where
criticality,, costt, and g have definitions similar to those used in total function coverage prioritization. The
notion behind the use of this computation is to reward test cases that have greater cost adjustments when
weighted by the additional functions they cover.

Algorithm 2 describes the process for performing additional function coverage prioritization. In this
algorithm, TH, T,;t, and T,,st have definitions similar to those in total function coverage prioritization.
Vo 1 a vector of values “covered” or “uncovered” for each function in the system. The vector records the
functions that have been covered by previously selected test cases.®

The time complexity of additional function coverage prioritization is analyzed as follows. Assume that
the size of test suite T" is n, and the number of functions in the system is m. The time required in line 6
in Algorithm 2 to calculate the additional function coverage for one test case is O(m). (As in total function
coverage prioritization, the cost of deciding function coverage, as well as querying test criticalities and test

costs, is constant once the appropriate data structures have been loaded.) Therefore, the cost of lines 5-8 is

8Note that, in the additional function coverage prioritization algorithm, when V., reaches full coverage, this means that all
functions covered by T" have been covered, not that all functions in the system have been covered, because there is no guarantee
(or requirement) that T' covers every function in the system.
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O(n -m). In line 9, the time required to select the test case with the greatest award value from the n test
cases is O(n). The cost of adding covered functions to Vi, in line 11 is O(m) in the worst-case. Detecting
when no more coverage can be added to V.., in line 12 takes constant time with an appropriate base of
information. This brings the cost of the entire while loop to O(n - m 4+ n +m) = O(n - m). The whole loop
itself executes n times. Therefore, the overall time complexity of the algorithm is O(n? - m).

As with total function coverage prioritization, the additional function coverage prioritization algorithm
could be modified to accommodate other types of coverage without changing the algorithm’s formal com-

plexity, although in practice performance could be affected.

3.6.3 Total Function Difference-based Prioritization (fn-diff-total)

Certain functions are more likely to contain faults than others, and this fault proneness can be associated
with measurable software attributes [4, 13, 24]. One type of test case prioritization that has not yet dis-
cussed in this paper takes advantage of this association by prioritizing test cases based on their coverage of
functions that are likely to contain faults. Given such a representation of fault proneness, a form of test case
prioritization based on function coverage would assign award values to test cases based on their coverage of
functions that are likely to contain faults.

Some representations of fault proneness have been explored in earlier studies [13, 28]. This represented
fault proneness based on textual differences in source code using the Unix diff tool. This metric, whose
values are termed change indices in this paper, works by noticing the functions in the program that have been
modified between two versions of a software system. This is done by observing, for each function present in
a version v, and a subsequent version vy, whether a line was inserted, deleted, or changed, in the output of
the Unix diff command when applied to v; and vy. (This work uses a binary version of the diff metric
that assigns a “1” to functions that had been modified between versions, and a “0” to functions that did not
change between versions.) The intuition behind this metric is that functions that have been changed between
two versions of a system are more likely to contain faults than functions that have not been changed.

To adapt this technique to the case in which test costs and fault severities vary, instead of summing
change index values for each function f covered by a test case ¢, the values of ciy x g(criticality,, costy)
are summed for each f covered by ¢, where ci; is the change index of f, and criticality, cost¢, and g have
definitions similar to those provided earlier. The notion behind this computation is to reward test cases that
have greater cost adjustments when weighted by the number of total changed functions that they cover.

Algorithm 3 describes the process for performing total function difference-based prioritization. This
algorithm is similar to that of total function coverage prioritization. T H, Ty, and T,,s have definitions
similar to those used earlier. CT is a record of the change index values corresponding to each function in the
system.

The time complexity of total function difference-based prioritization is analyzed as follows. Assume the
size of test suite T is n, and the number of functions in the system is m. If T' contains n test cases, the time
required in line 5 to calculate the functions covered by a test case ¢ is O(m), and the time required in lines

6-8 to sum the award values for the covered functions is also O(m) in the worst case. Therefore, the time
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Algorithm 3 Cost-cognizant total function difference-based prioritization.
Input: Test suite T', function trace history T'H, function change indices CI, test criticalities T, test costs
Tcost
Output: Prioritized test suite T’
1: begin

2:  set T empty

3:  for each test case t € T' do

4: set a; of t to zero

5: calculate set of functions F' covered by ¢ using TH

6: for each function f € F' do

7 increment award value a; by ciy x g(criticality,, costy) using CI, Tepit, and Teost
8: end for

9: end for

10:  sort T in descending order based on the award values of each test case

11: let T beT
12: end

required in lines 3-9 to calculate the award values for all n test cases is O(n - 2m) = O(n - m). (As before,
the cost of calculating function coverage, as well as the costs of querying change indices, test criticalities,
and test costs, are constant once the appropriate data structures are loaded.) The time required in line 10
to sort the test suite is O(nlogn) using an appropriate algorithm. Therefore, the overall time complexity is
O(n-m + nlogn).

Although this time complexity is equivalent to the complexity of total function coverage prioritization,
note that total function difference-based prioritization requires the computation of a change index for each
function before prioritization — a cost that is not incurred in total function coverage prioritization. Therefore,
total function difference-based prioritization is likely to be more expensive that total function coverage
prioritization in practice. (Even if such information is already available through a mechanism such as
version control, processing this information is still required of total function difference-based prioritization.)

Algorithm 3 can also be modified to support a different type of coverage without changing the algo-
rithm’s formal complexity, although the type of coverage used is likely to impact performance in practice.
Note, however, that acquiring change index information for some levels of coverage, such as statement-level

coverage, is generally more difficult than for function-level coverage.

3.6.4 Additional Function Difference-based Prioritization (fn-diff-addtl)

Additional function difference-based prioritization is similar to additional function coverage prioritization.
During execution, the algorithm maintains information listing those functions that are covered by at least
one test case in the current test suite. When adding a new test case ¢ to the test suite, for each test case
in the test suite, the algorithm computes the sum of the change indices for each function f covered by ¢,
except those functions that have already been covered by at least one test case in the current test suite. The

test case with the highest sum of these change indices is then the next test case added to the prioritized suite.
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Furthermore, just as with the additional function coverage prioritization technique, when no more coverage
can be added, each function’s coverage is reset and the remaining test cases are then added to the test suite.

To adapt this technique to the case in which test costs and fault severities vary, instead of summing
change index values for each function f covered by a test case ¢, the values of ciy x g(criticality,, costy) are
summed for each f covered additionally by ¢, where ciy, criticality;, costj, and g have definitions similar
to those provided earlier. The notion behind the use of this computation is to reward test cases that have
greater cost adjustments when weighted by the number of additional changed functions that they cover.

The time complexity of the additional function difference-based prioritization algorithm, which is given
in Algorithm 4, is analyzed as follows. Assume that the size of test suite 7" is n, and the number of functions
in the system is m. In lines 6-10, all m functions will be additionally covered by all n test cases in the
worst-case. Thus, the time required in lines 5-11 to calculate the award values for all n test cases is O(n-m).
In line 12, the time required to select the test case with the greatest award value is O(n). The cost of adding
covered functions to Vi, in line 14 is O(m) in the worst-case. This brings the cost of the entire while loop
to O(n-m+mn+m) = O(n-m). Because the while loop executes n times, the overall time complexity of the
algorithm is O(n? - m).

Once again, note that although this complexity is equivalent to that of additional function coverage
prioritization, additional function difference-based prioritization requires that change indices be computed

before prioritization occurs. Also as before, Algorithm 4 could be modified to support a different level

Algorithm 4 Cost-cognizant additional function difference-based prioritization.
Input: Test suite T', function trace history T'H, function change indices CI, test criticalities T, test costs
Tcost
Output: Prioritized test suite T’
1: begin
2:  set 7" empty
3 initialize values of vector V.., as “uncovered”
4:  while T is not empty do
5 for each test case t € T' do
6: set a; of ¢ to zero
7
8
9

calculate set of functions F' additionally covered by ¢ using TH and Ve,
for each function f € F' do
: increment award value a; by ciy x g(criticality,, costy) using CI, Terit, and Teost
10: end for

11: end for

12: select test ¢ with the greatest award value

13: append ¢ to T’

14: update V.., based on the functions covered by ¢
15: if no more coverage can be added then

16: reset Voo

17: end if

18: remove t from T

19: end while

20: end
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of coverage without changing the algorithm’s formal complexity, although the algorithm’s performance in

practice is likely to be affected.

4 A Formative Case Study

Cost-cognizant prioritization is a new way of approaching the Test Case Prioritization Problem. As such,
there has been little study into using this approach in practical testing settings.

To investigate the application of the cost-cognizant APF D¢ metric and the previously presented four
techniques in testing real-world software systems, as well as some of the ramifications of using them, a
formative case study was conducted. Case studies [23, 46] can help researchers and practitioners assess
the benefits of using a new technique, such as cost-cognizant test case prioritization, by investigating the
technique’s effects on a single system or a small number of systems that are not chosen at random and
are not selected to provide the levels of replication that would be expected of a formal experiment. Case
studies have the benefit of exposing the effects of a technique in a typical situation, but such studies do
not, generalize to every possible situation because they do not seek to investigate a case representing every
possible situation [23].

The goal of this formative case study is not to make summative judgments regarding the four cost-
cognizant techniques or the APF D¢ metric. Further, because of limitations of the object of study (such as
the varying number of faults in each version) that is described later in this section, it may not be appropriate
to draw such summative judgments in this case study.

Instead, formative insights into the operation of cost-cognizant prioritization are gleaned from the appli-
cation of the cost-cognizant techniques to a real-world software system. In particular, this study observes
the operation of the techniques and metric using a real-world software system, and notes how test case order-
ings created using cost-cognizant prioritization compare in effectiveness (in terms of the APF D¢ metric) to
orderings created using non-cost-cognizant prioritization. The study considers some specific results in detail
in order to better understand how the techniques operate.

In the upcoming subsections, the setting in which the case study was conducted is presented. The design
of the study, and how it seeks to meet the aforementioned goals, is described. Finally, the study’s results

are presented and discussed.

4.1 Study Setting

To use a cost-cognizant prioritization technique to order the test cases in a software system’s test suite, a

few things are required:
1. a version of the software system to test,
2. a test suite with which to test that version,
3. a criticality associated with each test case in the test suite, and

4. a cost associated with each test case.
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In addition, to analyze the fault detection capabilities of the prioritized test suite (in this case, using the

APF D¢ metric), one also requires:

5. a set of faults in the version of the system that is being tested, and

6. a severity associated with each fault.

The following subsections reflect the steps undertaken in this case study to facilitate the application
of this paper’s cost-cognizant prioritization techniques by obtaining or creating the foregoing items, and
the subsequent calculation of APF D¢ values in order to evaluate the fault detection capabilities of test
case orderings. First, a software system was selected to study. Second, a number of tasks were completed
to prepare this object of study for analysis. Concurrently, various tools were implemented and utilized to
prioritize the test cases of the test suite, measure various attributes of the software system, and complete
the APF D¢ calculations. This section first describes the software system selected to be the object of study,

and then describes the steps undertaken to complete the previously mentioned tasks.

4.1.1 Selecting an Object of Study

As an object of study the software system Empire [14] was selected. Empire is a non-trivial, open-source,
client-server software system programmed in the C programming language. Empire is a system that was
partially organized for use in empirical studies in previous work [33].

Empire is a strategic game of world domination between multiple human players. Each player begins the
game as the “ruler” of a country. Throughout the game, the players acquire resources, develop technology,
build armies, and engage in diplomacy with other players in an effort to conquer the world. Either defeating
or acquiring a concession from all opposing players achieves victory. In addition to the players, each game of
Empire has one or more “deities” who install and maintain the game on a host server. As might be expected,
certain actions are reserved only for deities.

The Empire software system is divided into a server and a client, which are named emp-server and
emp-client, respectively. After the initialization of emp-server on the host server by the deities, the game
progresses with the players and deities using emp-client to connect and issue commands, which correspond
to their desired actions, to emp-server. The emp-server processes each command issued by an emp-client
and returns the appropriate output. This case study was conducted using nine versions of the emp-server
portion of Empire.

There are several reasons for selecting emp-server as a test subject. First, emp-server is a relatively
large system (approximately 63,000 to 64,000 lines of non-blank, uncommented source code), has had an
active user-base for over 15 years, and has had 21 releases just in the last seven years. Second, emp-server is
written in the C programming language, thereby providing compatibility with existing analysis tools. Third,
because Empire is distributed under the GNU General Public License Agreement, it is available at no cost.
Fourth, as described in Section 4.1.3, operational profiles for the system were required, and collecting such
profiles for Empire is feasible. Finally, previous studies [33] have created a specification-based test suite for

emp-server, and the four prioritization techniques can be applied to this suite. The emp-server test suite,
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created by the category partition method [32], is of a fine granularity, meaning the individual test cases in
the test suite each exercise individual units of functionality independently. This test suite contains 1985 test
cases, and represents a test suite that might be created by engineers in practice if they were doing functional

testing.

4.1.2 Inserting and Detecting Regression Faults

To measure the rate of fault detection of prioritized test suites, the APF D¢ values of test suites are based on
how quickly suites’ tests detect faults. Consequently, to determine whether a test case detects faults, the case
study must be designed such that the test suite is attempting to detect known faults. Clearly, in practice,
the faults in a software system are not known in advance during the regression testing process. However, by
designing a case study in which the detection of known faults in the test subject is attempted, cost-cognizant
test case prioritization can be empirically examined and address the study’s research questions.

The question, then, is what known faults should be measured. While Empire comes with extensive docu-
mentation concerning the commands available to users, it does not have adequate documentation describing
the known faults in each version of the software system. Furthermore, for reasons that will soon be described,
it is important to have the ability to toggle faults on and off, meaning, for each faulty section of code, an
alternative section is required that is not faulty. One could attempt to locate faults distributed with each
emp-server version, but that would require an implemented resolution to each fault. This is not a desirable
strategy because, without the intricate knowledge of the system that is possessed by the developers, one
risks unknowingly creating additional faults in the system.

Consequently, a strategy of inserting seeded faults into the software system was selected. A seeded fault
is a fault that is intentionally introduced into a software system, usually for the sole purpose of measuring
the effectiveness of a test suite.

To introduce seeded faults into the software system, several graduate students with at least two years
of C programming experience, and no knowledge of the study, were asked to introduce several faults into
each version of emp-server. These students used their programming knowledge to insert faults in areas of
code in which a software engineer might accidentally introduce a fault in practice. Furthermore, because
the focus of this work is the detection of regression faults, the areas of code in which a student could insert
a fault were limited to those that were modified in the preceding version of the test subject. Each student,
after identifying a section of code in which to introduce a fault, made a copy of that section of code and
surrounded each section by preprocessor statements that, depending on the definition of certain variables,
toggles on either the faulty or the non-faulty code. This process was completed for all nine versions of
emp-server.

Following the precedent set by previous studies [10, 11, 40], this case study was not based on faults
that were either impossible or too easy to detect, as the former are not the target of test case prioritiza-
tion and the latter are likely to be detected by developers prior to the system testing phase that this paper
is concerned with. Therefore, all initially seeded faults that were detected either by more than 20% of the test
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cases in the test suite, or by no test cases at all, were excluded. This resulted in between one and nine seeded
faults per emp-server version.

To calculate the rate of fault detection of each prioritized test suite for each version of emp-server, it
must be known whether each test case in the suite reveals any of the faults that were seeded in each version.
To address this need, for each version of emp-server, a fault matrix was gathered that documents the faults
(if any) each test case reveals in that version. The fault matrix is used both to calculate the severity of each
seeded fault (described in Section 4.1.3), and to assist in the APF D¢ calculations for each prioritized test
suite.

To gather a fault matrix for each version, numerous runs of the test suite were executed where the test
cases were unordered. In the initial run of the test suite, all seeded faults were turned off, and the output
of each test case was recorded into an output file. A sequence of test suite runs was then executed. In the
first run of this sequence, the first seeded fault was toggled on, and the remainder of the faults were toggled
off. By recording and comparing the output of each test case during this test suite run with the output
of the initial (unordered) test suite run, it was determined whether that test case revealed the first seeded
fault. Repeating this process for the other seeded faults yielded the necessary information to complete a
fault matrix for this version of the test subject.

While conducting this process, it was noticed that due to various nondeterministic issues in running
Empire, such as a bad transmission from the emp-client to the emp-server, a command will occasionally
(approximately once per thousand test case executions) fail for no apparent reason. Consequently, for each
version, an additional set of runs of the test suite were executed, repeating the process outlined above, to
gather a second fault matrix. By performing a logical and operation between the two fault matrices for each
version, only those faults that were revealed in both sets of test suite runs were kept, thereby substantially

reducing the possibility of erroneously recording a revealed fault due to a nondeterministic issue.

4.1.3 Calculating Fault Severity

As discussed in Section 3.4, there are various methods for calculating the severity of a fault. This case study
based a fault’s severity upon the likelihood that a user might encounter that fault during his or her use of a
system. But how does one measure the likelihood of encountering faults during the usage of emp-server?

Software systems provide various operations that users utilize to complete the task for which the system
was designed. For example, some of the operations of a word-processing software system may be text
insertion, text deletion, and saving, creating, and opening a document. Likewise, Empire consists of a
number of operations that allow players and deities to participate in an Empire game. These operations
come in the form of commands the players and deities issue to emp-server. Examples of some Empire
operations include fire, announce, move, and update. Using the documentation provided with the system,
182 operations were identified in the base Empire version. The operations of the software system that are
executed by each test case in a test suite were documented using an operation matriz.

One strategy that might be utilized by software engineers when testing a software system involves gath-

ering an operational profile for that system. An operational profile records, for each operation, the frequency
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with which that operation is likely to be utilized by a user. This frequency is usually relative to all other
operations. Using the preceding example, in a word-processing system, the “text insertion” operation may
be utilized 85% of the time, the “text deletion” operation 10% of the time, the “save document” operation
2% of the time, the “create document” operation 1% of the time, the “open document” operation 1% of the
time and the “print document” operation 1% of the time. By indicating each operation’s frequency of use,
operational profiles enable software engineers to make decisions regarding the testing of a software system.
For example, engineers may focus their testing on operations that users utilize at least 5% of the time.
Additionally, engineers may decide that a fault in an operation that a user frequently utilizes is more severe
than a fault in an operation that a user rarely utilizes, regardless of that fault’s impact on the execution of
the system. This latter method is the intuition behind this study’s fault severity measurements.

An operational profile for the case study was collected by running an Empire game with three experienced
players, all of whom responded to a game announcement posted on the Empire newsgroup. The source code
of emp-server was modified to record the commands issued by each player.® At the completion of the game,
the number of times each command was issued by the players was determined. By dividing this number
by the total number of commands issued in the game, an operational profile was created estimating each
command’s frequency of use. To explain later metrics, for each operation ¢, this frequency is defined as the
importance of operation i.

To calculate the severity of each fault in a version of the test subject, begin with the operation matrix
and the fault matrix for that version. By using the fault matrix, which maps faults to various test cases,
and the operation matrix, which maps each test case to an operation, various operations are associated with
each fault. Next, using the operational profile, sum the importance of each operation that is associated with
a fault. This sum is the severity assigned to each seeded fault in a version of the test subject. Note that
these severities are used only in the APF D¢ calculations to evaluate test case orderings, as test criticality

is used to estimate fault severities during the prioritization process.

4.1.4 Calculating Test Case Criticality

As discussed in Section 3.4, test case criticalities are used as a metric to quantify the severity of the faults
that each test case reveals. However, it is not possible to predict the faults, if any, revealed by each test
case during prioritization — before test cases are executed. This study’s test criticality metric, which must
therefore be derived without knowledge of what faults each test case might expose, is meant to estimate the
potential severity of faults that might be uncovered by a test case.

In this study, test case criticality is derived from the operational profile and the operation matrix. The
operations executed by a test case were determined by referring to the operation matrix. Each test case’s
criticality is measured as the importance of the operation it executes, as determined from the operational
profile. The notion behind this measure is that faults in operations of high importance are more severe than

faults in operations of low importance.

9The players of the Empire game were not informed that their usage was being monitored, as that might have altered their
behavior; however, all data was collected in such a manner that the anonymity of the commands issued by each player was
preserved.
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4.1.5 Calculating Test Cost

Section 3.3 discussed how engineers can use a variety of criteria to measure test costs. This case study
measures each test case’s cost by summing the amount of time required, in seconds, to execute that test
case and validate that test case’s output by comparing it against expected output (from a previous run). To
gather this timing data, two runs of the test suite were completed on non-instrumented executables. During
each run, standard UNIX system calls were used to record the time at the beginning and end of each test
case’s execution, and at the beginning and end of the process to determine whether each test case revealed
any faults in the software system. After completing these two runs of the test suite, the cost of each test case
run was calculated by averaging the results from the two runs. This average is the metric used to represent

the cost of each test case in the suite.

4.1.6 Obtaining Coverage and Difference Information

For the fn-total and fn-addtl prioritization techniques, the functions executed by each test case are traced
by inserting instrumentation code into the original source code of the software system. The Aristotle
program analysis system [19] is used to insert instrumentation code into emp-server and generate test
coverage information.

The fn-diff-total and fn-diff-addtl techniques require a representation of the fault proneness of
each function. Change indices are one representation of fault proneness that observe the functions that
have been modified between a baseline version and a modified version of a software system. As described in

Section 3.6.3, the change indices for each version of emp-server were created using the Unix diff utility.

4.2 Design
4.2.1 Test Cost and Fault Severity Scales

As discussed in Sections 3.3 and 3.4, in practice there are many ways that engineers assign test costs and
fault severities. In particular, engineers often give test costs and fault severities various weightings, and
group those costs and severities into buckets.

To investigate the cost-cognizant metric and prioritization techniques using these approaches, scales were
used to assign costs and severities to test cases and faults, and in some cases to group those assigned values.
(Because test criticalities were used to estimate fault severity during prioritization, scales operated on test
costs and test criticalities in that setting.) Four scales were selected. The first scale — the unit scale —
does not assign varying test costs or fault severities, while the other three scales are inspired by practical

scenarios.

Unit Scale: The first scale does not discriminate between the costs of test cases; rather, the costs
of all test cases are uniform. This non-cost-cognizant scale corresponds to the case in which test
costs (or fault severities) are ignored. Using this scale for both test costs and test criticalities has

the effect of rendering the four techniques non-cost-cognizant.
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Original Scale: This scale assigns to each test case (or fault) the actual cost or criticality (or

severity) that was computed for it using the approaches described in Sections 4.1.3-4.1.5.10

Bucketed Linear Scale: In this scale, the values from the original scale are sorted and split evenly
into buckets. The cost used for each test case (or severity for each fault) corresponds to its
bucket number.!! Using this approach, the buckets are used to group test cases and faults, and
the bucket numbers are used to assign weights to those groupings. This linear distribution is

similar to that used in the Mozilla application.!?

Bucketed Exponential Scale: This scale is similar to the bucketed linear scale, except that it uses
an exponential scale to assign weights by assigning to each test case a cost (or fault a severity)
of (b™ — 1), where b is the base of the scale and n is the linear bucket number; in this study,
b = 2. This scale was devised as an alternative to the bucketed linear scale by using weights to

exaggerate the cost of the most expensive test cases and the severity of the worst faults.

This paper does not claim that these four scales are the only scales that engineers could consider. These
scales were chosen with real-world applications in mind; however, in this study, they are used only as a
means for creating varying settings of test costs and fault severities. In spite of this, engineers might find
scales such as these to be useful in testing their own systems. Also, because there has been little research
into cost-cognizant test case prioritization, these scales might inspire other engineers and researchers to

investigate other approaches.

4.2.2 Variables

Each unit of analysis was created by varying the test costs and fault severities of an emp-server version.
All four prioritization techniques were then separately used to prioritize the emp-server test suite. As such,
there were two independent variables: (1) a selection of test cost and fault severity scales, of which there
are 16 possible combinations; and (2) one of four cost-cognizant prioritization techniques from Section 3.6.
Each resulting prioritized test suite was then assessed using the APF D¢ metric described in Section 3.2.

This metric was the dependent variable in this study.

4.2.3 Procedures

All 16 possible scale combinations were used to prioritize the test suite for each emp-server version. The rate
of fault detection of each resulting test case ordering was then evaluated according to the APF D¢ metric.
The first scale — unit test costs and unit test criticalities — represents a non-cost-cognizant prioritization

scheme, while the other 15 combinations represent varying possibilities for cost-cognizant prioritization.

10For all four scales, in the case of test criticalities and fault severities, this assignment was done by altering the operational
profile using these scales, and then generating test criticalities and fault severities from this altered operational profile.

11 All values that were originally zero were assigned to the first “zero” bucket.

12This distribution was obtained by querying the “bugzilla” database [31] for “Resolved” bugs on the Netscape Browser for
PC-windows 2000. For more information on Mozilla, see http://www.mozilla.org. For more information on Mozilla testing
and fault recording, see http://bugzilla.mozilla.org.
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To examine whether cost-cognizant prioritization generally provided test case orderings with greater
rates of fault detection than non-cost-cognizant prioritization, this study began by considering comparisons
between cost-cognizant techniques and non-cost-cognizant techniques. In this context, the APF D s metric
was used to measure the rate of fault detection of the test case ordering resulting from each technique in
order to make comparisons.

To consider some specific results in detail, post-mortem qualitative analyses were performed; specific
comparisons between cost-cognizant techniques and non-cost-cognizant techniques were considered in detail
in order to discern the reasons why one form of prioritization performed better than the other. This type
of comparison was performed in order to analyze how cost-cognizant techniques would have performed had
varying test costs and fault severities not been used (i.e., if the non-cost-cognizant technique would have

been used), and vice versa.

4.3 Limitations

Like any empirical study, this study has several limitations that should be considered when interpreting its
results; pertinent limitations are discussed here.

This study was conducted using only a single test suite. Unfortunately, while multiple test suites would
have been ideal, the test suite utilized in this study required several weeks to create, rendering the production
of further test suites infeasible given the time frame allotted to this study. The study also examines output
only at the end of test cases, assumes that this output can be categorized as either “pass” or “fail”, and
assumes that all reported errors are due to faults in the source and not in the test cases.

The quantitative function used to measure rate of fault detection, APF D¢, has two limitations. First,
APF D¢ does not reward a test case for detecting a fault that has been previously detected. Such test
cases, however, might prove useful to software engineers in practice. In this study, the fine granularity of
the test cases in the test suite helps mitigate this factor because each test case exercises a single operation.
However, the APF D¢ metric itself is still limited because a test suite with a coarser granularity may be
quite susceptible to this issue. Second, APF D¢ does not consider the analysis time required to prioritize
the test cases of a test suite. Previous work [40], however, suggests that analysis time is small in comparison
to test suite execution time, or that analysis can be performed before the critical regression testing process
begins.

Empire is a software system where the operational profile gathered is highly dependent on the type of
game being played, and there are many types of games possible. Still, it is possible that the profile gathered
for this study’s game is not representative of those for general Empire games. Finally, the fault seeding
process described in Section 4.1.2 allowed for the “activation” of one fault at a time, therefore preventing
one seeded fault from masking the effects of another. However, although the fault seeders were instructed to
insert faults that mimic those that they have seen in their own programming experience, the faults seeded

in emp-server may differ from the faults and fault patterns that exist in software systems.
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4.4 Results and Discussion

All possible variations of the four cost-cognizant techniques were first compared, using the four particular
scales for test costs and test criticalities, with their non-cost-cognizant counterparts. Although 16 possible
scale combinations were used to create these cost-cognizant techniques, one scale combination (unit test
costs and unit test criticalities) yields a non-cost-cognizant prioritization technique. Therefore, because the
other 15 combinations use some form of cost-cognizant prioritization, there were 15 possible comparisons
within each technique (i.e., 15 scale combinations to compare to the scale combination of unit test costs and
unit test criticalities). Because four techniques and nine emp-server versions are considered, there are 540
comparisons between cost-cognizant and non-cost-cognizant techniques.

On examining the results of these comparisons, contrary to expectations, in 74.6% of the comparisons
(403 out of 540), the test case orderings resulting from cost-cognizant prioritization had a worse rate of
fault detection, according to the APF D¢ metric, than their associated non-cost-cognizant orderings. Table
3 depicts these overall results; cells shaded gray show the cases in which the non-cost-cognizant technique
performed better than the specified cost-cognizant technique.

As can be seen in this table, in five versions (v3, v5, v6, v7, and v8), the test case orderings produced
by cost-cognizant techniques almost always had worse rates of fault detection than those produced by the
corresponding non-cost-cognizant techniques. However, in the other four versions (v1, v2, v4, and v9), the
results were relatively even between the two types of prioritization. There did not appear to be any particular
characteristics in these two sets of versions that might account for these findings. For example, the former
set of emp-server versions contained between one and seven seeded faults, while the latter set of versions
contained between one and nine faults. As another example, the former set of versions contained between
32 and 157 modified functions, while the latter set of versions contained between nine and 245 modified
functions.

Despite this, in considering these results as a whole, there do appear to have been many cases in which
cost-cognizant techniques were beneficial to regression testing, although further work is needed to investigate
in detail the types of software systems or versions for which this benefit may occur. Still, these results
are surprising because one might expect cost-cognizant prioritization to be superior to non-cost-cognizant
prioritization the majority of the time.

In examining the individual comparisons between cost-cognizant techniques and non-cost-cognizant tech-
niques, there are many cases where cost-cognizant techniques performed much better than non-cost-cognizant
techniques, and vice versa. Consequently, to determine possible explanations for the aforementioned results,
and to meet the earlier goal of examining individual comparisons between cost-cognizant techniques and non-
cost-cognizant techniques, in Sections 4.4.1-4.4.4 two cases where cost-cognizant prioritization had a greater
rate of fault detection than non-cost-cognizant prioritization are examined in detail, as are two cases where
non-cost-cognizant prioritization had a greater rate of fault detection. Each of these four cases involves a
cost-cognizant technique where either varying test costs or varying test criticalities were used, but not both.
This allows for better isolation of the factor that may have caused the results seen in each case in order to

draw meaningful conclusions. The derived observations are used to discuss the underlying reasons why, for
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Table 3: An overview of the 540 possible comparisons between cost-cognizant and non-cost-cognizant pri-
oritization. The 403 shaded cells mark cases where non-cost-cognizant prioritization was superior to cost-

cognizant prioritization.
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each case, one form of prioritization performed better than the alternative. These insights are summarized

in Section 4.4.5.

4.4.1 Cost-cognizant Prioritization has Greater Rate of Fault Detection: Case #1

In this case, the first version (v1) of emp-server is considered using the fn-addtl technique. Version v1
contains six faults. In the cost-cognizant case, test costs are considered using the unit scale, and test criti-
calities (during prioritization) and fault severities (after testing for APF D¢ evaluation) using the bucketed
exponential scale. The APF D¢ of the resulting test case ordering is approximately 97.1. However, if the
fn-addtl technique is considered using non-cost-cognizant prioritization (test costs and test criticalities
using the unit scales), the APF D¢ of the resulting test case ordering is approximately 91.8.

The cost-cognizant technique provided a greater rate of fault detection according to the APF D& metric
in this particular case. Because the only difference between the two techniques is the use of varying test
criticalities, only the varying test criticality scales could have accounted for the differences in APF D¢
between the cost-cognizant and non-cost-cognizant techniques. To explore the underlying reasons for this
difference, the fault detection behavior of the test case orderings resulting from both forms of prioritization
was considered in greater detail.

Examining the behavior of non-cost-cognizant prioritization, test cases were prioritized based only on
the number of functions that are additionally covered by a new test case. The resulting test case ordering
detects its first fault after the fourth test case. However, this fault accounts for only approximately 15.4%
of the total fault severity. The 19" test case detects a second fault accounting for 7.7% of the total fault
severity, and the 91 test case detects a third fault accounting for another 59.6%, bringing the total fault
severity detected to 82.7%. The remaining three faults are detected with the 349" 366", and 685" test
cases, respectively.

The improved rate of fault detection in the case of cost-cognizant prioritization can be attributed primarily
to the very beginning of the prioritized test suite; the second test case selected by cost-cognizant prioritization
revealed a fault accounting for approximately 59.6% of the total fault severity. In this case, using the
operational profile, test criticality rightfully assigned the test case a high criticality, which, combined with
the test case’s moderately high function coverage, placed the test ahead of many other non-fault-revealing
tests that would have had higher award values using non-cost-cognizant prioritization. The first fault-
revealing test under non-cost-cognizant prioritization — the fourth test overall in that setting — was still
selected ninth under cost-cognizant prioritization, resulting in another 15.4% of detected fault severity. This
allowed the prioritized test suite to detect 75% of the total fault severity in just nine tests. The remaining
four faults were revealed by the 142", 2037¢, 381, and 550" test cases.

The incorporation of feedback by fn-addtl is one reason why cost-cognizant prioritization performed
better than non-cost-cognizant prioritization in this particular case. Recall that fn-addtl chooses test cases
based on the number of functions that are additionally covered by a new test case. In this case, with respect
to non-cost-cognizant prioritization, this had the effect of shutting out a test case that would have detected

approximately 59.6% of the total fault severity until all functions had been covered. However, the use of
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the test criticality metric increased the award value of this test case so that it was placed before other test
cases that actually covered more as-yet-uncovered functions. This allowed the test case ordering to reveal a
very severe fault that accounted for approximately 59.6% of the total fault severity. Test criticality was an

important addition to test case prioritization in this particular case.

4.4.2 Cost-cognizant Prioritization has Greater Rate of Fault Detection: Scenario #2

In this case, the ninth version (v9) of emp-server is considered using the fn-total technique. Version v9
contains two faults. In the cost-cognizant case, test costs are considered using the bucketed linear scale,
and test criticalities (during prioritization) and fault severities (after testing for APF D¢ evaluation) using
the unit scale. The APF D¢ of the resulting test case ordering is approximately 83.1. However, if the
fn-total technique is considered using non-cost-cognizant prioritization, the APF D¢ of the resulting test
case ordering is 59.9.

The only difference between the two techniques in this case is the use of varying test costs, so only the
varying test cost scales could have accounted for the differences in APF D¢ between the two techniques. As
before, the fault detection behavior of both test case orderings is considered in greater detail.

In v9, there are two faults of equal severity. Using both forms of prioritization, each fault is detected by
the same two unique test cases (which are placed at different points in the ordered test suite). For simplicity,
these two test cases are referred to as t, and t;. In non-cost-cognizant prioritization using the fn-total
technique, the ordering of test cases is done purely on the basis of the total number of functions covered by
each test case. Test case t, covers 253 functions, while ¢, covers 181 functions, causing them to be ordered
as the 86" and 1450*" test cases, respectively. In this setting, although 50% of the total fault severity is
detected quite early with the 86" test case, the second fault is not detected until over 73% of the test suite
has been executed.

The two fault-exposing test cases, t, and ¢, are ordered earlier under cost-cognizant prioritization using
the bucketed linear test cost scale. In this setting, the cost incurred by ¢, is much lower than that of many
other test cases in the test suite. This causes the award value of ¢, to increase, and so the test case is ordered
32"? in the test suite. Similarly, the consideration of test costs causes t; to be ordered as the 7037 test case
— T47 test cases earlier than in non-cost-cognizant prioritization. As such, the APF D¢ of this test case
ordering is much higher.

The use of the linear bucketed scale to assign test costs to test cases: in this particular example, improved
the APF D¢ value of the test case ordering as compared to non-cost-cognizant prioritization. Using the linear
bucketed scale caused the test costs to be more dispersed than they would have been using the original scale.
(This is seen in Section 4.4.4, which, though a separate example, uses the same test suite and the same original
test costs.) This increased dispersing caused the award values computed by the prioritization technique to
be sensitive to test costs, allowing the technique to make a cost-effectiveness decision by choosing a test case

that is less expensive than other test cases.
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4.4.3 Non-cost-cognizant Prioritization has Greater Rate of Fault Detection: Case #1

In this case, the fourth version (v4) of emp-server is considered using the fn-total technique. Version
v4 contains six faults. In the cost-cognizant case, test costs are considered using the unit scale, and fault
severities (during APF D¢ evaluation) using the original scale. (Test criticalities are not considered because
non-cost-cognizant prioritization is used.) The APF D¢ of the resulting test case ordering is approximately
83.5. However, if the fn-total technique is considered using non-cost-cognizant prioritization, the APF D¢
of the resulting test case ordering is approximately 95.6.

In the non-cost-cognizant prioritization test case ordering, the 72"¢ of the 1985 test cases detects three
of the six faults in v4, and these three faults account for almost 88.5% of the total fault severity in v4. Soon
after, the 1927 test case detects a fourth fault, and in total more than 99.5% of the total fault severity has
been detected at this point. The 675 and 935" test cases detect the remaining two faults.

Now comnsider the case in which cost-cognizant prioritization is used. Unlike in the non-cost-cognizant
case, in this case fault detection starts much later: at the 223" test. This test detects about 66.45% of the
total fault severity, but after 11.2% of the test suite has been executed. In contrast, more than 99.5% of the
total fault severity was detected at this point in the non-cost-cognizant case. Returning to the cost-cognizant
case, after executing the 529" test, three more faults are detected, bringing the total fault severity detected
to approximately 99.5%. Finally, the 1152"¢ and 1167"" tests detect the remaining two faults, although
these faults have small fault severity relative to the other faults.

The test case that was ordered 72"¢ using non-cost-cognizant prioritization was placed early in the test
suite because of its high function coverage; it executes 261 total functions in the emp-server source code.
However, the award value of this test case is greatly diminished using cost-cognizant prioritization because
it has a much lower test criticality than many other test cases. The test criticality of this test case was very
close to zero because, according to the operational profile, most of the system operations that the test case
executes are not used often. This low test criticality caused the test case to be ordered 1237'" using the
cost-cognizant fn-total technique. This trend was also observed in relation to many other test cases that
would have detected new faults.

Initially reflecting on this result, one might wonder whether test criticality does not correlate well with
fault severity. Recall that test criticalities were used as a measure of the importance of a test case during
prioritization by attempting to correlate test cases with fault severities, which were used after prioritization
by the APF D¢ metric. However, because test criticalities were (and after all, must in practice be) derived
without knowledge of the faults exposed by each test case, the metric merely estimates the potential severity
that might be uncovered by a test case. If test criticalities do not correlate well with fault severities, they
may actually hurt prioritization.

An analysis of this particular example, however, found preliminary evidence that this was not the case.
This analysis involved calculating correlation coeflicients, which are used to determine the relationship be-
tween two properties (in this case, between various contributors in cost-cognizant prioritization). Correlation
coeflicients indicate the strength of the linear association between variables. All computations of correlation

coeflicients were performed on this particular case. The computations were based on the 1985 test cases and
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their associated attributes (award values, test criticalities, etc.) using both cost-cognizant prioritization and
non-cost-cognizant prioritization.

The correlation coefficient between function coverage and the award values used to prioritize test cases
was approximately -0.006, indicating no relationship one way or the other between function coverage and
award values in this particular example. More interesting, however, was that the correlation coefficient
between test criticality and total fault severity in this example was also very low — approximately -0.01 —
once again indicating no relationship one way or the other. This underscores the role of test criticalities in
this particular example, where test criticality estimates did not reflect fault severity, resulting in lower rates
of fault detection.

A second possible reason why this study’s test criticality metric hurt cost-cognizant prioritization in this
particular example may involve how the metric was employed in the criticality-to-cost adjustment g (see
Section 3.6). It is possible that a different adjustment would improve the APF D¢ of test case orderings in
these and other cases, or even that combining coverage information with a criticality-to-cost adjustment is
inappropriate. Further work that investigates the use of a wider variety of criticality-to-cost adjustments,
and considers different ways to combine these types of adjustments with coverage information, would be
useful to investigate these possibilities.

Of course, the observations derived from this particular example do not necessarily generalize to the
wide variety of situations in which test criticality may be used. Also, test criticality values were assigned
using only one of many possible scales. Finally, this study’s test criticality calculations were dependent on
the operational profile, and this individual profile might have been responsible for the negative role of test
criticality in this example. While further study is necessary to investigate all of these possibilities, this study’s
formative findings point out directions for researchers to explore in determining some of the underlying causes

when cost-cognizant prioritization does not perform as well as its non-cost-cognizant counterpart.

4.4.4 Non-cost-cognizant Prioritization has Greater Rate of Fault Detection: Case #2

In this case, the eighth version (v8) of emp-server is considered using the fn-total technique. Version v8
contains one fault. In the cost-cognizant case, test costs are considered using the original scale and fault
severities using the unit scale. (Test criticalities are not considered because non-cost-cognizant prioritization
is used.) The APF D¢ of the resulting test case ordering is approximately 73.1. However, if the fn-total
technique is considered using non-cost-cognizant prioritization, the APF D¢ of the resulting test case ordering
is approximately 78.1.

In v8, the one fault is detected by only two of the 1985 test cases in the test suite. For simplicity, these
test cases are referred to as t, and t,. Using the original scale for assigning test costs, the costs assigned
to t, and ¢, are approximately 15.6 and 16.2. (Recall from Section 4.1.5 that test costs were measured in
seconds.) Furthermore, the range of test costs for 99.7% of the test cases in the test suite is approximately
[14.5...22.0], with many test costs residing at the lower end of this range. These costs, combined with the

total function coverage of the test cases, cause t, and t, to be assigned as the 538" and 796'" test cases,
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respectively, in the prioritized test suite. However, when test costs are not considered, ¢, and t; are ordered
427 and 422" respectively, causing the fault to be detected earlier.

Because the actual test costs were preserved by the original scale and packed into a tight range, there was
not a great deal of difference among the costs of many test cases. This allowed the total function coverage
information used by the fn-total technique to have a strong, positive linear association on the award values
used to prioritize test cases (correlation coefficient of approximately 0.92) in this particular example. Also,
using the original scale, test costs did not have as strong an impact on the award values, as the correlation
coefficient was approximately —0.33. Therefore, there was a small negative correlation in this particular case
between test costs and award values. That is, as test costs tended to go up, award values tended to go down,
and vice versa. (This is not necessarily surprising in this paper’s implementation of fn-total because test
criticalities are divided by test costs in the criticality-to-cost adjustment g.)

These observations indicate that test costs assigned using the original scale — even when they have an
adverse impact on the test case ordering — may not have a large impact on prioritization. In fact, this may
be one reason why the APF D¢ values calculated for cost-cognizant and non-cost-cognizant prioritization
were much closer in this case than in the previous cases.

Another possible lesson of these observations, however, is that a scale that allows a large number of
test costs (or test criticalities) to migrate into a narrow, common range may be undesirable because it may
no longer appropriately distinguish test costs well enough to support effective cost-cognizant prioritization.
This suggests that scales that use buckets, such as the bucketed linear or bucketed exponential scales, may
be desirable in order disperse the test cost values of the cases in a test suite. However, note that the
aforementioned effect was possible only because the criticality-to-cost adjustment was multiplied into the

total number of functions covered by each test case.

4.4.5 Summary of Insights

The foregoing results and discussion highlight the fact that test case prioritization techniques that account
for test costs and test criticalities can be beneficial, and can be directly responsible for more effective test
case orderings in some cases. However, in other cases, these techniques are not successful. Possible reasons
for both types of observations are now discussed.

In Section 4.4.1, test criticality was the primary reason why an important fault-revealing test case was
prioritized earlier using cost-cognizant prioritization than with non-cost-cognizant prioritization. In contrast,
in Section 4.4.3 test criticality caused a similarly important test case to be prioritized far into the test suite,
resulting in a lower APF D¢ than that with non-cost-cognizant prioritization.

A preliminary lesson to researchers and practitioners from this study is that test criticality, or whatever
equivalent method is used to estimate the severity of the faults detected by test cases, is very important
to cost-cognizant prioritization (or at least to prioritization schemes using the criticality-to-cost adjustment
approach used by the particular techniques in this paper). These test criticality values should therefore be

calculated and assigned (using scales) with care.
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In the case of test costs, preliminary evidence in this paper’s study indicates that the distribution of
those costs can impact the performance of a cost-cognizant technique. In Section 4.4.2, the bucketed linear
scale caused the test costs to be dispersed, and in this particular example helped the technique prioritize
more cost-effective test cases towards the beginning of the test suite. On the other hand, in Section 4.4.4
the vast majority of the test cases were tightly grouped together into a narrow range of values, and the
cost-cognizant technique appeared to have difficulty distinguishing test cases using this information.

A preliminary lesson to researchers and practitioners is that, at least in the case of test costs, the use
of bucketed scales may be a better option than the use of unadjusted cost numbers, as buckets can help to
ensure that the distribution of test costs do not gather into one small area. Even more evidence is found
in Section 4.4.3, where the original scale was also used for test criticalities, and again non-cost-cognizant
prioritization also yielded a more effective test case ordering.

Finally, there may be room for improvement in the manner chosen to combine function coverage informa-
tion with criticality-to-cost adjustments in the techniques. There are many possible ways to combine these
attributes, and this paper’s choices represent only one such possibility. Future work exploring a variety of

ways to combine these attributes may be useful in determining the best such strategies.

5 Conclusions and Future Work

Test case prioritization is a strategy for improving regression testing, an expensive but necessary process to
validate software systems. Yet despite its use by practitioners, to date, there has been little work regarding
how to incorporate varying test costs and fault severities into this strategy. This is surprising because the
assumption that test costs and fault severities are uniform is one that is often not met in practice.

This paper makes three primary contributions to attempt to address this issue. First, a new metric,
APF D¢, is presented for assessing the rate of fault detection of prioritized test cases that incorporates
varying test costs and fault severities. This paper also discusses practical issues connected with estimating
both test costs and fault severities for use in prioritizing test cases and measuring the effectiveness of
prioritization.

Second, four techniques are adapted from previous work to account for varying test costs and fault
severities. The algorithms for these techniques are presented, and the complexity of each algorithm is
analyzed.

Third, this paper presents a case study that was conducted to begin to empirically evaluate cost-cognizant
prioritization, and how it compares to its non-cost-cognizant counterpart. The study’s results indicated that
cost-cognizant prioritization can result in more effective test case orderings in some cases. However, using
this paper’s particular techniques, it was also found that non-cost-cognizant prioritization is more effective in
many other cases. Various comparisons between cost-cognizant techniques and non-cost-cognizant techniques
were explored in greater detail, which allowed a discussion of a variety of underlying reasons for cases where
cost-cognizant prioritization performs better than non-cost-cognizant prioritization, and vice versa. This
will serve to inform the future efforts of researchers and practitioners as they explore cost-cognizant test case

prioritization as a means of performing regression testing.
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Although this paper focused on the APF D¢ metric and four prioritization techniques, other techniques
may be better suited to maximizing test case orderings under this or other metrics. The techniques presented
in this paper may also be improved by considering different notions of test cost and fault severity, such as
some of those discussed in Sections 3.3-3.4. Furthermore, practitioners do prioritize test cases by other
mechanisms that are not investigated in this paper. For example, some software organizations prioritize test
cases in order of their historically demonstrated propensity to reveal faults. Empirical studies with such
other approaches would be enlightening.

In addition to providing further opportunities to evaluate the metric and techniques, future empirical
studies will provide data with which more rigorous guidelines and assessment tools can be created for
evaluating techniques and distributions. With such guidelines and tools, practitioners may be able to better

answer the practical questions they face in deploying test case prioritization.
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Appendix A: Derivation of the Formula for the APF D Metric

Let T be a test suite containing n test cases with costs ¢1,to,...,t,. Let F be a set of m faults revealed by
T, and let f1, fa,..., fm be the severities of those faults. Let T'F; be the first test case in an ordering T" of
T that reveals fault 1.
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First, the formula for the area under the graph in Figure 4 is derived, and then normalized to obtain a
value between 0 and 1.

Consider two graphs, Figures 4(a) (upper graph) and 4(b) (lower graph). It is easy to see that the area
to be computed is the average of the areas under these graphs. Each graph can be represented as set of
slices (shown as shaded bars on the graphs), corresponding to each fault. The slice for fault i starts from
the test case that reveals i first under the given order. In the graph from Figure 4(b), this slice begins at
the TF!™ test case and extends to the end (n'" test case). In the graph from Figure 4(a), this slice begins
at the (T'F; — 1)*" test case and extends to the end (n'" test case).

The area of the slice for the upper graph is f; x Z? TF,

The area of the slice for the lower graph is f; x > j=TF+11t (for the fault detected by the last test case,
it is zero).

The area of the upper graph is Y ", (fi x E] _rr i)

The area of the lower graph is >3;" | (fi X >0 _rp 1 t)-

The average of the areas of the upper and lower graphs is
S o)X X b
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Figure 4: Graphs for use in illustrating derivation of the APF D¢ formula.
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The normalized graph area (APF D¢ value) is

doim (fi x (Z;‘L:TFi tj — %tTFi))
Z?:l tp x>y fi

The (cost-cognizant) weighted average percentage of faults detected during the execution of test suite T

is thus given by the equation:

>oicy (fi x (Z?:TFi tj — %tTFi))

APFD¢ =
“ Dot X 2L fi

3)
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