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ABSTRACT as possible, exercises features in order of frequency of use,

Test case prioritization techniqusshedule test cases for re-  or reflects their historically observed abilities to detect faults.
gression testing in an order that increases their ability to meet
some performance goal. One performance ga#d, of fault
detection measures how quickly faults are detected within
the testing process. In previous work we provided a metric,
APFD, for measuring rate of fault detection, and techniques
for prioritizing test cases to improve APFD, and reported

One potential goal of test case prioritization is to increase a
test suite’'sate of fault detectior- that is, how quickly that

test suite detects faults during the testing process. An in-
creased rate of fault detection during testing provides earlier
feedback on the system under test, allowing debugging to

the results of experiments using those techniques. This me’[-begin earlier, and supporting fas'ter strategic decisions about
ric and these techniques, however, applied only in cases inrelease schedules. Further, an improved rate of fault detec-

which test costs and fault severity are uniform. In this pa- tion can increase the likelihood that if the testing period is cut

per, we present a new metric for assessing the rate of fault_Short’ test cases that offer the greatest fault detection ability

detection of prioritized test cases, that incorporates varying in the available testing time will have been executed.

test case and fault costs. We present the results of a casén previous work [2, 11] we provided a metric, APFD, which
study illustrating the application of the metric. This study measures the average cumulative percentage of faults de-
raises several practical questions that might arise in applyingtected over the course of executing the test cases in a test
test case prioritization; we discuss how practitioners could suite in a given order. We showed how the APFD metric can
go about answering these questions. be used to quantify and compare the rates of fault detection
of test suites. We presented several techniques for prioritiz-
ing test cases to improve APFD during regression testing,
and empirically evaluated their effectiveness. Our results in-
dicated that several of the techniques can improve APFD,
1 INTRODUCTION and that this improvement can occur even for the least so-
Software engineers often save the test suites they develop s@histicated (and least expensive) techniques.

that they can reuse those test suites later during regressior)qI houdh ful'i licati he cl f orobl
testing. Reusing all of the test cases in a test suite, however though successtulin application to the class of problems

can be expensive: for example, one of our industrial collab- for which they were designed, the APFD metric and tech-

orators reports that for one of its products of about 20,000 Nidues relied on the assumption that test costs and fault

lines of code, the entire test suite requires seven weeks toseverities are uniform. In practice, however, test costs and

run. In cases such as this, testers may want to order their tes{aUIt severities can vary widely. When this occurs, the APFD

cases such that those with the highest priority, according to medtnc cr?n_ assig dn mapp(;opngte values to test caje ordedrs,
some criterion, are run earlier than those with lower priority. 21¢ techniques designed to improve test case orders under

that metric can produce unsatisfactory orders.

Keywords
test case prioritization, regression testing, test cost, fault
severity, rate of fault detection

Test case prioritization techniqué¢®, 11, 13] schedule test

cases in an order that increases their effectiveness at meetin hergfore, in thls'paper we present a new, more general
etric for measuring rate of fault detection that accounts

some performance goal. For example, test cases might b ) ) .

scheduled in an order that achieves code coverage as quickI)EO,r varying test- case a}nd .fault costs. To fur th.e.r |nyest|gate
his metric and its application, we present prioritization tech-
niques that account for these varying costs, and results of a
case study in which we apply these techniques under sev-
eral different test case and fault severity cost distributions.
This study raises several practical questions that might arise
in applying test case prioritization, and we discuss how prac-
titioners could go about answering them.



2 THE TEST CASE PRIORITIZATION PROBLEM Figure 1.C reflects what happens when the order of test cases
In [2, 11] we described the test case prioritization problem; is changed tcE—D-C-B-A yielding a “faster detecting”

we briefly review that work here. suite tharil'1 with APFD 64%. Figure 1.D shows the effects

of using a prioritized test suit&€3 whose test case order is

The Test Case Prioritization Problem: C-E-B-A-D. By inspection, it is clear that this order results

Given T, atest suiteP’T’, the set of permutations of in the earliest detection of the most faults and illustrates an
T; f, afunction fromPT to the real numbers. optimal order, with APFD 84%.
Problem FindT" € PT suchtha{vT") (T" € PT) Limitations of the APFD Metric

(T #T) [F(T") > F(T")]. The APFD metric just presented relies on two assumptions:

In this definition, PT is the set of possible prioritizations (1) &ll faults have equal severity, and (2) all test cases have
(orders) ofT, and f is an objective function that, applied to  €dual costs. (These assumptions are manifested in the fact

any such order, yields aaward valuefor that order. that the metric simply plots the percentage of faults detected
against the fraction of the test suite run.) Our previous em-

There are many possible goals for prioritization. For exam- pirical results [2, 11] suggest that when these assumptions
ple, testers may wish to increase the coverage of code in theho|d, the metric operates well. In practice, however, there
system under test at a faster rate, increase their confidence igre cases in which these assumptions do not hold: cases in
the reliability of the system at a faster rate, or increase the which faults vary in severity and test cases vary in cost. In
rate at which test suites detect faults in that system duringsych cases, the APFD metric can provide unsatisfactory re-

regression testing. In the definition of the test case prioriti- sy|ts, as the following simple examples illustrate.
zation problemf represents a quantification of such a goal. . ) o o
Example 1.Consider the testing scenario illustrated in Fig-

Given any prioritization goal, variousst case prioritization  yre 1. Under the APFD metric, when all ten faults are equally
techniquesnay be used to meet that goal. For example, t0 severe and all five test cases are equally costly, orieBs-
increase the rate of fault detection of test suites, we might c_p_g andB—A-C-D-Eare equivalent in terms of rate of
prioritize test cases in terms of the extent to which they ex- fauit detection; swapping andB alters the rate at which
ecute modules that have tended to fail in the past. Alterna-particular faults are detected, but not the overall rates of
tively, we might prioritize test cases in terms of greatest-to- fayit detection. This equivalence is reflected in equivalent
least coverage-per-cost of code components, or in terms ofApFDs (50%). Suppose, however, tiBats twice as costly
greatest-to-least coverage-per-cost of features listed in a rexgA; requiring two hours to execute wheterequires one.
quirements specification. In any case, the intent behind the|n terms of faults-detected-per-hour, test case obe@—C—
choice of a prioritization technique is to increase the likeli- p_g js preferable to ordeB—A-C—D-E, resulting in faster

hood that the prioritized test suite can better meet the goalgetection of faults. The APFD metric, however, does not
than would an ad hoc or random order of test cases. distinguish between the two orders.

3 MEASURING EFFECTIVENESS _ Example 2 Again working with the scenario given in Figure

To measure how rapidly a prioritized test suite detects faults 1 suppose that all five test cases have equivalent costs, and
(the rate of fault detection of the test suite) we require an ap- suppose that faults 2-10 have severitywhile fault 1 has
propriate objective functiorf. For this purpose, in [2, 11]  severity2k. In this case, test cagedetects this more severe
we defined a metric, APFD, which represents the weighted faut along with one less severe fault, whereas test &ase
average of the percentage of faults detected during the exegetects only two less severe faults. In terms of fault-severity-
cution of the test suite. APFD values range from 0 to 100; {etected, test case ordesB—C—D—-Eis preferable to order
higher values imply faster (better) fault detection rates. B—A-C-D-E Again, the APFD metric does not distinguish

Consider an example program with 10 faults and a test suitePetween these two orders.

shown in Figure 1.A. Suppose we place the test cases in 0-ApFD metric proclaims two ordeesjuivalentvhere our in-

der A-B-C—D-Eto form prioritized test suitd"1. Figure  yjitions say they are not. It is also possible, when test costs
1B shows the percentage of detected faults versus the fracyy fault severities differ, for the APFD metric to assign a
tion of 7'1 used. After running test cage 2 of the 10 faults  highervalue to a test case order that we would consieles

0.2 of T'1 has been used. After running test c8& more fayts are equally severe, and that test c#seB, D, andE

the curve represents the weighted average of the percentag@prEp metric this order is assigned an APFD value of 84%
of faults detected over the life of the test suite. This area is (see Figure 1.D). Consider alternative test case dee—

the prioritized test suite’s average percentage faults detecteds_a_p_ This order is illustrated with respect to the APFD
metric (APFD); the APFD is 50% in this example.
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Figure 1: Examples illustrating the APFD metric.

metric in Figure 2; because that metric does not differenti- test-cost” than does ordé&-B—C—-D-E! Again, the APFD
ate test cases in terms of relative costs, all vertical bars inmetric would not make this distinction.

he graph (representing individual have th m

the graph (representing individual test cases) have the sa ?ANew Cost Model

width. The APFD for this order is 76% — lower than the . .
i The foregoing examples suggest that, when considering the
score for test case ord€—E—B—-A-D. However, in terms . .
relative merits of test cases, a measure for rate-of-fault-

of faults—detggted-per-hour, the second ordeic-B-A-D) detection that assumes that test case costs and fault severities
is preferable: it detects 3 faults in the first hour, and remains . .
are uniform can produce unsatisfactory results.

better in terms of faults-detected-per-hour than the first order
up through the end of execution of the second test case. The notion that a tradeoff exists between the costs of test-
ing and the costs of leaving undetected faults in software is
Test Case Order- E-C-B-A-D fundamental in practice, and testers face and make decisions
100 about this tradeoff frequently. It is thus appropriate that this
90 tradeoff be considered when prioritizing test cases. A metric
’;g for evaluating test case orders must accommodate the factors
underlying this tradeoff. It is our thesis that such a metric
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APFD = 76% We have created such a metric by adapting our APFD metric;

o “units-of-fault-severity-detected-per-unit-test-cast”
20 \
(1)0 1 we call our new “cost-cognizant” metri@PFD¢. In terms
0 02 04 06 08 10 of the graphs used in Figures 1 and 2, creation of this new
Test Suite Fraction metric entails two modifications. First, instead of letting the

horizontal axis in such a graph denote “Test Suite Fraction”,
we let it denote “Percentage Total Test Case Cost Incurred”.
Now, each test case in the test suite is represented by an in-
An analogous example can be created by using varying fau|tterval along the horizontal axis, vyhose length is proportional
severities while holding test case costs uniform. to the percentage of total test suite cost accounted for by that
test case. Second, instead of letting the vertical axis in such
Example 4 Finally, consider an example in which both fault a graph denote “Percent Detected Faults”, we let it denote
severities and test case costs vary. Suppose that test cas@ercentage Total Fault Severity Detected”. Now, each fault
B is twice as costly as test cage requiring two hours to  detected by the test suite is represented by an interval along
execute wheré\ requires one. In this case, in Example 1, the vertical axis, whose height is proportional to the percent-
assuming that all ten faults were equally severe, we found age of total fault severity that fault accounts for.
test case ordeA—B—C—-D-E preferable. However, if the
faults detected b8 are more costly than the faults detected
by A, orderB-A-C—D—-E may be preferable. For example,
suppose test cagk has cost “1”, and test cad® has cost
“2". If faults 1 and 5 (the faults detected &) are assigned Ln this example we have assumed, for simplicity, that a “unit” of fault
severity “1”, and faults 6 and 7 (the faults detectec®)yare severity is equivalent to a “unit” of test case cost. Clearly, in practice, the
. y ! . . B relationship between fault severity and test case cost will vary among ap-
aSS|gr_1ed severities gr?ater than “27, then ofgleA-C-D— ~ plications, and quantifying this relationship may be non-trivial. We discuss
E achieves greater “units-of-fault-severity-detected-per-unit- this further in the following sections.

3

Figure 2: APFD for Example 3.

In this context, the “cost” of a test case and the “severity”
of a fault can be measured in various ways. If time (for test
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Figure 3: Examples illustrating the APEDOmetric.

execution, setup, and validation) is the primary component A—-C—D—-E. Note that whereas the (original) APFD metric
of test case cost then execution adequately tracks that costdid not distinguish the two orders, the APEDnetric gives
However, practitioners could also assign test case costs basegdreference to the faster-detecting orderB—C-D-E

on factors such as hardware costs or engineers’ salaries. . . L
9 The other pairs of graphs illustrate the application of the

Similarly, fault severity could be measured in terms of the APFDs metric in Examples 2, 3, and 4, The pair of graphs
time required to locate and correct a fault, or practitioners in Figure 3.B, corresponding to Example 2, show how the
could factor in the costs of lost business, damage to personsiew metric gives a higher award to the test case order that
or property, and so forth. In any case, the ARFDetric reveals the more severe fault earlié—8—C—D—-B), under
supports these interpretations. (In the context of APk the assumption that the severity value assigned to faults 2-10
are concerned not with predicting these costs, which mayis 1 and the severity value assigned to fault 1 is 2. The pair
be difficult, but with measuring the costs after they have oc- of graphs in Figure 3.C, corresponding to Example 3, show
curred, so as to evaluate various test case orders.) how the new metric distinguishes test case orders involving

a high-cost test cage: instead of undervaluing ord&-C—
B-A-D, the metric now assigns it greater value than order
C-E—-B-A-D. Finally, the pair of graphs in Figure 3.D, cor-
responding to Example 4, show how the new metric distin-
guishes between test case orders when both test case costs
and fault severities are non-uniform, under the assumptions
that test case B has cost 2 while all other test cases have cost
1, and that faults 6 and 7 have severity 3 while all other faults
have severity 1. In this case, the new metric assigns a greater
To illustrate the APFR metric from this graphical point of ~ value to ordeB—A—C—-D-Ethan to ordeA-B—-C-D-E
e e ns o Thelamesoom U APFD, e can b quaniatsely deseried s .
of graphs (Figure 3.A) correspond to Example 1: the upper lows. LetT be a test suite containingtest cases with costs
of the pair represents the APECfor test case ordeA—B— f1,t2,.. ,tn. LEtF"be a set ofn faults revealed by, and

let f1, fo, ..., fm be the severities of those faults. LEF;
C-D-E and the lower represents the APETor orderB-— be the first test case in an orderifitjof T that reveals fauli.

Under this new interpretation, in graphs such as those just
discussed, a test case’s contribution is “weighted” along the
horizontal dimension in terms of test case cost, and along
the vertical dimension in terms of the cumulative severity of
faults it reveals. In such graphs, the curve delimits a greater
area for a test case order that exhibits greater “units-of-fault-
severity-detected-per-unit-test-cost”; the area delimited con-
stitute our new APFP metric.



The (cost-cognizant) weighted average percentage of faultsour attention to four of these. One technique is an experi-
detected during the executionBf is given by the equation:  mental control, and three are practical heuristics. All three
heuristics have previously been investigated in forms that do

S (X (S ti—Ltrr,)) not account for test case costs and fault severity; the versions

APFDo = ST ST (1) that we present here are adapted to account for these effects.

We briefly describe each technique and the necessary adap-

Note that Equation 1 remains applicable when either test casdations below, additional details can be found in [6].
costs or fault severities are identical. Further, when both testpandom Ordering (random).
case costs and fault severities are identical, the formula re-pg g experimental control, one prioritization “technique”

duces to the formula for APFD. that we consider is to randomly order the test cases in the
Estimating Test Case and Fault Severity Costs test suite. Such an ordering makes no attempt to account for

As mentioned earlier, the APRDmetric is concerned not ~ Varying test case costs and fault severities.

with predicting test case costs and fault severities, but with Aqqitional Statement Coverage Prioritization (st-addtl).
assessing prioritization orders after-the-fact when these val-pqgitional statement coverage prioritization greedily selects
ues are known. As such, the metric serves to evaluate the, est case that yields the greatest statement coverage, then
results of prioritization, and to compare and evaluate priori- adjusts the coverage data about remaining test cases to indi-
tization techniques. When crgating prioritiza.tion techniques cate their coverage of statements not yet covered, and then
themselves, however, if we wish those techniques to accountgpeats this process until all statements covered by at least

for varying test case and fault severity costs, we need t0 begne test case have been covered. If test cases remain, the
able to predict such costs. process is repeated.

Where test case costs are concerned, when prioritizing forp, adapt this technique to the case in which test case costs
regression testing, prioritization techniques can take advan-gnd fault severities vary, instead of summing the number of
tage of data gathered in previous executions of the test suitesiatements covered additionally by a test cage calculate
(e.g., timestamps in test script outputs). Of course, this datagne worth ofj, we sum the values cﬁw for each state-
may not reflect precisely the test case costs that will occur .+ - Jvered additionally by, wherz)grjiticalityi is an es-

in the future after the program under test has been mOdiﬁed’timate of the severity of a fault occurring in statemerend

so we must be satisfied with estimates. It seems reasonable, . is the cost of test case The notion behind this ratio
; i j

however, to gxpect that historical test case cpst data can be criticality to cost is to reward test cases that have greater

used to predict future test case costs with sufficient accuracy. ..o o fault-severity-detected per unit-test-cost

Finally, in practice, such estimates are often available [10]. '

. . . - Additional Function Coverage Prioritization (fn-addtl).
Predicting fault severity in practice is more difficult. Several Analogous to additional statement coverage prioritization

techniques, however, have been proposed for use in doing Sq, + onerating at the level of functions, this technique priori-

[8, 10, 12]. For example, Musa [8] introduces guidelines for ;o5 test cases according to the total number of additional
the definition of failure severity classes by which each sys- ¢ . tions they cover. To adapt this technique to the case
tem operation can be associated with a class of failures, USU54 which test case costs and fault severities vary, we do as

ally based on experience gnd historical dgt'a. A similar pro- with additional statement coverage, Summﬂﬁgéf'g:tllityi val-
cedure can be used to estimate module criticality. More con- A

sistent classifications arise from software with high safety re- ues, butin this C.ase.riticali.tyi I.S an estimate Of the severity

guirements, where each failure event must have a probabilityOf a f-ault occurring irfunction, and our sum is across the
S . o - functions covered by test cage

and a risk level (e.g, catastrophic, critical, and negligible).

The criticality of each component is then derived from its Additional Fault Index Prioritization (fn-fi-addtl).

association with a set of failure events [12]. Certain functions are more likely to contain faults than oth-

Th ven if fine-arained estimates of fault severii ( for ers, and this fault proneness can be associated with measur-
us, eve €-grained estimates ot fauft SEverities (or, fo able software attributes [1, 5, 7]. Additional fault index pri-
that matter, test case costs) cannot be obtained, it may be use-

ful to identify coarse-grained ranking schemes by assignin oritization takes advantage of this association by prioritiz-
. 9 . 9 . y gning ing test cases based on their history of executing fault prone
numeric cost values to categories of severities (or test costs)

) ) ) functions. To represent fault proneness, wefasit indexes
In Section 4, we de'scrlbe t.WO test case cost ran!«ng S;Cheme%ased on principal component analysis [3, 9]. Given these
and one fault severity ranking scheme based on industry datafault indexes, additional fault index prioritization is simi-

and we use them in a case study of prioritization. lar to additional function coverage prioritization. The set of
Test Case Prioritization Techniques functions that have been covered by previously executed test
In previous work [2, 11] we have considered various prioriti- cases is maintained. To find a next best test case we com-

zation techniques; in this paper, because our primary focus ispute, for each test case, the sum of the fault indexes for each
on metrics for measuring rate of fault detection, we restrict additional function that test case executes. The test case for

5



which this sum is the greatest wins. This process is repeated

until all test cases have been prioritized.

To adapt this technique to handle varying test case costs and

fault severities, instead of summing fault index values for
each function covered, we sum the values/&f<iticality;

cost;

for each function; covered additionally by, where fi; is
the fault index ofi, criticality; is an estimate of the severity
of a fault in functioni, andcost; is the cost of test case

4 CASE STUDY

To illustrate the practical application of our metric and some
of the ramifications of using it, we present the results of a
case study. The goal of the case study is to show how dif-

ferent test case cost and fault severity distributions can affect

the rate of fault detection as measured by ARFD

As a target for this case study we used a program called
space . Space is an interpreter for an array definition lan-
guage (ADL), developed for the European Space Agency,
consisting of 6218 lines of executable C code. We next enu-
merated the variables that needed to be considered. Th
independent variables were faulty version, test suite, fault-
severity and test-cost distribution, and prioritization tech-
nigue. The dependent variable was the ARRlue.

Because the focus of our study was the impact of test case

cost and fault severity distributions on prioritization, we at-
tempted to control for the effects of test suite composition

and the type of changes represented in each version. For test

suites, we used 50 branch-coverage-adequate test suites ge

erated for use in previous studies [11]; these suites ranged

in size from 148 to 166 test cases. To control for type of

changes we used ten versionspéce that contained faults

of different types; each fault had been discovered during the
program’s development. The multi-fault versions contained
between one and eight faults apiece, averagifigeach.

We used several different test case cost and fault severity dis-

tributions. Each distribution was evaluated under each com-
bination of test suite and version, discriminating by prioriti-
zation technique. We describe these distributions next.

Test Case Cost and Fault Severity Distributions
We used five test case cost distributions, as follows:

e Unit: all test case costs are ones. This corresponds to
the case in which test case costs are not considered.
Random:test case costs are uniformly distributed over
the rangél . .. 10].

Normal: test costs are normally distributed over the
rangell ...10], with mean 5.0, standard deviation 2.0.
Mozilla: Test costs are distributed as in the Mozilla ap-
plication (see Table 1) into four levels. Mozilla was the
original name for Netscape Communicator and is now
an open-source web browser involving hundreds of de-
velopers and thousands of testérs.

2For more information on Mozilla see www.mozilla.org. For more in-
formation on Mozilla testing and fault recording see bugzilla.mozilla.org.
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e QTB: Test costs are distributed as in the QTB applica-
tion (see Table 2). QTB is a real time embedded soft-
ware system of more than 300KLOC developed by one
of our industrial partners (see Reference [4] for details).

Name level description percentage
HTML 1 least expensive 87
Printing 2 more expensive 1

Smoke tests 3 expensive 2

Buster 4 most expensive 10

Table 1: Mozilla test case cost distribution.

level | description | percentage
1 not expensive 88
10 expensive 12

Table 2: QTB test case cost distribution.

To apply each test case cost distribution (other than unit,

vhose application was trivial) we generated a set of cost

numbers having the required distribution, and then randomly
mapped those numbers to test cases.

We used three fault severity distributions, as follows:

e Unit: all fault severities are ones. This corresponds to
the case in which fault severities are not considered.

e Mozilla linear: fault severities are distributed as in the
Mozilla application (see Table 3), into six levels; these
costs are assigned on a linear scale from 1 througyh 6.

¢ Mozilla exponentialsimilar to Mozilla linear, but with
fault severity values assigned on an exponential scale
from 2° through25.

n_

linear level | exponential level| severity | percentage
1 1 trivial 2
2 2 minor 11
3 4 normal 6
4 8 major 76
5 16 critical 4
6 32 blocking 2

Table 3: Mozilla fault severity distributions.

Applying the unit fault severity distribution was trivial. Ap-
plying the two Mozilla fault severity distributions, however,
was more difficult. The difficulty is that our prioritization
techniques use information on module criticality in an at-
tempt to prioritize in a manner that accounts for severity, but
we did not have any historical data to support the estimation
of module criticality. Thus, we required the generation of
both module criticality and fault severity assignments.

Creating these two assignments independently cannot reflect
any correlation between module criticalities and fault sever-

3This distribution was obtained by querying the bugzilla database for
“Resolved” bugs on the Netscape Browser for PC-windows2000.



ities, and the existence of such a correlation is a prerequi
site for prioritization technigues that use module criticality to
predict fault severity. Instead, our approach is to assume th P
a correlation between module criticalities and fault severi- ~ «| q |
ties exists, and rely on this assumption in generating mod I
ule criticality and fault severity assignments. To apply eact

fault severity distribution (other than unit) we generated a se ; a4 |
of severity numbers with the required distribution, and ran- %
domly mapped those numbers to modules. We then consic

ered each faulf, and assigned t$ a severity number equal

to the criticality number of the module containirfig
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This approach does not allow us to investigate and com : i
pare prioritization techniques fairly, unless our investigations ™ — . e 3-accs e ——

are restricted to conditional hypotheses beginning with the BE i B RERDO woRsla BE i

clause: “Suppose the assumption that a close correlation b

tween module criticality and fault severity exists is valid”.

However, our focus in this study is not on the performance  Figure 4: Mean APFD per distribution, per technique.

of prioritization techniques, but rather, on the effects that

fault distributions and choices of severity values can have bution studied. The height of each bar denotes the average
on APFD. In presenting our data, we take care to condition APFDo measured for test suites prioritized under the tech-
our conclusions to reflect our methodology. nique and distribution associated with that bar.

Given these five test case cost distributions and three faultAs the figure shows, in our study, test case cost distribution
severity distributions, there are fifteen combinations of test did have an impact on the overall average rate of fault detec-
case cost and fault distributions to consider. We restricted tion of prioritized test suites as measured by ARFRcross

our attention to nine of these, as shown in Table 4. all runs with all techniques (as shown by the leftmost set of
bars). These differences were statistically significant; how-
unit | random | normal | Mozilla | QTB ever, they were not as large as we expected: the average over-
unit X X X X X all APFD., values for the different distributions differing by
Mozillalin. | X X no more than 1 percentage point. Moreover, discriminating
Mozilla exp. | X X by technique (within each of the four rightmost sets of bars)

we discovered that the extent of the impact varied with tech-
nigue. For example, under st-addtl, the variance in average
APFD¢ across different distributions was statistically signif-
icant, whereas under fn-fi-addtl it was not.

Table 4: Fault severity distributions (left) versus test case
cost distributions (above). Entries marked with “X” indicate
combinations that were utilized in the study.

5 Results and Discussion _  The preceding analysis, however, was performed on aver-
We present the results of our study in three steps. First,age APFR. values, and an investigation of individual dif-
we analyze the impact of varying test case cost distributions ferences in APFD paints a different picture. The graphs in

a unit fault severity distribution. Second, we describe the ef- of prioritized test suites under the unit test case cost distri-
fects of varying fault severity distributions across different pytion compared to three of the four other distributions (sub-
prioritization techniques while maintaining a unit test case figures A through C, respectivel§)ln each graph, the hori-
severity. Interleaved with this presentation, we cite practical each of the four prioritization techniques. The observations
questions that might arise in applying test case prioritization, are sorted by technique in order fn-addtl, st-addtl, fn-fi-addtl,
and discuss the answers to those questions. random, and within technique by test suite and version. (The
Varying Test Case Cost Distributions solid vertical lines in the figures delimit the boundaries be-

Figure 4 provides an initial view of the APkDvalues mea-  tween the data points for the four techniques.)
sured under different test case cost distributions in our study.  4pye to space limitations we do not include the complete statistical anal-
The figure displays five sets of bars — one set presentingysis of our data in this paper; however, it can be found in [6]. The complete
APFD¢ values averaged across all runs with all techniques analysis inplud_es the result_s of applying ANQV_A a_nalysis and Tukey tests
(left), and one set per technique presenting APRRlues ~ '© all combinations of techniques and cost distributions, o

. . We omit the graph comparing the Unit distribution to the Mozilla dis-
averaged across all runs with that technique. Each set of bargipution for space considerations; it is similar to the graph comparing the

contains five individual bars — one for each test cost distri- Unit distribution to the QTB distribution, and can be viewed in [6].
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A. Absolute differences: Unit vs Random B. Absolute differences: Unit vs Normal C. Absolute differences: Unit vs OTB

Figure 5: Absolute differences in APEDralues across all observations, for three non-unit distributions vs. the unit distribution.

Figure 5 illustrates the extent to which, for individual pri- Varying Fault Severity Distributions

oritized suites, APFD values under each distribution differ Our analysis of fault severity distributions show that fault
from APFD values obtained with unit test case costs. In severity distribution had a significant effect on the ARFD

a few cases, the differences in APE@xceed 50%, and in  values for each prioritization technique. This is illustrated by
many cases they exceed 20%. This constitutes further evi-Figure 6, which displays four sets of box plots (one set for
dence of the need to include test case cost distribution as areach technique); each set of box plots contains one box plot
integral part of APFR (failing to do so may provide poor for each of the three fault severity distributions, showing the
prioritization). Further, because the unit test case cost distri- distribution of APFL}- values over the test suites prioritized
bution produces APFP values equivalent to those produced by its associated technique and fault severity distribution.
by the (original) APFD metric, these differences show the

extent to which the APFD and APEDmetrics differ.

Figure 5 also shows that under fn-addtl and st-addtl, test cot

distributions exhibited higher variability in APRDthan un- ' i ik = |
der the other techniques (with st-addtl exhibiting the greates * e
variability). This suggests that for certain techniques the be
havior of the distributions is more predictable than for others. .. = |

=

APED

Finally, looking back at Figure 4 (previous page), all prior-
itization techniques provided (significant) improvements in
APFD¢ over the random technique on average, under alltes ™| o
case cost distributions. Thus, even for a technique thatis nc & mOmLLs
the “best”, and independently of test case cost distribution e
prioritization improved rate of fault detection. b

Practical Question 1. | am about to develop a new test suite
for one of our products. What can | do to make the test suite

more suitable for prioritization? Figure 6: APFDRQ: values, per distribution, per technique.

We conjecture that the use of many smaller test cases, ratheAs the figure shows, fn-fi-addtl exhibited the most consistent
than fewer larger ones, provides opportunities for test casebehavior across distributions; it also exhibited better perfor-
scheduling, increasing the potential for prioritization gains. mance than other techniques. Random, in contrast, was the
The Unit distribution with all small test case costs (and the most susceptible to variation across distributions, and exhib-
Mozilla and QTB distributions to a lesser extent), for which ited the poorest performance among the techniques.
average APFP was higher than those of other distributions,
provides initial evidence to support this conjecture. By parti-
tioning larger test cases, the scope of the average test case d
creases, allowing prioritization techniques to more precisely
discriminate between test cases. Expensive test cases, eve PFD. than distribution A on our previous release, but the

in small numbers, can limit the opportunities for prioritiza- . . . :
tion (this is more likely when expensive test cases cover Sec_@ﬁ‘erence in APFId's was not large. There is no difference

tions of the program that are likely to contain faults). :?eg;fmﬁﬁztjvﬁrcﬁS&?S%ritgjtigff;eﬁsteq;smbuuons' How can |

Practical Question 2. | have access to two fault severity
g_istributions A and B corresponding to previous releases of
our product. | performed a small study using the two dis-
ibutions, and found that distribution B provided a higher



100

Even a small difference in APRDcan indicate that a par-
ticular distribution can find faults that may cause the most
damage earlier in a testing cycle. Whether this difference € so |-
will amount to apractical difference, however, depends on '
other factors. For example, if the test suite executes quickly
it may make no sense to use prioritization in the first place.
To answer the question, an illustration of the practical impact
of the differences between APEDralues is needed.

60 B

ault Severity Dete

40 H g

P f&ntage of Total F:

One approach is to construct the graphs representing theg ,, |; unitonit A
APFD¢ scores for the two distributions on the previous re- unitMagila. exponental

lease. Then, alter the horizontal axis label to reflect actual ‘ ‘

test execution costs (e.g. substituting time). From sucha °o 20 ontage 2% otal Test casESost incurred 100
graph it will be more clear how the two orders compare. ‘ | | | | |
To illustrate, we performed such an analysis on one version  ° 10 2 30 40 %0
of space under the fn-fi-addtl technique. In this case, the Days/Hours

APFD¢ for unit test case cost with unit fault severity was

80%, the APFD, for unit test case cost with Mozilla linear Figure 7: APFD: curves for Practical Question 2.
fault severity was 84%, and the APFD for unit test case cost

with Mozilla exponential fault severity was 93%. results obtained by varying both distributions concurrently.

To simplify the presentation, we focus on the behavior of

The graph in Figure 7 depicts the tops of the ARFEurves i
grapn In Figu P P v APFD¢ under just 50 randomly sampled cases of st-addtl.

for these 3 distributions, with the x-axis representing the
percentage of total test case costs incurred and the y-axisFigure 8 presents a scatter plot to represent three combined
representing the percentage of total fault severity detected.distributions: (1) unit test case cost with unit fault severity,
After having incurred only 2% of the test case costs, the (2) Mozilla test case cost with linear Mozilla fault sever-
differences between distributions has become evident. Theity (3) Mozilla test case cost with exponential Mozilla fault
Mozilla-exponential fault severity distribution has captured severity. The x-axis represents the ARFBalue under the
80% of the accumulated fault severity, the Mozilla-linear unit-unit distribution, and each point plotted represents the
fault severity distribution has captured approximately 50%, value of APFR: under one of the other two distributions.

and the unit fault severity distribution has captured less than ) o

35%. The disparity among distributions grows smaller as ad- 1€ Plot shows that the APRbvalues for the unit-unit dis-
ditional test cost is incurred, and by the time 40% of the test trioution were significantly different from the APRDval-

cost has been accounted for, 100% of the fault severity hasu€s under the other distributions; this is evident from the
been captured by all three distributions. large variance in the plots for both Mozilla distributions. The

_ o . choice of different combinations of test case cost and fault
What is the practical impact of these differences? Supposeseverity distributions did thus have an impact on ARED

first that the scale below the x-axis represents the time in ) . o
days required for the test suite to be executed. In this case To further illustrate the differences among the distributions
under the Mozilla-exponential distribution, 80% of the total W€ fittéd the individual cases with linear equations using
fault severity has been accounted for within 4 days, whereas'€9r€ssion analysis, and drew 95% confidences intervals
under the Mozilla-linear distribution the same severity is not 2round the regression lines. In the figure, the central line

accounted for until after approximately 19 days. These sav- fpr each distribution is the regression line for.thaF distribu-
ings may be significant if the product must be shipped be- io: the other two lines (bands) for each distribution repre-
fore the testing process is completed, because the most seS€Nt the probability that the "true” fitted line (within the pop-
vere faults are more likely to have been detected. glatlon of points con5|dere_d) falls t_)etween the _bands.. The
lines suggest that the Mozilla/Mozilla-exponential distribu-
Suppose, however, that the execution of the test suite is action combination provides the highest APEDalues, but as
complished over the weekend and its cost can be measured iIMPFD. becomes closer to 100, both of the distribution com-
hours instead of days. In this case, the differences betweerpinations involving Mozilla converge.
the distributions may not be practically significant. Thus, as
the overall testing costs diminish, the impact of choosing a

particular distribution is lessened.

Practical Question 3. What considerations should | attend
to when specifying test cost and fault severity distributions?

Varying Test Cost and Fault Severity Distributions Applying Ii.n'ear transformations to a scale of test costs or
Having analyzed the effects of varying test case cost arm|fault severities does not affect APEDralues. For example,

fault severity distributions individually, we now consider the 9iven a three-level fault severity ranking scheme, choosing
severity values 1, 2, and 3 is equivalent to choosing 10, 20

9
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ers answer the practical questions they face in deploying test
case prioritization.
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Figure 8: APFDRQ; values for combined distributions.

and 30 where evaluation of test case orders is concerned, be-
cause it does not affect the units-of-fault-severity-detected-
per-unit-test-cost-values of test cases relative to one another.
In contrast, applying non-linear transformations to a scale of
test case costs or fault severities can affect ABRRlues
because it can alter the relative worth of test case orders as
shown by the Mozilla-exp distribution presented above.

6 CONCLUSIONS

We have presented a new metric, ARKDor assessing the
rate of fault detection of prioritized test cases, that incorpo-
rates varying test case and fault costs. We have also pre-
sented techniques for prioritizing test cases that attempt to
account for the effects of varying test case cost and fault
severity. Our case study applying these techniques illustrates
the application of the metric and several effects that arise in
the use of different test cost and fault severity distributions.
The results of the study also highlight differences between
the previous and new metrics.

Our focus in this work has been the APEDnetric. We
have presented a few prioritization techniques intended to
improve prioritization under this metric, but there may be
other techniques better suited to maximizing the objective
function represented by APRD Furthermore, practitioners
currently do prioritize test cases by other mechanisms not
investigated here. Experiments with such other approaches
would be enlightening.

We are currently constructing infrastructure with which to
experiment further with our metrics and techniques; such in-

frastructure will support both rigorous experiments in which [11]

factors such as test cost and fault severity can be controlled
and varied, and case studies using real systems, with test cost

and fault severity data drawn directly from those systems. [12]

In addition to providing further opportunities to evaluate the
metric and techniques, such experiments will provide data
with which we can create more rigorous guidelines and as-
sessment tools for evaluating techniques and distributions.
With such guidelines and tools, we hope to help practition-

10
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(13]
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