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ABSTRACT

Cyber-Physical Systems (CPS) involve communication, adeip
tion, sensing, and actuating through heterogeneous aredyndas-
tributed physical devices and computational componerits.close
interactions of these systems with the physical world @dasents
as the major building blocks for the realization of CPS. Mgpecif-
ically, the system components and design principles shioellce-
visited with a strictlyevent-basedpproach. In this paper, a concept
lattice-based event model for CPS is introduced. Undemtiodel,
a CPS event is uniformly represented by three componewent
type its internal attributes andits external attributes The inter-
nal and external attributes together characterize the, typatio-
temporal properties of the event as well as the componeat®th
serve it. A set of event composition rules are defined wher€®S
event composition is based onC#S concept latticeThe result-
ing event model can be used both aéftine analysis toohs well
as arun-time implementation modelue to its distributed nature.
A real-life smart home example is used to illustrate the pseyol
event model. To this end, a CPS event simulator is implerdeote
evaluate the developed event model and compare with theénexis
Java implementation of the smart home application. The eoimp
son result shows that the event model provides several tayem
in terms of flexibility, QoS support, and complexity. The posed
event model lay the foundations of event-based system mi@sig
CPS.

Categories and Subject Descriptors

D.4.7 [Organization and Design]: Real-time and embedded sys-
tems
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1. INTRODUCTION

The Cyber-Physical Systems (CPSs) are envisioned as petero
neoussystems of systemghich involve communication, computa-
tion, sensing, and actuating through heterogeneous aredyndas-
tributed physical devices and computation components [THe
components of a CPS are connected through wired and wireless
networks in a large scale and orchestrated together as awhol
Moreover, CPS introduces several challenges for systengrdes
(1) to support high system flexibility such that the CPS compo
nents in the system are free to join or leave dynamicallytd@up-
port various Quality of Services (QoS) requirements throogt
every levebf CPSs. For example, a deadline (i.e., a time-related
QoS requirement) on a control-loop in a CPS indicates tharwh
an event of interest occurs in the physical world: firstiads to be
sensed and detected by certain CPS components in the cybér wo
secondly, appropriate actuation decisions should be thietfis-
tributed system components, and lastly, an actuation tasksito
be carried out by an actuator in the physical world, all witailim-
ited time frame. The timing constraints for each individoainpo-
nent varies because of the non-deterministic system defaehs-
ing, computation, communication, and actuation, whictobses a
major verification challenge. Due to the close interactiwith the
physical world, such constraints can be addressed thraughemt-
based approach.e., using events as the units in CPS for computa-
tion, communication, and control [30] [31]. In this work, wefer
to the occurrence of interests in a CPS system encompassbé by
cyber world and the physical world asGPS event This paper
extends our previous result on formalizing the event mooletHe
CPS [31].

Event-based system design has been studied in various areas
However, existing approaches for event-based design sudata-
centric event modeling used in database applications §22],
temporal-order-centric event modeling [18, 3] in disttémiappli-



cations cannot be directly applied to CPS applications. s Thi
because in traditional system design, the event modelsrggne
maintain a consistent view about time and space with regpest
single entity. A CPS, however, is characterized by spatioporal
information as well as a distributed set of components thatate
in different reference frames. Moreover, due to its inheherero-
geneity and distributed nature, a common frame-of-referatoes
not existin CPS. To address the distributed and open nat@ES,
in this paper, we define@PS event modelvhich incorporates the
spatio-temporal attributes and observer information theoevent
definition.

In addition, events in CPS range from lower-level, physseals-
ing and actuating events to higher-level, human/machirgen
standable cyber events. To provide seamless interactemsbn
heterogeneous components and devices in cyber and phgsical
mains, a unified representation@fentss defined. Accordingly, a
systematic mechanism is developed to compose CPS evenmtd to a
from different levels and across different system boursgariThe
resulting event model can be used both a®ffine analysis tool
as well as aun-time implementation modeue to its distributed
nature.

The main contributions of the paper are twofold. First, diadi
event structure that represents CPS event instance atediffiay-
ers is defined. Accordingly, a CPS event instance consisteeé
components: event type, its internal and external ategutTo-
gether, they describghenandwherethe event instance is observed
to occur and its observer. Furthermore, each observer, asieh
sensor, is also defined as a CPS event, which enables olssarver
dynamically join and leave the CPS at run-time. Second, mdbr
mechanism is defined for composing CPS events from lowed-lev
events by applying and extending the theorgoficept latticd21,
32]*. To this end, a set of composition functions are introduced t
accommodate the temporal and spatial constraints in ecempa-
sition as well.

The rest of the paper is organized as follows: In Sectioncane
solutions on event modeling in various contexts are revieiéne
unified CPS event structure is introduced and the relatedegia
are described in Section 3. In Section 4, we discuss the pbnce
lattice-based CPS event model and event composition. TVed-de
oped model is evaluated in Section 5 through a case studyewhe

time point-based real-time relationships among the oece time
of events.

An event-based approach is adopted to describe interesipd p
erties of a running program [18, 3]. The interested prograopp
erties, such as safety and liveness, are defined as temporat o
rence patterns of events. For example, Java-MAC [13, 14§ use
Linear Temporal Logic (LTL) for Java program run-time mamit
ing, where events occur instantaneously during systemuérec
and conditions represent information that hold for a doratf
time. The event calculus [15, 25, 8] investigates a logigpm
framework for representing and reasoning about event{immes)
and their effects. Under this framework, time-varying pdiges
(true or false) of the world during certain intervals, cdlfuents,
are initiated by an occurrence of an action continue to (¢rtop
hold until an occurrence of an action which terminates them.

In most of the solutions mentioned above, there is an int@i
sumption that the observer of an event is unique and globdathw
is the system, or the program. Therefore, to most, the tirdespa-
cial information are associated with an event, its obseiveev-
ertheless omitted or is taken as a default ‘systenmy’. In ithsted
computing, event observers are different, however, therobss
are interested in the same set of events and the goal is tm@bta
consistent view about the ordering of these events.

In [30], the necessity of adopting event-based approachPg C
is discussed, however, a formal CPS event model includiegéh
mantics of an event and the event composition rules is natidon
ered in this work. In [31], we introduce the conceptatifservers
and a hierarchical spatio-temporal event model for CPS €Vkat
model uses event attributes, occurrence time and spacpstand
event observer together to uniquely identify a CPS evemaimte.
In addition, a set of temporal, spatial and logical opesatoe de-
fined to support the temporal and spatial event composititmv-
ever, in [31], events are differentiated by four categohased on
the corresponding four different system layers, namelysiaal
events, sensor events, cyber-physical events, and cybetse\Fur-
thermore, although event temporal, spatial, and logicapmusi-
tions are defined in [31], structural representation of oess and
formal treatment of event type compositions are not comsitie

In summary, CPS as an emerging concept introduces new chal-
lenges in system design and an event-based approach isagces

a smart home system is implemented through the event model. W for the realization of CPS [30]. Not only the information dad

conclude the paper and point out future work in Section 6.

2. RELATED WORK

The concept of events has been investigated in severalxsnte
both within the cyber domain and the physical domain. For in-
stance, th&vent-Condition-Action (ECApodel is introduced in
[22], in which eventspecifies the signal that triggers the evaluation
of the conditionand if true, causes aactionto be carried out. In
the ECA model, actions are triggered by independent evéins.
tensions to the ECA model [11, 9, 4] introduce a set of evept-op
ators to compose events so that composite events can béaescr
SnooplIB [2] further considers event occurrences in the tilme
main as intervals (interval events), rather than time go{ptinc-
tual events). The spatial relationships between diffeegents are
studied in [1, 7]. The real-time community aims to add timing
constraints to the event-condition-action model. For egdanthe
Real-Time Logic (RTL)-based event model has been proposd w
point- and interval-based timing constraints in [23, 24, Bdspec-
tively. Timing constraints in RTL-based event models defime

1Concept latticgGalois lattice) is a conceptual hierarchical struc-
ture based on binary relation proposed by Rudolf Wille [33]. 3
The theory has been widely used in the fields of software eegin
ing [20, 28, 29] and data mining [12, 5, 6].

in CPS events are far richer than the existing systems (ghg.,
spatio-temporal and the observer information [31]), bet diver-
sity of CPS events also range from lower-level, physicahtv¢o
higher-level, human/machine-understandable cyber svéiat the
best of our knowledge, the work presented in the paper is itsie fi
event model that captures the essential information abautte in

a distributed environment.

3. CPSEVENT STRUCTURE

In this section, we formally define the CPS event model. More
specifically, the syntax for the CPS event instance is desdrand
the CPS event extraction functions that extract the intemd ex-
ternal event attributes are introduced. These buildingksidor the
CPS event model can be used by heterogeneous components for
event composition in the CPS.

3.1 Representation of a CPS Event Instance

As described in Section 2, representation of a CPS event in-
stance is significantly different from traditional evenpresenta-
tion. More specifically, the spatio-temporal propertiesha CPS
event as well as the components tblaservehis event should be an
integral component of the event definition. Accordingly, define
a CPS event instance as follows:
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Table 1. CPS Event Syntax

DEFINITION1 (CPS B/ENT INSTANCE). A CPS eventinstance
is represented by the event typeternalevent attributes, anéx-
ternalevent attributes as shown {t),

SCPS = F(N’? Tg7 Lg>@(7—7 £7 O)
—— ——

Internal

(1)
External

where
e T' represents the type of the event instance.

o Internal attributesy represents a finite set of attributes of the
event instance, whil@? and £9 represent the time and the
location at which the event is generated.

e External attributes:7 and £ represent the time and the loca-
tion at which the event is observed to occur, which may differ
from the time and location from which the event is generated.
Finally, O is the observer of the event instance.

The internal attributes of an event are highly applicatibepen-
dent. For example, (un)certainty associated with the tiamep of
an event can be included as an internal attribute [34]. Omwtther
hand, the external attributes of an event are applicatidependent
and represent fixed properties that all CPS events have. d\e ar
that external attributes are a major difference from tredél event
models.

The temporal attributeg? and7 in (1) are given in the form of
atime interval, i.e.|a, b] (or (a, b], (a,b), [a, b)). Whena = b, the
event is an instant event. It is important to note that aleStamps
represent “real-clock timestamps” instead of “logicalei times-
tamps,” such as Lamport’s vector clock [16]. This is due tpliext
timing constraints, e.g.,4 occurs 5 seconds befof#’, which are
very common in applications.

The spatial attributeg£? and £ in (1) are given in the form of
((z,y,2),r), where(z,y, z) is the relative geographical coordi-
nates with respect to the obsené@r andr indicates the radius of
the event. A point event is will have = 0, and a field event will
haver > 0.2

In summary, (1) describes an event instafigg of event type”
with attributesy, observed byD. The event instance is observed to
occur at time7” and locationC with respective to the observer loca-
tion. Then, the event instance is generated at fifieand location
L7 with respect to the observer.

In addition to cyber-physical events, the obsergeis also de-
fined as an event instance with an event tg#a. Accordingly, the
observer event instande defined as follows:

DEFINITION2 (CPS BSERVEREVENT INSTANCE).

Eobs = Obs {g,id, (L's), 1’ , T?,L9YQ (T, L, Ot) (2)

2Although we use a sphere to represent a 3-dimensional reigion
is straightforward to extend the model to use other forms.

Observer global
location
((10,10,10),0)

I £ =((0,0,0,0)
! 5 Observer internal |
QL/:((O,O,O),S)

location pointer |
Event Real

occurrence global
location @ ((x,},,z2,),0)

(a) Event instance generation locatigf, ob-
served occurrence locatiah

Event real occurrence

global time
0 T Global Time

Obsgrver Event instance observed Event instance
Sampling time  occurrence time generation time

Ll ] i

0 T=38 T% =18 Observer Time
(b) Event instance generation tirfi¢, observed occurrence tinje

Figure 1. Theacoustic sensor in Example 1

whereg is the set of event generation rules associated with the ob-
server,id is the observer ID(I's) is the set of event types that this
observer can generate, and are the observer event attributes re-
lated to the specific observer. The spatio-temporal attdbwf the
observer event instance are the same as in (1), @rdrepresents
theglobal observer

The global observer is defined for system analysis purpases,
that a common frame of reference can be provided. For anyf&pec
CPS system, there is only one global obseer. Its location is
the system origin and the time interval is defined as the syste
life span. Accordingly, the global observer is defined(as =
0bs([0, 00), ((0,0,0),0))@([0, o), ((0,0,0), 00), T), whereT
denotes the CPS system itself.

Observers dynamically joining or leaving a CPS are repitesen
as events, which can be reported by any observer, includieg t
entity joining or leaving. Mobile observers are handledikinty,
though the application needs to determine the granulafispatial
accuracy required, which will determine the frequency witfich
location updates must be reported for mobile entities.

Based on the definitions of event instance in (1) and its speci
case observer event instance in (2) we defirte be the set of all
event instances in a CPS system dhdo be the set of all CPS
observers, including the global obsené@t. Obviously,O C E.
The syntax for the CPS event instar#:g; is given in Table 1.

Example 1.

To better illustrate the event structure and its componeats-
sider an acoustic sensor that observes a CPS event instastoaven
in Fig. 1. More specifically, in Fig. 1(a), an acoustic seniger
stalled at global point locatio(10, 10, 10),0) (the square dot)
is shown, where a sound event, egappingoccurs at a global
point location((z, y-, zr),0) (the black round dot). When the



acoustic sensor is initialized, itelative location is set aL? =
((0,0,0),0), and it observes that Sound event occurs withirb
units of its sensing range (the grey round dot).

The timeline of the sensor initialization and event gerienat
is shown in Fig. 1(b), where the acoustic sensor is initéliat
global point time5s. The acoustic sensor initializes its relative
time as|0, co) and it starts sampling. Assume that the sensor is
programmed to generate a sound event after dasiimples (the
round dot end lines). As shown in Fig. 1(b), the sound eveotigc
at global timeT'.. This event is observed &und event instance
at relative sensor timg = 8s (global time5 + 8 = 13s) and the
event instance is generated at sensor tiifile= 18s (global time
5 4+ 18 = 23s). The observed event occurrence tirfie,and the

event instance generation timg?, is 18 — 8 = 10s apart because Spatial functionsl and L9: E s R x R x R x R extract the
of the event generation mechanism defined at the acous8DISen  |gcation where the event instance occurs and where it isrgtete
i.e., it generates a sound event instance after evegmples. If the as:
sampled sound values are greater than a certain thresheddna
event instance is then generated. Accordingly, the evastarice is
generated & Y = 18s and the the event instance occurrence time
is recorded a§ = 8s.

Next, we formally represent the acoustic sensor event agd th respectively, where, y, z, 29, y?, 29 € R andr,r? € RT.
sound event instance. The acoustic sensor event is refedsas Observer functiorB: E — O extracts the event observer:
an observer event instance as follows: B(Eups) = O (10)

In our model, a CPS event instance is defined based on its ob-
server which itself is also a CPS event instance. There may be
o . . ) many observers in a CPS system, but the global obs&Pveis
where Obs event type indicates that this event instance is an ob- unique within a system serving as the system’s coordinatdsaa
server event instancey, , s1, (Sound) are the observer event at- \yq||.clock. To compare two CPS event instances in termsnaé ti
tributes describing the event generation rules of the dwossnsor and location attributes or generate composite events fristmet
(951), the sensor ID ), and the event type the acoustic Sensor gyent instances, the corresponding observers must steasathe
can generateound), respectively;[0, co) and((0,0,0),0) rep- references. To this end giobalization functioris defined to trans-
resent that initial timer and location for the acoustic senespec- form a CPS event, which is initially defined with respect toeal

tively; ([5,00), ((10, 10, 10), 0, O) specifies that the sensor starts  5pserver, to an event with respect to the global observer.
functioning at global timé& and installed at global point location

((10, 10, 10), 0) with respect to a global observér.
Similarly, the sound event instance that is generated badbas-
tic sensor is represented as a CPS event instance as follows:

Value functionV :E — T x I extracts the event type and its event
attributes from a CPS eveét,:

V(Eeps) =T ®)

whereT andl are sets of event types and event attributes, respec-
tively.

Temporal functions” and 79: E — R x R extract the time
during which the event instance occurs and it is generated as

T(Ecps) = T = [t1, 2] (6)
T9(Ecps) =T = [11,15] (7)

respectively, where, t2,t9,tJ € R, [ € {(, [}, and] € {),]}.

L(ECPS) =L= ((z,y,z),r) (8)
Lg(gCPS) =L9= ((xgvygvzg)vrg) ©)

S1 = O0bs{gs,,s1, (Sound), [0, o), ((0,0,0),0)) @ (

[57 00)7 ((107 107 10)7 0)7 OT) (3)

DEFINITION 3 (GLOBALIZATION FUNCTION). Given an ob-
server

5 =0bs (s, [t5, 00), ((zF, ¥, 25),0)) @ (

e1 = Sound (valuei,[18,18], ((0,0,0),0)) @ ( [ts,00), (s, Yss 2s),0), OT) (11)
8,8 0,0,0),5), S 4
8, 8], ((0,0,0),5), $1) @ and an event observed by
where Sound is the event typeyalue; is the event attribute that _ 9 49 9 g _g\ .9
characterizes the measured sound streng#,18], ((0, 0, 0), 0) e =T 11, 821, (27,97, 2%), 7)) @ (
describes the event instance is generated at tigseand location [t1,t2], ((z,9,2),7), 8) (12)

((0,0,0),0) relative to the acoustic sensor since it is generated by o globalization functiorG : E s E is defined by:
the sensor. The sensor also reports thatthend event is ob-

served to occur at sensor tinfg 8] and within((0, 0, 0), 5) units
of its location. Finally,S; is the observer event instance in (3) and
indicates that the event instanegeis generated by .

By Definition 1, a CPS event instance can be observed by an ob-
server but the precedence order between the observer aoth-the
served event instance has to be guaranteed. However, io tixa
precedence order among event occurrence times, a comnah ref
ence is required. Therefore, a group of event extractiontfons,
including the globalization function, are defined for thepmse
next.

G(e) =T (u, [ts +t] —td, ts +t5 — t7], (zs + 29 — 2,
y5+yg _yg7zs+zg _Zg)7rg)>@([t5 +t _tg7
ts —|—t2—t§], ((x3+x—xg7y8+y_ygv

ZS+Z_Zg)77‘)7 OT) (13)

The globalization function of the event instangein (4), of Ex-
ample 1, changes its observer frdfn to the global observe®-.
As a result, the event occurrence time and location and ggoer
time and location are converted to the global observer'spsar-

tive. According to (13), the globalized event instargds defined
as follows:

G(e1) =Sound (valuer, [23,23], ((10, 10, 10),0)) @ (
[13,13], ((10,10,10),5), O1)

3.2 CPSEvent Extraction Functions

As defined in Section 3.1, each event instance consists ¢ thr
types of information, i.e., event type, internal attrilgjtand ex-

ternal attributes that define when and where an event ocaurs a (14)

well as the observer associated with this event. Given a @B& e
Eeps = T, T9,L9)Q(T, L, O), the following extraction func-
tions are defined to extract the corresponding information:

Recall that the global observer is for system analysis mepo
Moreover, the concept of “global” here is relative: it mighe
“global” inside one sub-system but becomes “local” for ageig



system, and vice versa. Therefore, in the system implerienta
stage, as long as the event instances in the “globalizatioctibn”
share one common reference and are within the allowablersyst
error range, the event instances can be compared and later co
posed with respect to their occurrence times and locations.

4. CPSEVENT COMPOSITION

Events in a CPS range from low-level physical events such as
sensory data to higher-level, human/machine-understéedgiber
events. Using only the lower-level physical events in thetey
is not only inefficient in terms of system bandwidth, but itiso
not scalable in distributed systems such as CPS [30]. Tdwexef
composite events are required to provide an extra meanssoa:
tion and keep communication efficient. In this section, threrfal
approach of event composition using the CPS event model-is de
scribed.

Given a CPS and an application, the available types of sgnsor
and the associated events that can be generated by thesessens
can be determined. For example, a temperature sensor gedoc
event typel'emperature and a humidity sensor produces an event
type Humidity. These event types produce by the sensors are con-
sideredprimitive eventsand are used to compose other higher-level
event types in CPS. Formally, the following notations aréngel:

o T is the set of all event types in a CPS. For any specific CPS,
theT is a finite set, i.e.T = {T'1, 'z, ..., ['n }.

B is the set of primitive event types that the available sensor
in this CPS can produce, i.68, = {T'},T,...,I';} where

B C T. The setB is also referred to as thgrimitive event
type set which is the foundation to compose other higher-
level event typed \ B in the CPS.

T is the set of all event attributes that correspond to theteven
type sefT in this CPS]T = p1 U 2 U ... U iy,

I' is the set of event attributeg that correspond to the prim-
itive event typed"; in Bina CPS,i.e] = pj UpsU...Up;
wherel’ C 1. The sefl’ is also referred as th@imitive event
attribute set

Formally, event composition in CPS can be defined as follows:
Consider a set of CPS events instaneeses, - - - , e, and their
composition as a new CPS event instaagewhich can be con-
sidered as an abstraction from primitive events. More $icady,
givene; = T; (u;, T2, L) Q (T, L;, O;), we define an abstrac-
tion function A as follows:

D{u, T2, L9 Q(T, L, O) = A(er,e2, -+ ,en) (15)
whered = {Ar, A, A1, A19, Az, Ars, Ao} and
r :AF((,LH, 1977—1,£§,£1,O1),(M2,7—297T2,£g,
‘62702)7"' 7(}“‘7177;977;1,[:79”[:7170”)) (16)
= Au(pr, po, - s ) 17)
T=Ar(T1, T2, ,Tn) (18)
T = A79(7~1g77—297 T 77:151) (19)
L=A(L1,L2y L) (20)
L% = Ara (LY, L5, L3) (22)
O =A40(01,03,---,0n) (22)

In other words, the composite event,, is the union of the event
type composition, event attributes composition, spatiogoral at-
tributes composition, and the observer composition. Negtfirst
define the CPS concept lattice that is used to formally defiee t
composition functions (16-22) and then, describe eachifspeom-
position function.

EC:= ECAEC|ECVEQC|—-EC|(EC)|EC|atom
atom:= V-exp Op V-exp T-exp Op T-exp
L-exp Op L-exp| O-exp Op O-exp
V-exp := algebraic-exp-of(attributes)
T-exp := algebraic-exp-of(begin-time, end-time)
L-exp := algebraic-exp-of(x-value, y-value, z-value atte)
Op:= =9>|<

Table 2: Syntax for CPS Event Constraint Expression

4.1 CPSConcept Lattice

To structurally define the event type composition in the CPS,
we adopt the theory of concept lattice [32] in the compositd
CPS event types. Concept lattice has been widely used iningach
learning, knowledge discovery, and software engineehingiever,
to the best of our knowledge, has not been applied to everppaom
sition and abstraction for CPS applications. The theoryooicept
lattice is established uporfarmal contextwhich is defined as fol-
lows:

DEFINITION 4 (FORMAL CONTEXT). a formal context is a
triple (I', T, M), wherel’ is the primitive event attribute sef,
is the event type set, ad C I’ x T defines the bipartite relation-
ships between primitive event attribute Eeand the event type set
T.

A formal context defines the relationship between primiéivent
attributes inl’ and event types iff'. In other words, a formal con-
text defines how the primitive event attributes can be cairsd
and form event types ifi. For example, if the height of an object
is classified as short, medium, and tall, and the width asonarr
medium, and wide, the formal context can be defined as
((H (eight), W (idth)), {hs, hm, ht, W, W, we }, M), whereM
is defined as the set

(00", 40"), W), o), ([£0",8'0"), W), hun),
(<[8,0”7 +OO)7 W>7 ht)7 (<H7 [0,0”7 2,0”)>7 wn)7
((H,[2'0",4°0")), wm), ((H, [4'0", +00)), ww)

However, the formal context supports only the constrainés a
single domain (e.g., on thE eight attribute) and binary operations
to combine constraints from different domains (elg..J m.). In-
stead, it can not form relationships across multiple doméng.,
V(hm) == V(ww)). In addition, the spatio-temporal attributes
and the observer information can also be used to compose new
event types. To accommodate greater flexibility, we extapddr-
mal context to compose event types using constraints asToks
ple domains.

In CPS, some event type compositions may only be permissible
under certain constraints on the event attributes, théospanporal
information, and/or the observer information. Such a cosipo
tion is referred to aguarded compositianFor a given set of CPS
eventse;, (i = 1,2, ...,n), and an event constraint expression with
respect to the given event set, the guarded compositiorhkdslt
lowing structure:

[EC)A(e1, €2, ..., en) (23)

The syntax for CPS event constraint (EC) expression is ginen
Table 2.

With guarded composition, event types can be defined across
event attributes, spatio-temporal attributes over two orarevent
instances. LeZ = {7,L,77, L%, O}, then we define an extend
event attribute sétzc:

Iec = (2" x 27)\ 0 (24)



wherellg¢ is the product of the power set of the event attribute
set and the power set of the event instance spatio-tempodal a

observer information. Accordingly, we define the extended f
mal context, which not only includes spatio-temporal anskeoter

information, but also has the ability to compose event pitige

across different domains, as follows:

DEFINITION5 (EXTENDED FORMAL CONTEXT). The
extended formal context for event composition guard is pletri
(Igc, T, Mec), wherelgc is defined in(24), T is the event type
set,andV/ gc C Igc x T defines the bipartite relationship between
extended event attribute deic and the event type s&t

Finally, theCPS formal contexs defined as the union of the formal
context and the extended formal context.

DEFINITION6 (CPS FORMAL CONTEXT). A CPS formal con-
text is a triple(C, T, M), whereC = I' Ulg¢, T is the event type
set,andl = M U Mgc.

The CPS formal context allows complex relationships betwee
event attributes and event types to be defined using eitbeCHS
formal context itself or the event composition guards. Eheda-
tionships are calle@PS conceptas defined next:

DEFINITION 7 (CPS @NCEPT). Let(C, T, M) be a CPS for-
mal context, thetfX,Y") is called aCPS concepif

X ={peCNrET,(ul)e M} (29)
Y ={T € TVu e C, (uT) € M} (26)
Or Jg., st.(X,g.,Y) € Mec (27

whereX € 2°, Y e 27 andg. is an event composition guard.

For example, the detection of Rerson can be associated with
objects of medium heights and widths, i.¢[4'0",8'0"), W) N
(H,[2'0”,4'0")) = ([4'0”,8'0"),[2'0",4'0")) of event type
{hm,wm}. We associate event constraifg'0”, 8'0"),
[2'0",4'0")) with type Person (an alias for{ h,,,, wy, }) as a CPS
concept. On the other hand, for an event composition gyard
V(H) == V(W) defined from event typéh.,., w., } to an event

<5'9"T > < H,80F >
Personin RoomHot
T 1).t, |< T(RoomHot).t,

<5'9"80F > <5'9"80F >

PersoninHot PersoninThenHot
Figure 2 Concept lattice of PersonInHot and
PersonInThenH ot
Example 2.

To further illustrate the usage of a CPS concept lattice cama-
position guard with a temporal constraint, let us consitegxam-
ple, where two events are considered. A person with heighit
stays in a roonl’; 1 = PersonIn (5'9"”,—) and the room is
hotT's u2 = RoomHot (—,80F) where the internal attributes of
event instances are of the fofff (eight), T'(emperature), “—" de-
notes the don't-care attribute. The composition of the twenés is
defined as

I = PersonInHot (5'9" 80F),

wherePersonInH ot is a shorthand notation for the set
{PersonIn, RoomHot}. For internal attributes{5’'9"”, —) 2
(5'9",80F) and(—,80F) D (5'9”,80F); and for event types,
{PersonIn},{RoomHot} C {Personln, RoomHot}. There-
fore, according to Definition 8,y p1 < I' p andT2 po <

T 1 in the concept lattice. On the other hand, to define the event

of type PersonInThenHot, we require that the event of type
PersonlIn to occur earlier than the event of tyggwom Hot, i.e.,
T(Personln).ta < T(RoomHot).t1, where T is the time ex-
traction function defined in Section 3.2. The resulting CB&cept
lattice is shown in Figure 2.

In summary, different CPS applications have different emic
lattices which define the composition abstraction relatdmamong
different types of events that are of interest to the appboa.
Event compositions based on a given concept lattice all@mntsv
to be transferred cross different components and used bydgs-
neous devices and components distributed in a CPS.

type Square, the system has a valid relationship between the event 4.2 Event Type and Event Attribute Compo-

type Square and the event type§h., w., } with the help of event
composition guard.. Clearly, in the particular example, although
thelgc is a very large set, th&/ s is fairly simple since have one
event composition guard defined:

Mgc = {((hm7ww>7gc : V(H) == V(W), Square)}

A CPS formal context and its CPS concepts establish the rela-

tionships between event attributes and their correspaneirent
types. Such relationships can be built into a hierarchy yotte
semantic base for event abstractions. Such a hierarchfiinedeas
aCPS concept latticas follows:

DEFINITION8 (CPS @WNCEPTLATTICE). Foraformal con-
text(C, T, M), let (X1, Y1) and (X2, Y2) be two CPS concepts. If
X; D Xz andY; C Y, or there is at least one event composi-
tion guard placed on conceffX1, Y1) to (X2, Y2), then there is a
partial order < between( X, Y1) and (X2, Y2), i.e.,

(X1,11) < (X2,Ys) (28)

Such a partial order relation is of a lattice structure andrfts the
concept latticeof the formal contextC, T, M).

The CPS concept lattice will always form a partial order ket

any two CPS concepts unless the corresponding conceptbare t

same.

sitions
Given a concept lattice, a set of event instances can be c@dpo
if and only if their corresponding event types are compasabthe
concept lattice. Furthermore, the composed type (or theposed
concept) must be the largest lower bound of the composingegin
Definition 9 gives the formal definition.

DEFINITION9 (EVENT TYPE COMPOSITION(Ar)). Givena
set of CPS events, ez, ---, e, a concept latticeC, and their
event attributes, spatio-temporal attributes, and obsenas
(/1/177—1977—17551]751701)1 (/’L277~2g77—27ﬁg7£27 02: ety
(tbny T2, Tny LY, L1, Or), respectively, then,

r :AF((M177—1977~17££1]761701)7 (/1/277;977‘275%7
[:27 (92)7 T (/ln, 7:?7 7;17 ‘C"rgu ‘CTH OTL))
If (N’17 1g7 7—17£!1J7 £17 01)’ (/’L277~2g77~27 537['27 02)' B
(tbnys T2, Tray LY, L1, Or) are all immediate predecessor bfin
the given CPS concept lattié&

Once the event type compositiofir succeeds, then the corre-
sponding event attribute compositiah, is defined as follows:

po=Av(p1, p2, -, pin)
where Ay, can be any valid algebraic functions or set functions.



4.3 Temporal and Spatial Compositions

As explained in Section 3, the temporal and spatial exteatal
tributes of an event are of the forfh , t2] and((z, y, z), ), which
are essentiallyt- and 3-dimensional convex regions, respectively.
The compositions of time and locations of events can thusebe d
fined as algebraic operations on these convex regionsyuniens,
intersections, complements, symmetric differences,ames, etc.
The choices of operations are application-dependent. ®iigeo
most important issues of time and location compositiong;gver,
is to guarantee their closeness: the time and locatiorbatés of
composed events should also be of the fgrmt.] and((z, y, 2),7),
respectively. In the following, we illustrate time and Itica com-
positions using thanionoperation. Using other operations follows
similar principles.

For temporal compositions of the fordy-([t11, t12], . - .,
[tn1,tn2]) @s given in (18), the time attribute of the composed
event is defined as

T = [min{t11, ..., tn1 }, max{tio, ...

) tn2}]_

where[ and] comply with the corresponding boundaries chosen in
min andmax, respectively. In thd-dimensional case] so de-
fined is the smallest convex region that includes the tinrébates

of the composing events. This coincides with the intuitioat tthe
interval time stamp of the composed event should span ttfdke o
earliest and the latest composing events.

For the spatial compositions of the foray: (((z1, 1, z1),71),
wo s ((ny Yn, 20), n)) @s given in (209, the location attribute of
the composed event is defined as the smallest sphericahrégio
contains the locations of the composing events. As defin&dam
tion 3, the global observer’s location (§0, 0,0), +c0), i.e., a re-
gion centered at the origin and with an infinite radius. As aseo
guence, the location of any composed event will not reaclormy
the scope of the global observer, thus guaranteeing theradss of
the composition.

It is worth pointing out that although the temporal and spati
composition functions;I" and L, respectively, may have applica-
tion variations, all choices must ensure that the resulimg and
location must be continuous and without “holes”. In this grafor
the ease of numerical discussions presented in Section Bpme
sidersphericallocations andnfinite scope of the global observer.

4.4 Observer Composition

As mentioned in Section 3, observers are treated as evetits wi
respect to a global observér+. Thus, the composition rules de-
scribed for other event types apply to observer events ds el
cording to Section 4.2, the type of composed observersiewn
sets of basic types. At the same time, as discussed in Sek8on
the spatio-temporal external attributes of observers etpand as
more observers/events are composed. Eventually, an @vseith
a type as the whole event type set and time and location ettatn
tributes as the life span and range of the entire systemecésely,
will become the bottom of the concept lattice for composisio
This observer is thglobal observerO-, as defined in Section 3.
The CPS event composition theory is hence, complete withdhe
dition of the global observer at the bottom of the conceickat

5. CASE STUDY: SMART SPACE

In this section, theSmart Spacqg27], an ongoing CPS smart
home prototype project at the University of Nebraska-Lincis

3the other time compositiod 7 follows the same discussion be-
low

“similarly, the other spatial compositiofizs follows the same dis-
cussion below

introduced as a case study to illustrate the usage of theopeap
event model. More specifically, the following simple scéndéde-
noted asTarget) in the Smart Spacés considered:If a person
stays in the living room for more than 2 seconds and the livaogn

is dim, turn on the lights in 5 secondEhe process of how the CPS
concept lattice is formed and events are composed from therlo
to higher levels for this example are shown in a step-by-stap-
ner. In addition, a CPS Event Simulator that adopts the Eego
event model is implemented. The implementation of the CR&tev
model is then compared with the two other traditional apgiea
to event detection (one of the approach is used in the oti§imeart
SpaceJava implementation) in terms of QoS support, localization
error and time duration error.

The goal of theSmart Spacés to help people with disabilities to
live a better life through a wireless sensor-actor netwaykigped
smart home environment. In this example, only two types of se
sors in the Smart Space are used: (1) the Cricket Localiz&ém-
sors (CLS) [26] that measure the range for the target persdn a
the fixed CLS nodes installed on the ceilingSihart Space (2)

a lighting sensor that measures the strength of light in ithieg
room. The CLS system keeps track of the real-time locatichef
target person, and together with real-time lighting stterig the
living room, theSmart Spaceecides whether the target scenario is
detected. Accordingly, the lights are turned on in the ivinom.

5.1 Development of CPS Concept L attice

Step 1: First, the primitive event type sé, primitive event
attribute sefl’ and the event type sét for the given CPS ap-
plication are determined. Accordingly, the primitive eveype
and attribute sets are definedlas= {Range, LtStr} andl’ =
(Range, LtStr, SeqNumy), respectively, where the event type
Range is for the Cricket Localization Sensor (CLS)¢Str is for
the light sensorSeqNum is the sequence number of event in-
stance. To generatBoc event type from theRange event type,
trilateration of at least 3 independesyinchronizedange measure-
ments are requiretd Therefore, the event instance sequence num-
ber SeqNum is used transforniRange event instances generated
by different CLS nodes to Aoc event instance.

The event type sefT, is application-dependent , where in our
case, the target scenario is formed bysub-events: 4 person
stays in the living room for more than 2 secofidghe living room
is din?" and “turn on the light. Accordingly, 4 event types are
created: T'arget, InRoom2s, RoomDim and LightOn. For
simplicity, assume time difference between generatiom tirinthe
event LightOn and the time at which “turn on the light” event
is generated is negligible. Therefore, event typerget is gen-
erated when thé seconds constraint between the generation time
of LightOn and the occurrence dfnRoom?2s and RoomDim
events is met. In additionjn Room2s is composed of n Room
andLoc event types, wherén Room describes whether the person
is the living room and.oc describes the location of the person. The
Loc and Room Dim event types can be generated from the basic
event typesRange and Lt Str, respectively. TheightOn event
can be generated from the event typedoom?2s and Room Dim.
Finally, Obs event type exists in every CPS system to register and
update the status for the observers in the system. Therefooeal
9 event types are defined for this example:

T = {Range, LtStr, Loc, InRoom, InRoom2s,
RoomDim, LightOn, Target, Obs}

Step 2: Next, we develop a formal context’, T, M) for the

Sdue to page limits, for the technical details of CLS, pleaserrto

[26



given CPS application. The relatidi is given as:
M = {({Range, [0, 300)), RoomDim)}

where a new event typRoom Dim is generated when the corre-
sponding attribute of basic event typeStr is in the rangg0, 300).

Step 3: Calculate the extended event attributelsgt. We have
Z =(T%L9T,L,O)and

Igc = (Range, LtStr, SeqNum, T, L?, T, L, O)

Step 4: Develop an extended formal cont€kizc, T, Mgc) and
the corresponding event composition guards. Usinglthe set,
we can define thd/gc and the corresponding event composition
guards as follows:

Mgc =

Range), cg1, Loc), ({Loc), cgz, InRoom),
InRoom), cgs, InRoom?2s),

InRoom2s, RoomDim), cga, LightOn),
InRoom2s, RoomDim, LightOn), cgs, Target)

(
(
(
(

PN

where

cg1 = Independent(V(Range).SeqNum) > 3

cg2 = Within(L(Loc), LR) == true

cgs = Continue(T(InRoom)) > 2s

T(InRoom2s).ty > 0 A V(RoomDim) == true

T9(LightOn).t1 — Maz(T(InRoom?2s).t1,
T(RoomDim).t1) < 5s

Cg4

Cgs

where thel ndependent function returns the number of range mea-
surements with the same event instance sequence nuiibgr;n
returns true if the input location is within the range of theng
room,LR.

Step 5: Finally, we compute the CPS formal contéxt, T, M)
by combining the formal contexfl’, T, M) and extended formal
context(Igc, T, Mgc), where

C = (Range, LtStr, SeqNum, T, L9, T, L, O)

andM = M U Mgc.

The CPS concept lattice for this example is shown in Figuag, 3(
where in the notatiog—, —, —, 79, L9, T, L) the “—"refers to the
don't care attributes that would not interfere with the éxampo-
sition. The geometric shapes on the left side of the evemistygoe
the sensors / observers which generate these events, péas®
Section 5.2 and Figure 3(b) for more explanations.

5.2 CPSEvent Smulator

individual component generates CPS event instances usiga-
cal time and coordinate system.

The example in Section 5.1 has been simulated. The simula-
tion runs from time0 to 30 seconds. The network topology is a
4m x 4m square grid with a total of 9 nodes installed as shown in
Fig. 3(b). More specifically, 3 CLS sensors, 2 light sensang| 4
observers with observer IDbroc, Obrnroom, Obrnrooma2s and
Obrarge: are installed. The sampling interval for the three CLS
sensors ig).3s, and the sampling interval for the 2 light sensors
is 1s. A 2% random variance has been added toRalhge event
attributes to simulate the randomness of the ultrasonigeranea-
surements. As both Figures 3(a) and 3(b) show: the CLS sensor
generateRange events, light sensors generdieStr and
RoomDim eventsOb;,. generatedoc eventsObr, room gener-
atesInRoom events,Obr,room2s generatednRoom2s events,
and finallyObrarge: generatedightOn andT arget events. The
observer event definitions are omitted for space considesabut
follow the convention in (2). The event composition guards a
programmed according to Section 5.1.

The target person walks along a fixed path (the dot-dashet! bol
line in Fig. 3(b)) with a constant speétfor each individual simu-
lation. Thus, the target person is physically in the follogvrooms
based on his walking speeti during period[0, 2/S), he / she is
in the foyer; during periog2/S, 5.5/5), in the living room; during
period[5.5/5,9/S5), in the bedroom; during perio@/S, 11/5),
in the kitchen; and finally, during period1/.5, 30], in the foyer
again. After 30 seconds, regardless of where he/she isirtheas
tion is terminated.

In addition, two light switches exist that can turn on/of fights
in the living room and bedroom. The light streng®i¢Str in the
living room and when the light is turned on or off is given beth
following equation:

rand()/RAND_MAX x 50+ 50 light off

PLtStr = { rand()/RAND_MAX x 50 + 350 light on

where300 is the threshold below which the room is determined to
be dim.

Finally, two additional “traditional” approaches are siated for
event detection in Tossim using the same experimental aoafig
tions as the CPS event model implementation. The first approa
is referred as “Event Detection (ED) by counting”, wheretéasl
of using the timestamps of lower level events and generatiegts
based on the explicit timing constraints, the events areeéfby
counting the number of received events from the lower lefel
example, the “ED by counting” implementation counts the bam
of consecutively receivedn Room events and when the number
exceeds a predefined threshold, 8ag new evenfn Room?2s is
generated. This approach is commonly used in non-realgise

To validate the proposed CPS event model, a Tossim [19] basedtems where timelines is not a critical issue.

CPS event simulator (CPSim) is implemented and the SmarteHom
example has been simulated on this simulator. The CPSinistens
of two parts as shown in Fig. 3(c): physical event simulaflBS)

and cyber event simulations (CES). The PES is written in &yth
and simulates the physical phenomenon of interest. The GBS ¢
sists of mote code written in nesC [10] and simulates thebet®a

of sensors and observers in the CPS. Inside CES, the simulate
sensors and observers communicate through the Tossimagedul
wireless network. The PES and CES communicate with each othe
through the Tossim packet injection interface and the geabke
interface. Based on the mote variables retrieved from Tostie
PES will adjust the packet injection content to CES to sirreulbe
actuation process. As a result, the PES and CES form a camplet
control-loop in a CPS. A global time reference and 3-D cauait
system is used to control the simulation at a macro levelebah

The second approach is referred as “timestamp at App.”, evher
observers (applications) do not differentiate betweemewaxcur-
rence time and event-generation time, and directly ashigevent-
generation time as the corresponding event-occurrence tior
example, in the “timestamp at App.” implementation, theuwec
rence timestamp of atinRoom event is assigned based on its
generation timestamp simply because both the lower lewahtev
Range and Loc do not contain occurrence timestamps in their
event bodies for this implementation. This approach is comign
used in small-scale systems where the event propagati@natitd
event processing time is negligible compared to the timiog-c
straints defined at the higher level.

5.3 Simulation Results
The following three QoS metrics are defined and used for each
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Figure 3: Smart Space application simulation setup and results

implementation type: event spatial error rat&(R), event tempo-
ral error rate T £ R) and event spatio-temporal error ratél{(E R):

_ #0fEps St L(Ecps) does not satisfy.C'
SER(Eeps, LO) = total # of Ecps

whereL(&.,s) is the occurrence location function defined in equa-
tion (8) andLC is the spatial constraint specified by the user. Sim-
ilarly,
# of Ecps S.t. T'(Ecps) does not satisf’C'

total # of E¢ps

TER(Eeps, TC) =

where T'(€.p5) is the occurrence time extraction function defined
in equation (6) and’C is the temporal constraint specified by the
user. Finally,
STER(Ecps, LC, TC) =
#0f Ecps S.t. L(Ecps), T(Ecps) do not satisfyLC andT'C
total # ofEcps

whereST E R counts the percentage of time that an event satisfies
neitherT'C nor LC at the same time. Clearly, th¢FR, TER
and STER are metrics that examine how well the target event
Ecps Satisfies the user specified spatial, temporal or spatipdesh
QoS constraints. In the simulations we focus on examinirenev
InRoom2s (which stands for “staying in a room for at least 2 sec-
onds”) since this event has both spatial and temporal cingsr
The LC is defined as L(InRoom2s) occurs in the same room
that theIn Room?2s event actually occurs” an@'C' is defined as
“the duration of T'(InRoom?2s) is greater or equal to 2 seconds”.
Fig. 3(d), 3(e), 3(f) show the average SER, TER and STER re-
sults for event’n Room2s when the target person walks at speeds
from0.1m/s to 1m/s for the three implementations. Each simula-
tion configuration runs for 100 iterations, and the averagee/for
each metric is plotted. Fig. 3(d) shows that the CPS eventeinod
keeps a constant low SER, TER and STER of less th&ft for
all cases. Fig. 3(e) shows that the “ED by counting” approach
has TER abové.7% for all cases. This is expected because this



approach does not use explicit timing constraints to geearew a CPS event simulator is implemented and tested.

events. Fig. 3(f) shows that the “timestamp at App.” apphdaas The composition rules given in Section 4 are essentialyzon-
constant larger SER, TER, and STER than the CPS event model ap tal, meaning that all the composing events directly link to a com
proach. Another interesting result is that for all threerapphes, posed event as in the lattice. Howeveertical compositions of
the SER and STER are almost always the same for all casesisThis the formI'y uy @ (71, L1, I'2 p2 @ (72, L2, O2)) are not system-
because the spatial error is usually caused by the tempooalie atically covered in this paper except for the globalizafionction
this application. Fig. 3(g) shows the average localizaémor for which can be seen as a special case of vertical compositiba. T
eventInRoom2s. The localization error is the average distance treatment of vertical compositions in the developed everdehis
differences between the reported event occurrence locatid the left as a future work.

actual event occurrence location. Localization for the¢himple-
mentations is relatively accurate, with the error alwayss lthan
6cm, which is to be expected given the low range error noise in- 7. ACKNOWLEDGEMENTS
jected into the system. Fig. 3(h) shows the average timeidaraf This material is based in part upon work supported by the U.S.
the InRoom?2s event. The time duration error is the average time Department of Agriculture under cooperative agreement 4SD
difference between the reported event duration and thekerent FCIC/RMA 2IE08310228 and NSF CAREER Award CNS0746643.
duration. We can see that as the person’s walking speedsyarie
the event time duration error varies from around 500ms tos50m
Again, the CPS event model implementation always has thedbw 8. REFERENCES
average localization error and average time duration damall
cases in both figures.
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