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Abstract—This paper presents the main features of the EU R&D
project ENERsip. The main objective of this FP7 ICT project is
to design, develop, and test an adaptive service-oriented M2M-
based platform that enables optimizing, in near real-time, and
saving energy by remotely monitoring, controlling and
coordinating power generation and consumption within
neighborhoods with energy-positive buildings. The paper
describes the system architecture designed to meet such
requirements, putting special emphasis on the M2M
communication infrastructure. The novel services that will be
delivered on top of such M2M communication infrastructure and
the potential users who will enjoy them are also presented.
Finally, the ENERsip platform validation plan is outlined.
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I. INTRODUCTION

Over the last few decades, worldwide energy demand has
increased due to industrial development and global economic
growth, resulting in a simultaneous increase in global energy
costs and in environmental impacts. Although significant
improvements regarding energy efficiency have been achieved
in appliance technologies, the end-use electricity consumption
has still increased, particularly in buildings. Some of the
reasons for such increase are associated with a higher degree of
basic comfort and level of service and amenities, as well as
with the widespread utilization of new types of loads.

The electronic loads, mostly entertainment and ICT
(Information and Communications Technology), consume
more than 21% of the electricity in EU (European Union)
houses, a significant percentage of which is standby and other
non-active modes (e.g. a router left on 24 hrs. per day) [1]. In
the EU, the average standby electricity consumption is about
180 kWh per household per year, which is about 7% of the
total annual electricity consumption per household. According
to the IEA (International Energy Agency), by 2030, 15% of the
total appliance electricity consumption in Europe could be due
to standby functions. Therefore, real-time monitoring and
control systems are needed to provide the consumers with tools
to be aware and to reduce such standby consumptions.

The baseline load consumption of an EU average
household is also quite high, near 200 W, mostly due to the
cooling appliances and the HVAC (Heating, Ventilating, and
Air Conditioning) loads [1]. Washing and drying appliances
consume more than 16% of the electricity with high
consumption at peak hours; whereas they may be shifted to
other periods. However, if properly controlled, such loads can
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also be used as a DR (Demand Response) resource. In a
scenario of large scale penetration of renewable production,
resulting from the EU targets, the DR technologies can be an
appropriate mean to compensate the effects of the variability
and randomness of the renewable resources availability (e.g.
wind and solar intermittence) [2].

Nowadays, the electric grids are evolving towards an
increasing presence of electricity generation sources in the
buildings (e.g. solar panels), which are used either to generate
electricity for own consumption or for selling it to an electric
grid operator [3]. According to this scenario, a consumer could
also become a producer of electrical energy, i.e. a Prosumer, as
coined by Alvin Toffler, and monitoring and control systems
will be needed to determine the most profitable option
(consumption or grid injection of the produced energy).

M2M communications will play a key role on achieving the
above mentioned goals in today’s and future Smart Grids
scenarios, since they will enable the required bidirectional
communication between the high volume of devices to be
monitored and controlled and the end users and the information
systems where the intelligence resides.

The objective of this paper is to present the ENERSsip
project, funded by the FP7 (Seventh Framework Programme)
ICT and Energy theme, which aims to design, develop, and
validate a service-oriented M2M-based energy monitoring and
control system for energy grids and decision makers, allowing
energy consumption reduction by increasing the consumption
awareness of the users and by coordinating their needs with the
in-buildings and neighborhoods positive-energy generation
facilities. The scope of the ENERSip project can be bounded to
the Customer, Distribution, Service Provider, and Operations
domains defined in the NIST (National Institute of Standards
and Technologies) Smart Grid conceptual model [4].

The remainder of the paper is structured as follows. Section
II presents the overall ENERsip architecture as well as each
ENERsip domain separately, paying special attention to the
M2M communication infrastructure. Thus, section II also
presents the most important features of this M2M
communication infrastructure, such as the communication
technologies to be deployed, the security they offer, and how
address management and end-to-end addressability is handled.
Section III describes the ENERsip potential users and the
novel services that the platform will offer to them. Finally,
section IV draws conclusions and outlines the validation plan
of the ENERsip platform.
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Figure 1 - ENERsip Architecture
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In order to define a fine-grained architecture that helps to
break down the development and implementation complexity
of the ENERSsip platform, the ENERsip system is divided into
domains, subsystems and functional blocks, as shown in Fig. 1.

THE ENERSIP ARCHITECTURE

Fig.1 also illustrates that the ENERsip platform relies on a
hybrid and hierarchical M2M communication infrastructure,
which is spread mainly across the Building and Neighbourhood
Domains. It is hybrid since it is based on different
communication technologies depending on the specific
requirements of each communication segment. It is hierarchical
due to fact that there are specific devices which manage the
communications within each communication segment.

A. The ENERsip Domains

1) Building Domain
The Building Domain comprises the entire infrastructure
associated to smart buildings. The Building Domain is further
divided into the I-BECI (In-Building Energy Consumption
Infrastructure) and the [-BEGI (In-Building Energy Generation
Infrastructure).

The main I-BECI functional blocks are: the Comfort
Sensors, the Plugs, the Infrared Box, and the NILM (Non-
Invasive Load Monitoring) module. The Comfort Sensors
measure different environmental variables and transmit them to
the Information System (IS) in order to aid energy saving
without impacting in-home comfort levels.

The Plugs are associated to “dumb” devices, such as
refrigerators or electrical heaters. They act on their power
supply by cutting it off or on. They also measure their energy
consumption and send it to the IS.

The Infrared Box controls the status of infrared-based
“smarter” devices, such as HVAC, TV, or DVD. The proper
control of the HVAC systems is especially important for
energy saving purposes, since these equipments have large
electrical consumption.
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The NILM module represents a key element to enable
backwards compatibility within the ENERsip platform. Its
main goal is to identify (based on electrical signature) and
measure the energy consumption of those appliances which are
not equipped with a plug with sensor and communication
capabilities. The theoretical NILM approach determines when
a specific appliance is turned on based just on its electrical
signature, by applying non-supervised Digital Signal
Processing methods to the overall electrical signal [5].
However, due to the complexity of such methods, in the
ENERsip project the user will inform the NILM module about
the appliance which has just been turned on in order to help it
to learn its electrical signature.

The I-BEGI is composed of pGeneration Sources, Energy
Storage Stations, and a set of Sensors and Actuators. The
pGeneration Sources considered within the ENERsip project
are mainly photovoltaic panels and pwind mills. The Energy
Storage Stations are able to store the exceeding energy for
further usage when it cannot be neither injected in the electrical
grid nor consumed by the appropriate [-BECI. The I-BEGI
actuators are mainly inverters and relays that will properly
control the pGeneration Sources and the Energy Storage
Stations respectively. The I-BEGI sensors will be, in general,
integrated into Weather Stations (WS). The main objective of
these WS is to measure variables related to weather conditions
in order to provide the IS with relevant parameters for accurate
energy generation forecast.

The I-BECI and the I-BEGI represent the HANs (Home
Area Networks), also known as Capillary Networks, within the
M2M communication infrastructure. Every single I-BECI or I-
BEGI will be provided with a gateway, namely the ADR EP
(Automated Demand Response End Point). The ADR EPs
manage the communication with the in-building energy
consumption-generation devices and enable them to get
connected to the rest of the ENERsip platform. Thus, the ADR
EPs forward the data coming from the in-building energy
consumption-generation devices to the IS through the
Concentrators (CNTRs) and route the commands coming from
the IS to the appropriate device.



2) Neighbourhood Domain

The Neighbourhood Domain represents the core M2M
infrastructure which allows controlling, monitoring, and
managing a high volume of generation and consumption
devices spread over a wide area remotely. Therefore, it is
responsible for carrying, in a reliable manner, data coming
from the Building Domain to the Information System Domain
and control and management commands going from the
Information System Domain to the Building Domain

The Neighbourhood Domain comprises basically a set of
Concentrators (CNTRs) and the M2M Platform. Each CNTR
manages a group of ADR EPs (e.g. ID assignment, IP
assignment, remove/add ADR EPs). In addition, it forwards the
data coming from the ADR EP to the IS through the M2M
Platform and routes the commands coming from the IS to the
appropriate ADR EP. The communication segment composed
by the ADR EPs and the CNTRs represents the Access
Network of the M2M communication infrastructure.

The M2M Platform handles the communications with the
entire network of CNTRs. On the one side, the M2M Platform
is responsible for managing and monitoring the connections
with the CNTRs (e.g. ID assignment, IP assignment,
remove/add CNTR). On the other side, it forwards all the data
coming from the CNTRs to the IS and routes the commands
coming from the IS to the appropriate CNTR. The
communication segment composed by the CNTRs and the
M2M Platform represents the Core Network of the M2M
communication infrastructure.

3) Information System Domain

The Information System Domain is where the intelligence
of the electrical grid is residing. The Information System is
divided into two different modules: the PS-BI (Power Saving
Business Intelligent) and the UAP (User Application Platform).
The PS-BI collects (through the M2M communication
infrastructure) all the data regarding both energy generation
and consumption, processes them, and enables an efficient use
of available resources anytime. The UAP enables the provision
of a whole set of value-added energy efficiency, comfort
monitoring and optimization services based on the user profile
and the information provided by the PS-BI.

In addition, the IS may implement a standard interface to
enable ENERsip-based grids to interact with bigger electrical
infrastructures, such as DSOs (Distribution System Operators),
TSOs (Transport System Operators) or NDs (National
Dispatchers), and to be managed and coordinated with other
neighbourhood grids, thus providing interoperability and
scalability.

4) User Domain
The User Domain represents the set of applications that will
be developed to allow the ENERsip users to interact with the
platform. Such functionality will be available via User Intuitive
Interfaces (Ulls). Such Ulls will be web applications that will
allow interacting easily with the ENERsip platform anywhere
and anytime seamlessly.
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B.  Communication Technologies

Due to the huge number of devices this kind of systems
involves, cost and power consumption are two key constraints
to be taken into consideration when deciding the most
appropriate technologies for them. On the one side, the cost of
deploying such monitoring and control infrastructure has to be
lower than the cost of building new peaking power plants. On
the other side, the energy consumption of such monitoring and
control infrastructure has to be lower than the energy it allows
saving. However, some other features, such as data rate or
range, which depend on the specific requirements of each
communication segment, need also to be considered.

1) HANs / Capillary Networks

The communication technologies used within the ENERsip
HANS are different for the I-BECI and for the I-BEGI. For the
I-BECI, wireless communication technologies are preferred
over wired, mainly because the deployment cost is lower and
their flexibility during the maintenance phase is higher. PLC is
the only wired technology which this reasoning does not work
for. However, PLC is not technically mature enough yet and so
it is not cost competitive. The wireless technologies considered
for the I-BECI are: Bluetooth (IEEE 802.15.1), Wi-Fi (IEEE
802.11), and IEEE 802.15.4 [6]. Bluetooth is a communication
technology designed to replace wires in the communication of
multimedia contents between devices. Although it is a quite
inexpensive technology, it is plenty of drawbacks, such as it
only supports star topology with limited range (very few
meters) and it provides too high data rates at the expense of too
high power consumption, which make it not appropriate for the
ENERsip I-BECI. IEEE 802.11 is a widely deployed and cheap
technology. However, IEEE 802.11 is designed to transmit
multimedia contents at high data rate. Therefore, its energy
consumption is optimized for transmitting and not for idling;
whereas the consumption devices transmit few data from time
to time and are in idle mode most of the time. As a result, the
most appropriate communication technology for the I-BECI is
IEEE 802.15.4, since it is defined to minimize power
consumption and cost in applications with low data rates and
no latency constraints.

There are two main technologies that rely on PHY/MAC
IEEE 802.15.4 standard: 6LoWPAN (IPv6 over Low power
Wireless Personal Area Networks) and Zigbee. 6LoOWPAN is
an open standard that is being defined by the IETF [7]. Its main
advantage is that it allows integrating IEEE 802.15.4 networks
into the Internet seamlessly. Its main drawback is that it is in
the early development phase yet. Zigbee is an open industrial
standard developed by the Zigbee Alliance. It has been around
in the market for longer time than 6LoWPAN, so it is much
more mature. As a matter of fact, the most important hardware
and appliance manufacturers, such as Freescale, Texas
Instruments or General Electric, currently commercialize
Zigbee-capable chips and equipment. In addition, the Zigbee
Alliance has already launched the Zigbee Smart Energy
Profile, which is specially designed to meet energy efficiency
scenarios’ requirements and it also incorporates the IP into
Zigbee (actually, it incorporates 6LoWPAN into the Zigbee
stack). Therefore, the Zigbee PRO feature set [8] is selected for
the [-BECI.



Since developing specific hardware for the I-BEGI is out of
the scope of the project, the communication technologies to be
used here depend on the available commercial equipment.
Thus, the ENERsip generation devices will communicate with
their associated ADR EP using IEEE 802.15.4/Zigbee, RS232,
RS485, PLC or Ethernet (IEEE 802.3).

2) Access Network

For the communication between the ADR EPs and the
CNTRs, two technologies are considered: IEEE
802.15.4/Zigbee and IEEE 802.11. In this case, IEEE 802.11 is
chosen over Zigbee since it clearly fits the requirements of this
communication segment better (i.e. IEEE 802.11 provides
higher bandwidth and coverage). Since it is a quite static and
star topology network, the most appropriate IEEE 802.11
working mode is the infrastructure mode, the CNTRs working
as APs (Access Points) and the ADR EPs being the clients.

3) Core Network

For the communication between the CNTRs and the M2M
Platform, the following communication technologies are taken
into account. ADSL is considered not to be appropriate for the
ENERsip platform due to neighbourhood’s network
infrastructure installation requirements. The LTE, HSPA+ and
WiMAX technologies are not considered appropriate mainly
because they are not widely deployed yet and so they are not
mature enough. HSxPA (WCDMA) presents some advantages,
e.g. it offers increased peak data rates and reduced latency.
However, its main problem is that it requires some
enhancements inside of the infrastructure that are not yet fully
spread in Europe. Therefore, GPRS/EDGE is considered the
most appropriate technology for this communication segment
because it is widely deployed and mature. In addition,
GPRS/EDGE is considered to be the available technology that
fits the requirements of this kind of systems (in terms of data
rate) better.

The communication between the M2M Platform and the IS
will be based on broadband wired technologies (e.g. fiber,
cable).

C. Security

Security and privacy are two key challenging issues for this
kind of systems [9]. Although privacy is completely out of the
scope of the ENERSsip project, it does address security. Next,
the main security features of the selected communication
technologies are outlined.

1) HANs / Capillary Networks

Taking into account the relevance of the information
managed by the ENERsip platform, the Zigbee PRO High
Security Mode [8] is recommended for HANs. Moreover,
following the same reasoning, it is strongly recommended to
use Master Keys factory installed on the devices, since it
reduces dramatically the vulnerability of the wireless network.

2) Access Network
For the Access Network, IEEE 802.11 using WPA2 is
recommended. MAC filtering or AP hiding can be also applied
to increase security. VPNs (Virtual Private Networks),
configured using [Psec, may be used to provide additional data
protection at network layer and above. However, the overhead

220

introduced by this security mechanism has to be carefully taken
into consideration.

3) Core Network

For the GPRS communications, additional security
mechanisms controlled by the ENERsip platform may be
implemented (e.g. Secure Socket Layer — SSL - over TCP/IP).
However, this decision has to be considered carefully again,
since encryption means redundancy and so more bits to be
transmitted, which in turn means more money to be paid to the
Network Operator/Service Provider. Therefore, a trade-off
between security and cost has to be reached.

D. Addressing

Due to the facts that M2M systems involve a huge amount
of devices, that the deployment of this kind of systems is
growing really fast, and that predictions point they will grow
even faster, efficient numbering and addressing represents
definitely a major challenge in M2M communications. The
main two trends to tackle this problem are: using E.164
numbers, as short-term solution, and using IPv6 addresses, as
long-term solution [10].

The ENERsip approach is closer to the latter, since it is
based on IPv4 addresses until the ADR EPs, which are
responsible for routing incoming packets to the appropriate
consumption-generation end-device by mapping somehow the
IPv4 address associated to their IEEE 802.11 interface onto the
address space of their HAN. In order to enable such procedure,
the ENERsip platform defines its own addressing solution at
the application level, which allows identifying univocally and
addressing every single ENERsip communication device by
taking advantage of the hierarchy of the ENERsip M2M
communication infrastructure.

In the ENERSsip platform, each device is assigned a 16-bits
ID. The scope of this ID is bounded to the communication
element which is right above in the hierarchical communication
infrastructure. Thus, each M2M Platform has a pool of 2'° IDs,
so it can address univocally up to 2'® CNTRs; every single
CNTR, in turn, can manage up to 2'® ADR EPs; and, finally,
every single ADR EP can manage up to 2'S consumption-
generation end-devices. Therefore, each consumption-
generation end-device is globally univocally identified by the
8-bytes ID which results from concatenating its own 2-bytes ID
with its associated ADR EP, CNTR and M2M Platform IDs.

The ID distribution and management in the ENERSsip
platform is performed as follows. If, in order to increase the
geographical area or the number of devices the platform can
cover or manage respectively, there is more than one M2M
Platform, each M2M Platform is assigned a 2-byte ID which is
stored in the IS together with its associated IMSI (International
Mobile Subscriber Identity). Each M2M Platform is equipped
with a GPRS SIM (Subscriber Identity Module) card which
contains the IMSI and a 128-bits authentication key. These two
parameters represent the golden key that allows authenticating
and univocally identifying each M2M Platform in the very
beginning, i.e., at least, the first time it is switched on.

The CNTRs are provisioned in the appropriate M2M
Platform in advance, i.e. the system administrator provides the



M2M platform with a table that contains the IMSIs of all the
CNTRs which are planned to be deployed and their associated
2-bytes IDs. Note that this table is also stored in the IS. When a
new CNTR is switched on, it authenticates itself in the
appropriate M2M Platform using its IMSI and the 128-bits key.
If this procedure is successful (i.e. it is not a fake CNTR), the
M2M Platform assigns the CNTR its 2-bytes ID and an IP
address. The 2-bytes ID is fixed and it will never change,
unless the CNTR is not valid anymore. However, the IP
address is assigned dynamically, so it may change from time to
time or after rebooting the CNTR.

The ADR EPs are also pre-provisioned in the appropriate
CNTRs. The ADR EPs are equipped with multiple
communication interfaces. However, they use their IEEE
802.11 MAC address together with a key (which may be pre-
programmed on it) to authenticate themselves in the
appropriate CNTR, because it is mandatory for the ADR EPs to
be equipped with an IEEE 802.11 interface, since this is the
only technology used within the Access Network. If this
procedure is successful, the CNTR assigns the ADR EP its
fixed 2-bytes ID and an IP address which may change
dynamically. Note that, since every single ADR EP is
associated to a given customer, in this case the IS stores the
Customer ID together with all the communication nodes’ IDs
which lead to its ADR EP (i.e. M2M Platform’s ID, CNTR’s
ID, and ADR EP’s ID).

The procedure for registering new consumption-generation
end-devices differs depending on the communication
technology in use. In any case, the devices have to be
registered one by one and they have to authenticate themselves
in their associated ADR EP. If the device is Zigbee-capable, for
instance, after being switched on by the customer, it
authenticates itself in the appropriate ADR EP using its IEEE
802.15.4 64-bits long MAC address and its associated Master
Key (see section II.C.1). Then, the ADR EP assigns the device
a 16-bits short MAC address (2-bytes ID) and sends the pair
[64-bits MAC address, 2-bytes ID] to the IS. The IS first
checks if there is already a device associated to this ADR EP
which is univocally identified by this 64-bits MAC address. If
so, it only updates its associated 2-bytes ID. Otherwise, it
creates a new entry for this ADR EP storing the 64-bits MAC
address, the 2-bytes ID, as well as other information which is
asked the user to fill, such as the type of device (e.g. washing
machine, TV, air conditioning), the brand, the model, the
location of the device within the house, and a human-friendly
name.

The routing of data in the ENERsip platform is performed
as follows. When the data flow from the Building Domain to
the Information System Domain/User Domain (e.g. sensor
reporting a periodic measurement), the procedure is
straightforward since every single device in the communication
chain has only one option as next hop.

When the data flow from the User Domain/Information
System Domain to the Building Domain, the procedure is a bit
more complex. For instance, if a given user wants to send a
request to a specific appliance, first, the IS will traverse the tree
associated to this Customer ID, fetch the appropriate sequence
of 2-bytes IDs which represent this appliance, and send the
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request to the appropriate M2M Platform, as it is the next hop.
The M2M platform will check its table that maps CNTR 2-
bytes IDs with IP addresses, it will fill the destination IP
address properly and it will route the packet to the appropriate
CNTR. The CNTR will perform exactly the same procedure to
route the packet to the appropriate ADR EP. Finally, the ADR
EP will check its table that maps end-device 2-bytes IDs with
HAN-valid addresses and it will route the packet to the
appropriate appliance.

III. THE ENERSIP SERVICES

The ENERsip platform is primarily targeted at owners of
residential and commercial buildings, which can be divided
into RC (Residential Consumers), RP (Residential Prosumers),
and CP (Commercial Prosumers). However, the ENERsip
platform will also be used by other stakeholders, such as the
LEPs (Local Energy Producers), the ACPs (Aggregators of
Consumption and Production), and the DSOs (Distribution and
Transmission System Operators). The users will benefit with
different services, such as: EMVR (Energy Monitoring,
Visualization, and Reporting); RACA (Remote Access and
Control of Appliances); LM (Load Management); MEM
(Microgrid Energy Management); and DSO (Distribution
System Operation). Table I shows the mapping of service types
onto user segments.

TABLE 1. ENERSIP USER SEGMENTS AND SERVICE TYPES MATCHING

RC | RP | CP | LEP | ACP | DSO
EMVR X X X X X X
RACA X X X X
LM X X X X
MEM X X X X
DSO X

A. Energy monitoring, visualization, and reporting

The residential and commercial users will be provided with
near real-time information about their energy consumption and
/ or generation and the associated economic and environmental
impact. The ACPs and the DSOs can also receive part of such
information, depending of the contract with the prosumer-.

In relation to energy generation, beyond the information
about the energy generation and prices, the system will also
provide the production forecasting, which will be very
important for the prosumers to determine the most profitable
option (consumption or grid injection of the produced energy).
Regarding the energy consumption, the ENERsip platform will
also provide detailed information about the consumption of
each individual appliance enabling the comparison between the
actual energy consumption with the expected one. As a result,
any deviations and opportunities to reduce energy consumption
(e.g. equipment schedules, appliance upgrades or
replacements) will be reported to the users.

B.  Remote access and control of appliances

The ENERsip system will enable the remote control of the
in-home or in-building appliances by the users through a web-
based interface (UII). Using such interface, the user will have
the possibility to create an initial configuration of the network,



remotely switch on/off devices, or to adjust their settings. In
addition, the user will be allowed to configure rules that will
apply pre-defined actions (e.g. switch off, adjust set point,
delay start) to specific devices according to dynamic changes
of the overall context. Such control will give the user the
possibility of adapting the devices operation to the user needs,
to changes of weather conditions or to real-time prices. With
the remote monitoring, the user can identify appliances which
are unnecessarily turned on and turn them off with the remote
control, avoiding unnecessary consumption. Additionally, the
remote control capability will facilitate the participation in DR
programs.

C. Load management

In the future electricity market it will be important for each
end user to have the ability to respond quickly to dynamic
changes in the market, such as real-time prices. The load
management functionality offered by the ENERsip platform
will also enable the participation of the users in DR programs.
The user will be able to specify the devices to be included in
the automated load management program and manually
override it. The load management capability will bring
economic advantages to the users and additional control and
optimization capabilities to the DSOs.

D. Microgrid energy management

The microgrid energy management service will work at the
local communities and neighbourhoods level, where multiple
consumption, generation and storage units might be running.
Since the LEGs are mostly renewable sources with variable
and intermittent production, the optimization process at the
microgrid level in an economic and reliable perspective is not
an easy operation. Therefore, the monitoring capability of the
generation and consumption will increase the real-time
knowledge of the conditions and contribute to improve the
balance between generation and consumption in the microgrid.

E. Distribution system operation

The ENERSsip platform can offer near real-time information
about distributed generation and consumption of electricity in a
given locality, highlight the deviations from the expected
behaviour and provide accurate short-term forecasts of the
LEG. Such information will be very important for the DSOs to
the planning and dispatching of the generation resources.
However, the most important impact of this service is to obtain
the required conditions to operate DR programs, which force
consumption reductions at near real time in critical situations.

IV. CONCLUSION

This paper presents current status and main research lines of
the FP7 ICT project ENERsip, whose main objective is to
design, develop, and test a smart, open, and service-oriented
platform to reduce energy consumption and to match energy
generation and consumption within neighbourhoods with
energy-positive buildings.

In order to achieve this goal, the ENERsip platform tightly
relies on a M2M communication infrastructure. Throughout
this paper, the architecture and main features (i.e.
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communication technologies, security, and addressing) of such
M2M communication infrastructure are described.

As a result, the paper illustrates how important M2M
communications are to enable energy efficiency in Smart
Grids. Some of the benefits, in terms of services, that M2M
communications can bring to this area as well as the potential
users who will enjoy them are also presented.

The ENERsip platform will be validated in two phases. The
first validation phase will take place in 2011 in the ISR-UC
facilities (Coimbra, Portugal). This validation phase will check
the functionality and the integration of the developed pieces of
hardware and software. The second validation phase will take
place in 2012 in the IEC facilities (Haifa, Israel) and it will
test the ENERSsip system as a whole. In order to evaluate some
figures-of-merit such as performance, scalability, or the
impact of the communication infrastructure on the achieved
energy efficiency, this test bed will consist of a pilot scheme,
composed of real hardware, and regular PCs that will emulate
in-building energy consumption and generation devices, ADR
EPs, CNTRs and the behavior of the communication links
among them all.

ACKNOWLEDGMENT

The authors would like to thank the whole ENERsip
consortium: Amplia Soluciones S.L, AC&A (Aplicaciones de
Control y Automatizaciéon), Honeywell SPOL, ISA (Intelligent
Sensing Anywhere), IEC (Israel Electric Corporation), ISR-UC
(Institute of Systems and Robotics - University of Coimbra),
MIL (Motorola Israel Ltd.), TECNALIA, UC3M (Universidad
Carlos III De Madrid), and VITO (Vlaamse Instelling voor
Technologisch Onderzoek).

REFERENCES

[1] REMODECE, 2008. “REMODECE (Residential Monitoring to
Decrease Energy Use and Carbon Emissions in Europe) Final
Publishable Report”, ISR-University of Coimbra. November 2008.
Online: www.isr.uc.pt/~remodece.

[2] Moura, Pedro and de Almeida, Anibal, “The Role of Demand-Side
Management in the Grid Integration of Wind Power”, Applied Energy,
Elsevier, Vol. 87, Issue 8, pag. 2581 - 2588, August 2010.

[3] de Almeida, Anibal and Moura, Pedro, “Distributed Generation and
Demand Side Management”, in the Handbook of Conservation and
Renewable Energy, CRC Press, John Kreider and Yogi Goswami (ed.),
ISBN: 9780849317309, CRC Press, Boca Raton, Florida, USA, 2007.

[4] IEEE Smart Grid Official Site: http://smartgrid.iece.org/nist-smartgrid-
framework

[51 S. D. Warren, L. D. Brandeis, “Residential Energy Monitoring and
Computerized Surveillance via Utility Power Flows”, IEEE Technology
and Society Magazine, June 1989.

[6] “Wireless Medium Access Control and Physical Layer Specifications for
Low-Rate Wireless Personal Area Networks,” IEEE Std 802.15.4-2006.

[71 G. Montenegro, K. Kushalnagar, J. Hui, D. Culler, “Transmissions of
IPv6 packets over IEEE 802.15.4 Networks.” RFC 4944, September
2007. Online: http://www.rfc-editor.org/rfc/rfc4944.txt

[8] Zigbee Alliance. “Zigbee 2007/PRO specification”, October 2007.

[9] P. McDaniel, S. McLaughlin, “Security and Privacy Challenges in the
Smart Grid”, IEEE Security and Privacy, vol. 7, no.3, pp.75-77,
May/June 2009.

[10] Draft ECC Report 153, “Numbering and Addressing in M2M
Communications”, Vilnius, June 2010.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


