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Abstract—Reputation systems are having increasing influence
on guarding P2P networks. However, reputation systems them-
selves are vulnerable to attack. Due to the nature of aggregating
ratings, the reputation scores of certain peers can be manipu-
lated intentionally by adversaries. In this paper, we report the
discovery of a novel attack, named RepHi (Reputation Hijack),
against rating-based reputation systems, such as those used in
P2P networks. In RepHi, attackers disguise as routers to hijack
and modify ratings. This attack can cause multi-dimensional
damage, that is, undermining reputation systems, manipulating
reputation and hurting the credibility of raters. We conduct an
investigation on RepHi, including basic ideas and case studies.
Compared with other known attacks, the RepHi attackers require
less efforts to achieve the similar goals.

Index Terms—P2P, trust, reputation, hijack, security

I. INTRODUCTION

The anonymous and open nature of peer-to-peer (P2P)
networks offer an ideal environment to spread inauthentic files
among peers, such as spread the VBS.Gnutella in Gnutella
and W32.Supova.Worm in KaZaa [1]. To guard P2P networks
and combat malicious peer behaviors, trust management is
essential for peers to evaluate the reputation of others. A
reputation system calculates the reputation score of a peer by
aggregating the ratings from all raters who have interacted with
this peer. By making the reputation scores publicly available,
peers are able to make informed decisions about which peers
to trust [2].

Currently, a number of research groups are working on
applying reputation systems [3-7] to guard P2P networks,
but only few of them consider seriously the vulnerabilities
of reputation systems themselves. Since reputation systems
highly depend on the aggregated ratings, they are vulnerable to
false ratings. Examples include denial-of-service (i.e. making
the system unavailable), self-promoting (i.e. falsely increasing
the reputation of certain malicious peers) and slandering (i.e.
falsely reducing the reputation of some honest peers) [8].
These existing attacks share one common property: forging
raw data, that is, a good deal of raters are hired by attackers
to submit false ratings.
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However, this philosophy has a big limitation. To launch a
successful attack, attackers need to consume such a mass of
resources to subvert reputation systems. The resources can be
the number of raters under attackers control and the maximum
number of ratings can be inserted by these raters [9]. In most
reputation systems, each rater can only submit one rating
in a given action when receiving the query related to the
evaluated peer. Additionally, when false ratings overweight
actual ratings and become majority, the reputation of a peer
would be manipulated easily [10]. Therefore, it is a huge task
for attackers to lead a sufficient number of raters to achieve
their goal.

Note that P2P protocols follow message forwarding mech-
anisms, where a message reaches the desired peer after going
through a number of other peers in the network, hence anybody
can fake critical un-encrypted messages [11]. In this paper, we
discover a novel attack along this line, named as Reputation
Hijack or RepHi in short, against reputation systems, and
conduct an investigation on this new attack. Concretely, this
paper makes three unique contributions:

o Analyze key factors that facilitate RepHi. These factors
include unfamiliarity, un-encrypted ratings, and informa-
tion transparency in rating aggregation.

o Introduce an attack model that inspires the discovery of
RepHi. A simple idea of the attack model is as follows.
In rating aggregation, peer i wants to know the reputation
truth about peer j and sends a query to the network.
Attackers first hijack the query, and then modify i’s
ID such that they can receive the ratings submitted by
raters. After receiving this messages, attackers tamper
with and forward them back to i. As a result, since i
wrongly believes the tampered ratings come from raters,
attackers are able to successfully manipulate j° reputation.
Meanwhile, the ratings from the honest peers, which
disagree with j’s actual behavior after performing an
action, are considered as dishonest, and the credibility
of the honest raters is reduced.

« Difficult to defend against RepHi attack. A straightfor-
ward solution of avoiding this risk is to authenticate each
rating using cryptography schemes. Unfortunately, this
solution faces two performance obstacles: high transmis-
sion and computational overhead. To begin with, the size
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of digital signatures is typically very large, which will
introduce extra transmission overhead. Furthermore, pub-
lic key signature verification is typically computationally
extensive operations, and thus verifying those individual
signatures one by one at each rating will significantly
increase the computational overhead. For this reason, it
is difficult to apply such way to authenticate ratings in
highly distributed environments like P2P networks.

The rest of the paper is organized as follows. In Section
II, related work is briefly introduced. Section III outlines
RepHi attack, including basic ideas, attack model and case
studies. Some additional discussions are provided in Section
IV. Finally, we conclude in Section V.

II. RELATED WORK

The application of reputation systems is more effective, such
as helping a peer to find out which is the most trustworthy or
reputable participant to have an interaction with, preventing
thus the selection of a fraudulent or malicious one [12].
However, the manipulation of such systems is rapidly growing,
and several attacks have been proposed.

Whitewashing [13] is an initial attack against reputation
systems, in which attackers reenter the network with a new
identity to repair their reputation. Hoffman et al. [8] argue
that mitigating whitewashing requires reputation systems to
use a formulation that does not result in the same reputation
for both newcomers and old peers, and limit peers from
quickly switching identities or obtaining multiple identities.
They also introduce three severe attacks: denial-of-service,
self-promoting and slandering.

In denial-of-service, attackers prevent the calculation and
dissemination of reputation scores. This attack is typically con-
ducted to subvert centralized reputation systems and cause the
central entity to become overloaded. Nevertheless, distributed
systems are often robust if enough redundancy is employed
such that loss of a few peers will not affect the calculation
of reputation scores. Without the central entity, denial-of-
service is difficult to be exploited in P2P networks. In fact,
the basic goal of malicious attacks against a reputation system
is to boost or reduce the reputation of certain peers [14]. To
achieve the goal, attackers can 1) provide positive ratings for
self-promoting to make malicious peers like trustworthy; 2)
fake negative ratings for slandering to make their competitors
look suspicious. Furthermore, both the existing attacks can be
implemented by two strategies: individual (i.e. an individual
rater provides false ratings) or collaborative (i.e. a group of
attackers form a collusive clique to manipulate the reputation
of certain peers intentionally). Compared with collaborative
strategy, individual strategy is less harmful and can be ad-
dressed easily [10]. Therefore, self-promoting and slandering
are usually organized in groups of collaborating identities. This
two kinds of attackers fake ratings to achieve their goal. For
simplicity, this paper refers them as RawFake.

Sybil attack [15] is also exploited by attacks to combine
with self-promoting and slandering, in which attackers apply

for a large number of identities to submit false ratings. For-
tunately, such attack can be defended easily, for two reasons.
1) Many systems limit the number of user IDs per IP address
[14]. 2) Some techniques [16] can be utilized to increase the
cost for a malicious server to control many user IDs greatly.
In addition, RepTrap [14] is presented to attack reputation
systems with limited resources, in which attackers hurt honest
raters’ credibility and improve their own credibility at the same
time. However, such attack is also employed to centralized
reputation systems. It is important to point out that many
applications provide services in a distributed manner, such as
P2P networks.

Overall, in these attacks, more attention has been paid to
RawFake recently. However, to launch a successful RawFake,
attackers need to form a collusive clique and become the
majority of raters. In this paper, we discover RepHi, which
is difficult to defend and demands less efforts than RawFake.

III. REPHI ATTACK

In this section, we describe the basic ideas of RepHi and
present an attack model. Afterward, we illustrate this attack
with case studies.

A. Basic Ideas

In the area of file sharing in P2P networks, each peer plays
two roles, the role of server providing files to other peers and
the role of consumer sharing files. It is important to establish
trust between two parties for a specific action, especially when
the consumer is not sure about the reputation of the server.
The attack goal against reputation systems is to mistake the
judgement of a consumer with less resources. This inspires us
to discover RepHi attack.

In RepHi, attackers hijack some ratings reported to a server,
and then modify them to mislead a possible consumer. That
is, the consumer makes wrong judgement about the server
reputation through aggregating false ratings. Furthermore, the
consumer thinks the ratings from raters disagree with the
server’s behaviors. Therefore, the reputation of the server will
be manipulated while the credibility of raters will be reduced.
The common practice is to assume that the ratings reported
by raters are actual.

RepHi is applicable under three key factors. 1) Participants
are not familiar with each other. In P2P networks, a consumer
wants to gain resources from a server, but it worries that
the server might be vicious or malicious. 2) Ratings are un-
encrypted. None of effect cryptography technologies have been
considered to encrypt and authenticate ratings in current repu-
tation systems. 3) Query and ratings are transparent between a
consumer and raters. The topology of P2P networks graph is
meshed, and all peers also act as routers forwarding incoming
messages to neighbors. A message reaches the desired peers
after going through a number of other peers in the network.
In this case, ratings can be hijacked easily.

Overall, instead of faking ratings, the RepHi attackers hurt
innocent consumers at a relatively low cost. RepHi also has
other effects, such as hurting the incentive of honest raters,
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magnifying the conspirators of attackers, or even slandering
their competitors.

B. Attack Model

This section illustrates an attack model to launch the RepHi
attack heuristically. In this model, we classify all the partici-
pators into four categories.

o Target servers (7'Ss). Servers are the peers who play
the role of offering files. When some servers become the
conspirators or competitors of attackers, they are TSs.
For conspirators, attackers improve their reputation by
false high ratings. If these conspirators are malicious,
they would be more dangerous than normal due to their
high reputation. Conversely, attackers reduce the reputa-
tion of competitors. Hence, these competitors would be
suspected as malicious.

o Target raters (TRs). Raters who have interacted with
TSs submit their opinions to consumers. Since raters
may fake raw ratings, some researchers [4,5,10] evaluate
the credibility of raters to filter out false ratings. More
importantly, a rater’s credibility is used to weigh its rating
in the calculation of reputation scores. Through tampering
with the ratings in the forward, the RepHi attackers can
undermine the credibility of TRs for their purpose.

o Innocent consumers (ICs). Consumers are the peers
who play the role of sharing files. ICs will make wrong
judgement due to the manipulated reputation of 7'Ss.

o Malicious routers (MRs). In P2P networks, routers are
the neighbors of peers, in charge of forwarding messages.
MRs, called the RepHi attackers in this paper, hijack and
tamper with the ratings from 7Rs to ICs.

Action?

Fig. 1. Relationship among participators.
As shown in Fig.1, we construct the attack model by four
procedures.

Step P1. Peer i finds peer j who holds the requested files.
To ensure the security, i broadcasts a Query message
Qlij] = (ID;,ID;, R,ttl) to collect the ratings
about j. The query are labeled by a unique ID of
two participators and can be used by the recipient to
detect where the Query comes from. R indicates that
i looks for the reputation of j.

Step P2. Peer m is a RepHi attacker who wants to manip-
ulate the reputation of j. As a router, m monitors
all the Query messages. When Q[ij] appears, m
becomes a MR and changes ID; into ID,,. At the
same time, i and j are turned into an I/C and TS
respectively.

Step P3. Peer k that receives Q[ij] and has transacted with
J» answer with a QueryHit unicast message QH [ij] =
(IDp,,ID;,IDy, 115, TS) to m. 715 is the rating
provided by k. T'S is the current time, which is used
to prevent the QueryHit message replay.

Step P4. Upon reception of QH[ij], m modifies r; for its
purpose, and changes ID,, back to ID;. At last, m
sends the modified QH[ij] to i.

C. Case Studies

To further illustrate RepHi, we create an scenario in a basic
reputation system. In this subsection, we firstly describe this
basic reputation system, then present the scenario.

1) A Basic Reputation System: For reputation systems, one
of the most popular designs is based on averaging rating. Liang
and Shi [17] have proven that the simple averaging rating
is good enough considering the simplicity of the algorithm
design, and the low cost in the system running. On this basis,
we abstract a basic reputation system with averaging rating to
demonstrate the RepHi attack.

The basic reputation system first evaluates the credibility of
raters, and then calculates reputation scores based on averaging
rating. If we combine them together, the system is as follows.

o Rater credibility algorithm: This algorithm that eval-

vates the credibility of raters to weigh their ratings is
referred to as RC Algorithm. Let 7 be the average of all
the ratings. 7 is the rating given to j by k. The credibility
of k, denoted by Cy, is calculated as the bias between 7y
and 7.

Cr=1—|ri; —T| (1)

Where, 7 represents the majority opinion of all the raters.
It is worth noting that the majority rule is one of the
most popular designs in reputation systems [9]. Briefly
speaking, if k’s rating disagrees (or agrees) with the
majority opinion, the credibility of £ would be reduced
(or increased).

o Server reputation algorithm: This algorithm that calcu-
lates reputation scores is referred to as SR Algorithm. A
server’s reputation score is calculated based on ratings
and the RC Algorithm. Let RS; denote j’s reputation
score and ® is the set of raters. j’s reputation score is
calculated as:

Ck
RSj = Tkj X =< (2)
;;; >k Gk

The key to the robustness of the basic reputation system
is the RC Algorithm. This is because reputation systems are
vulnerable to false ratings. In the RC Algorithm, only when
false ratings become the majority opinion can attackers get
high credibility. Consequently, attackers can manipulate a
server’s reputation in the SR Algorithm.

2) A Simple Scenario: To illustrate the basic idea of RepHi
and compare with RawFake, we present a detailed example in
this simple scenario.

Assume that j is marked as a malicious server for RS; =
0.3. If all the ratings are real, their value should range from
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0.2 to 0.4. Let the threshold of reputation score is 0.5. In
this case study, attackers’ goal is to make j as trustworthy for
RS]‘ > 0.5.

Under the constraint that one rater only summits one rating,
the attack effort depends on two factors («, ), the number
of raters and the percentage of dishonest raters respectively.
In this scenario, we perform a experiment over the basic
reputation system to observe the manipulation of j’s reputation
by the two factors.
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0551 . —*— -
\/\/h’* *\Jp/K TN
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0.35
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Reputation score

Fig. 2. Manipulating j’s reputation using two factors.

As shown in Fig.2, we can find an interesting observation:
the attack effort mainly relies on the percentage of dishonest
raters, rather than the number of raters. The higher is /3, the
higher reputation j will gain. Specially, j begins to get large
reputation score when (3 is more than 60%. In this sense, i may
trust j for its high reputation. As a consequence, the goal of
attackers is then translated into controlling a certain number of
raters to provide false ratings. Concretely, 0.6 can be referred
to as attack value.

RawFake: In RawFake, attackers collude with one other to
form a clique. That is, these attackers are dishonest raters
and report false ratings. As a = 50, the attack value is 30.
Specifically, at least 30 attackers are required to successfully
launch RawFake.

RepHi: In RepHi, attackers disguise as MRs. Since these
attackers work on the forwarding of ratings, four parameters
related to P2P networks should be taken into account.

o Neighbors (net). In P2P networks, each peer is linked
dynamically to a small number of neighbors, usually
between 2 and 12 [18]. So, a consumer broadcasts the
Query messages to all its neighbors, then each neighbor
does so until reaching the destination.

o Time-to-live (¢tl). To reduce network congestion, all the
messages exchanged on the network are characterized by
a given ttl. On passing through a peer, the ¢t of a Query
message is decreased by one; when the ¢t/ reaches zero,
the message is dropped. In Fig.3, we fix nei at 3. The
amount of peers forwarding the Query message (/Vy) is
3 x (1 + 2! +22) = 21. This conclusion can be further

extended as

Np=3xY 2"' 1<n<ttl (3)

« Distance (dis). Upon hijacking a Query message, the
message has been through a few peers for the /C to MR.
We define the amount of these peers as dis. In Fig.3, we
fix dis at 1. The amount of peers forwarding the modified
Query message (Nyp,) is 2! + 22 = 6. This conclusion
can be further extended as

Ny =Y 2", 1<n<ttl — dis (4)

« Probability (pro). This parameter denotes the probability
of receiving QueryHit messages for an MR. Finding an
optimal way to count pro is difficult for two reasons.
DIt is impossible that all of peers have transacted with j.
2) Raters are distributed in the network randomly. With
loss of generality, pro is assigned to a minimum in this
scenario, such as 0.1. Specially, for a given dis, the
amount of TRs (Ny;) is 0.1 * Nygp,.

Query
Sy

QueryHit
-

Fig. 3. Ratings collecting at nei = 3.

With the four parameters in mind, we can illustrate RepHi
explicitly. Assume that (nei,ttl) = (3,8), a Query message
can be broadcasted to 765 peers by equation (3). At dis = 4,
an MR broadcasts a modified Query message to 30 peers by
equation (4) and receives 3 QueryHi messages from TRs. Since
the attack value is 30, at least 10 MRs (i.e. attackers) are
needed to successfully launch RepHi.

In this case study, RepHi reduces the requirement on the
number of attackers compared with RawFake. Additionally,
the attack effort is proportional to mei and ttl, whereas
inversely proportional to dis. Similarly, attackers can conduct
RepHi in the same way to slander their competitors.

IV. FURTHER DISCUSSION

Reputation systems are having increasing influence on e-
commerce, online digital content distribution, file-sharing, and
even political campaigns. Through analysis, we have seen that
RepHi can severely degrade the reputation of peers and rating
credibility. Comparing with RawFake, RepHi needs the lower
number of attackers to earn the same aim.

1108



Actually, RepHi has even broader influence. We use P2P
reputation systems as an example to illustrate it.

o RepHi can promote the spread of vicious resources in P2P
networks. By manipulating the reputation of malicious
peers, this attack enables malicious peers to escape from
the detection mechanism of reputation systems. There-
fore, malicious peers can easily spread vicious resources
in P2P networks.

e RepHi leads to the existence of inequality. Many repu-
tation systems reward good peers and punish malicious
peers. With RepHi attack, malicious peers would not
receive the punishment they deserve, or even receive the
reward if they are seen as trustworthy. Contrarily, some
good peers may be mistaken as vicious. This will lead to
inequality, and thus affecting the enthusiasm of peers for
participating P2P networks.

e RepHi hurts the incentive to using reputation systems.
The application of reputation system is at the cost of
increasing the load of networks. If reputation systems fail
in predicting peers’ behaviors, they would be discarded.

For future work, the following research tasks are worthy of
further study.

o Seek an effective way to defend against RepHi. To ensure
the integrity of ratings, one appealing solution is to sign
each rating with a digital signature technique before the
rating is sent. However, conventional signature schemes
that verify the received messages one after the other may
fail to satisfy the stringent time requirement of reputa-
tion systems. Note that a consumer could handle with
hundreds of ratings. In this case, verifying a large number
of signatures sequentially could take a long time and will
certainly become the processing bottleneck at a consumer.
Thus, how to minimize the security cost and improve the
rating authentication efficiency becomes another critical
problem for reputation systems. If a lightweight defense
scheme is designed, the RepHi attack would be thwarted.

o Research the application of RepHi in other distributed
networks. Reputation systems also play important roles in
wireless sensor networks and ad-hoc networks, in which
packets are also forwarded one by one. So, reputation
systems in the two networks are also faced with possible
RepHi attack.

V. CONCLUSION

Due to the nature of aggregating ratings, reputation systems
themselves are an attractive target for attackers. In this paper,
we discover a novel attack, named RepHi, against rating-based
reputation systems. In P2P networks, the RepHi attackers
disguise as routers to hijack and modify ratings. This renders
these adversaries not only manipulate the reputation of a
certain peer, but also hurt the credibility of TRs. Through an
in-depth investigation, we have demonstrated that the RepHi
attack can more effectively reduce the resources required as
compared to RawFake. The broader impact of this attack and
future work are also discussed. We are continuing our efforts in

understanding potential attacks and developing robust defense
schemes for securing reputation systems.
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