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Abstract—In this paper, we propose Accountable MapReduce,
which forces each machine to be held responsible for its behavior.
We set up a group of auditors to perform an Accountability Test
(A-test) which will check all working machines and detect malicious
nodes in real time.

I. INTRODUCTION
MapReduce [1] has been widely used as a powerful parallel
data processing model. It has efficiently solved a wide range of
large-scale computing problems, including distributed grep,
distributed sort, web-link graph reversal, web-access log stats,
document clustering, machine learning, etc. Cloud Computing
presents a unique opportunity for batch-processing and analyzing

terabytes of data which would otherwise take hours to finish [19].

Most cloud providers (e.g., Google, Yahoo!, Facebook, etc.) adopt
MapReduce to build multitenant computing environments.
Usually, cloud customers have a large set of data to be processed
under certain time constraints. They must provide a client
MapReduce program and data that are ready to be processed.
Cloud providers maintain thousands of working machines to
fulfill the data processing jobs submitted by their customers. As an
example [15], The New York Times used 100 Amazon EC2
instances and a Hadoop [2] application to process 4TB of raw
image TIFF data (stored in S3) into 11 million finished PDFs in
the space of 24 hours at a computation cost of about $240 (not
including bandwidth).

In such a computing environment, the cloud customers
outsource their data to the cloud, which performs the storing and
computing operations required by the customers. Customers must
therefore fully trust the cloud provider. However, a cloud provider
cannot guarantee that its data center (which may have thousands
of working machines) is 100 percent trustworthy. Some machines
may become malicious if they are attacked and controlled by
hackers; malicious machines will not faithfully carry out the tasks
assigned to them. As a result, the processing result is no long
correct and trustworthy. In the New York Times example,
malicious nodes may mess up the image conversion process so
that the PDFs do not match the original TIFF images. It is even
hard for the New York Times to check if these PDFs are correctly
converted because of the tremendous data size. In this paper, we
explore the use of accountability to address this problem.

Accountability has been a longstanding concern of trustworthy
computer systems [6], and it has recently been elevated to a first
class design principle for dependable networked systems [4, 5].
Accountability implies that an entity should be held responsible
for its own actions or behaviors [7]. In the MapReduce scenario,
accountability means that all working machines (i.e., mappers and
reducers) will be responsible for the tasks they have completed.

In this paper, we propose building an Accountable MapReduce
to make the cloud computing platform trustworthy. We use an
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Accountability Test (A-test) which checks all working machines
when a job is undertaken and detects malicious nodes in real time.
The A-test is performed by a group of trusted machines, which are
called the Auditor Group (AG). The AG takes advantage of the
determinism of user MapReduce program to replay the tasks
executed by working machines. The MapReduce framework
makes it possible for an auditor to acquire the input data block and
processing result without the knowledge of the working machine.
Therefore, auditors are free to replay the tasks that have been
finished. If the replay output does not match the original output, it
means that the worker is returning bad results, as evidenced by the
combination of the task, the input, the original output, and the
replay output.

A challenge of Accountable MapReduce is to reduce the
overhead introduced by the A-test. In theory, the A-test can
guarantee detection of any misbehavior by fully duplicating each
task, causing the processing time to at least double. To make the
A-test more efficient, we abandon pursuing 100% accountability,
which guarantees exposure of every malicious node but has a high
cost. We adopt P-Accountability [14], which quantifies the degree
of accountability. We use P-Accountability for system efficiency.
Based on the batch-processing property of MapReduce, the
performance of A-test with P-Accountability can be greatly
improved with the tradeoff of decreasing the degree of
accountability by less than 1%.

We summarize the contributions of this paper as follows:

1. We propose building an Accountable MapReduce to
detect malicious nodes. Verifiable evidence will be
generated to ensure that the malicious nodes cannot deny
their behavior.

2. Instead of pursuing perfect accountability, A-test allows
the system to achieve P-Accountability with less
overhead and higher performance.

The rest of this paper is structured as follows: related work will
be reviewed in Section II; we introduce MapReduce in Section III;
we address the accountability issue in MapReduce and define the
problem we focus on in Section IV; our solution, accountable
MapReduce, is discussed in Section V; We conclude the paper in
Section VI.

II. RELATED WORK

Its ability to process data intensive tasks has made MapReduce
increasingly important in distributed computing areas. Chu et al.
[12] applied MapReduce to machine learning on multicore
platforms. He et al. [16] implemented Mars, a MapReduce
framework, in graphics processors. Papadimitriou et al. [18]
applied MapReduce to the area of data mining; they designed
Disco, which is a practical approach for distributed data
pre-processing. Ekanayake et al. [17] adopted the MapReduce
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technique for two scientific data analyses, high energy physics
data analyses, and K-means clustering. Existing work focuses on
utilizing MapReduce to solve different problems in various
domains. However, few have considered accountability issues in
MapReduce. Accountable MapReduce is an attempt to address the
issue of untrustworthy nodes and their behavior in MapReduce.

Wei et al. [8] present SecureMR, a practical service integrity
assurance framework for MapReduce. SecureMR provides a
decentralized, replication-based integrity verification scheme for
ensuring the integrity of MapReduce in open systems. SecureMR
is intended to achieve 100 percent integrity of MapReduce, which
can affect its performance. We believe that, for some applications,
efficiency is prior to 100 percent integrity. Therefore, in this paper,
instead of pursuing 100 percent accountability, we allow the
customers choose the level of accountability that they need based
on their applications. It turns out that decreasing the expectation of
accountability slightly causes the system overhead to drop
tremendously and greatly improves performance.

Accountability has been regarded as an important issue in
cloud computing. Trustworthy relationships between cloud
provider and cloud customers have been addressed in [20, 21].
The customer places his computation and data on machines that
he cannot directly control; the provider agrees to run a service
whose details that he does not know [20]. Therefore,
accountability is employed to determine whether the Service
Level Agreement (SLA) is fulfilled or not. If it is not, evidence
should be provided in order to prove which unit is responsible.
MapReduce is a popular computing framework in cloud platforms.
In this paper, we build Accountable MapReduce, which solves the
subset of problems addressed in [20]. Accountable MapReduce is
able to detect malicious workers and provide verifiable evidence.

There are other related work in security [22-93].

III. MAPREDUCE BACKGROUND

A. Programming model
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Block rg
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Fig. 1: MapReduce Working Flow

With the MapReduce programming model, programmers only
need to specify two functions: Map and Reduce. The Map function
receives a key/value pair as input and generates intermediate
key/value pairs to be further processed. The Reduce function
merges all the intermediate key/value pairs associated with the
same (intermediate) key and then generates final output.

There are three main roles: the master, mappers, and reducers.
The single master acts as the coordinator responsible for task
scheduling, job management, etc. MapReduce is built upon a
distributed file system (DFS) which provides distributed storage.
Fig. 1 shows the execution process of MapReduce. The input data
is split into a set of M blocks, which will be read by M mappers
through DFS I/O. Each mapper will process the data by parsing

the key/value pair and then generate the intermediate result that is
stored in its local file system. The intermediate result will be
sorted by the keys so that all pairs with the same key will be
grouped together (the shuffle phase). If the memory size is limited,
an external sort might be used to deal with large amounts of data at
one time. The locations of the intermediate results will be sent to
the master who notifies the reducers to prepare to receive the
intermediate results as their input. Reducers then use Remote
Procedure Call (RPC) to read data from mappers. The user defined
reduce function is then applied to the sorted data; basically, key
pairs with the same key will be reduced in some way, depending
on the user defined reduce function. Finally the output will be
written to DFS.

B. Fault tolerance

MapReduce is designed to be fault tolerant because failures are
common phenomena in large scale distributed computing.

1) Worker failure

The master pings every mapper and reducer periodically.
If no response is received for a certain amount of time, the
machine is marked as failed. The ongoing task and any tasks
completed by this mapper will be re-assigned to another
mapper and executed from the very beginning. Completed
reduce tasks do not need to be re-executed because their
output is stored in the global file system.

2) Master failure

Since the master is a single machine, the probability of master
failure is very small. MapReduce will re-start the entire job if the
master fails.

IV. PROBLEM STATEMENT

A. Attack model

Fault-tolerance will address node failures, such as a worker not
responding to the master, or a worker machine being totally
crashed, etc. To address node failures, the master learns the task
fail event and then takes further action (e.g., it re-executes the
failed map/reduce task in another machine.). However,
fault-tolerance is unable to detect a malicious node intending to
alter the Map/Reduce function and return inaccurate results. We
illustrate this type of attack with an example.

Wordcount is a typical MapReduce application. Its job is to
count the occurrences of each word in large input text data. If there
are malicious working machines in the system, the output file,
which contains word counts of every word, is inaccurate.

Consider the wordcount example in Fig. 2. Assume that the
system is free of malicious nodes. There are three mappers, each
of which maps one line of the file. After the mapping function, we
have the map output as the intermediate result. Then the
intermediate results will be shuffled (sorted by key) and read by
reducers (five, in this case), which reduce the intermediate results

and generate the final output.
Mapper 1: (Ihg 1). (weather 1),

Reducer 1: (the 1)

the weather is good. (is 1), (good 1). Reducer 2: (is 3)
today is good. Ma Mapper 2: (today 1). (is 1). (good 1). % Reducer 3: (weather 2)
good weather is good. Mapper 3: (good 1), (weather 1), Reducer 4: (today 1)
(is 1), (good 1) Reducer 5: (good 4)
file Map output Reduce output

Fig. 2: a wordcount example of MapReduce

If all units faithfully execute their tasks, the final output will be
accurate. Otherwise, we cannot trust the results because the
malicious units may alter part of the results. For example, if a
mapper is malicious, it has multiple ways to alter the output: 1)
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filter some keys, 2) create keys that do not exist in the input file, 3)
modify the value intentionally, etc. A malicious reducer is able to
cause similar errors.
To solve the above problem, we propose Accountable
MapReduce, which ensures that
1) Malicious nodes intending to alter the processing result will
be exposed; additionally, Accountable MapReduce is able to
provide verifiable evidence to ensure that the detection is
repudiable.
2) The failed jobs will be re-directed to another working node
until it is verified as correct.

V. ACCOUNTABLE MAPREDUCE

A. Design Principles

A key function of Accountable MapReduce is detecting
malicious nodes which generate inaccurate results. We now
present the principles that guided our design:

1. Accountability mechanism is should be concealed so that
malicious nodes are unaware of what is happening. Since we
assume that machines may be fully controlled by attackers and
they may be smart enough to discover this; if a machine is
aware of anything abnormal, it takes countermeasures to cover
itself. It follows that we leave any machine alone when an
A-test is ongoing.

2. The overhead brought by the accountability mechanism should
be minimized to reduce processing time.

3. When a malicious node is caught, the system should be able to
provide verifiable evidence to show that the node is indeed
being malicious.

B. Assumptions

The design of Accountable MapReduce is based on the
following assumptions:

1. We assume that the data set provided by cloud customers can
be processed by MapReduce.

2. We assume that the Auditor Group (AG) is a trustworthy
domain, meaning that the machines of the AG are free of any
malicious action.

3. A worker cannot be reclaimed until the entire job is
completed. When the customer confirms the job is done, all
machines will be released back to the cloud.

4. A malicious node randomly performs bad actions. This means
that the faulty parts of processing result also distribute
randomly throughout the entire result. In addition, there may
be multiple faulty parts in the processing result, once a fault
area is found; the test will stop, because we already have
evidence to expose the bad node.

5. All input data, intermediate results, and output data will not
be removed until the entire job is finished.

C. Accountable MapReduce design

1) Correctness checking scheme

PeerReview [9] provides accountability for distributed systems.
It assumes that every node in the system is a deterministic state
machine, i.e., for some certain input, the output will be the same.
Two critical technologies employed by PeerReview are
tamper-evident logging and witnessing. A tamper-evident log is
implemented by a hash chain, which guarantees that any
modification to the log will be detected so that a node has to record
its behavior faithfully. A witness (which is also a regular node) is
able to check the correctness of other nodes that it is witnessing by

replaying the log files kept in each node. As a result, malicious
nodes will eventually be detected and exposed to all other correct
nodes. PeerReview is applicable to most distributed applications.
However, it is not applicable to MapReduce. The major concern is
overhead. First, the input of a large task might be at the TB or even
PB level (even though there are 1000s workers, the split task also
has large workload), and the output depends on the input, meaning
that all input and output events will have to be logged so that the
witness is capable of replaying log files and checking their
correctness. Second, for witness checking, a node has to upload its
log segment to multiple witnesses, which is extremely
bandwidth-consuming.

The idea of correctness checking is simple. As shown in Fig. 2,
assume that the auditor is a trustworthy node; both the worker and
the auditor are regarded as deterministic state machines, and the
protocol is running on them. If the input data is the same (adopting
tamper-evidence logs to ensure it), the output should be the same
as well. After comparing output (from the worker) and output’
(from the auditor), the system is able to determine whether the
worker is good or not. The evidence is the combination of input,
output’, and output; additionally, it is verifiable to any other
auditors.

2) Auditor Group

Ve ~
/ \

AG Manager

’

Intermediate Result

Auditor Group

Fig. 4: Accountability Test

The Auditor Group (AG) carries out Accountability Test (i.c.,
A-test, which will be introduced next) to detect malicious nodes.
Normally, as shown in Fig. 3, cloud resource will be divided into
multiple slices, each of which is rented by a customer. A slice is a
group of working machines assigned to a customer. We maintain
an AG manager for the entire cloud, and one AG for each slice that
runs MapReduce. The reason of associating each slice with one
AG is to conserve the privacy and independence of customers.
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The AG Manager is a coordinator that conducts AG creation,
management, and disposal. After the AG manager becomes aware
of the customer’s data size, timing, and other requirements, it will
determine the AG size and then create an AG for the slice.

Each AG is internally structured as a cluster. The head node is
the Group Head (GH), and the member node is the Group Member
(GM). The GH picks up workers as test targets randomly. The
master has a protocol with the GH to provide all information
needed for an A-test. The GH assigns A-test tasks to the available
GMs, which are the actual machines that accomplish the tasks and
report their status.

3) Accountability Test

A-Test is built upon the correctness checking scheme we adopt
in this paper. The Auditor Group (AG) is the entity fulfilling the
A-test. The AG consists of a set of trustworthy workers assigned
by the AG manager; these are machines dedicated to performing
the A-test as shown in Fig. 4. The working flow of A-test is as
follows:

1.  The A-test is started when map/reduce starts.

2. A group of idle auditors will be chosen as the Auditor Group
of a certain slice. The AG forms a cluster and only the GH
interacts with the master. The GH is thus able to request the
job information from the master. Therefore, it knows 1) the
input data and output (i.e., the intermediate data before it is
shuffled and sorted) of each mapper; 2) the input (i.e., the
intermediate data after it is shuffled and sorted) and output
(i.e., the final result) of each reducer. This information is
essential for the auditors to check the correctness of each
worker.

3. After the job begins, the GM will receive test tasks from the
master, which will be notified once a worker finishes its task.
Based on the processing sequence of map/reduce, the
mappers will finish first and then the reduce process is
started. Therefore, in the initial period of time, mappers will
be tested and then reducers will be tested after the mappers.

4.  After the GH receives a test task of checking a worker, it
finds an available GM to carry out the test. Each check is
executed as follows:

a) The GM will find corresponding input and output based
on the task type (i.e., map/reduce).

b) The GM will process the input data again and compare
its output with the original one to check for
inconsistency. If there is, it indicates that the worker
being tested is malicious.

c¢) The GM reports the test result to the GH, which will
further report back to the master.

5. If a worker is detected to be malicious, the task it was
assigned will be resubmitted to another worker so that the job
continues.

4) A-test with P-Accountability

If the auditor is trustworthy and it processes all the input of the
worker, then the system can definitely determine whether the
worker is malicious or not. This means that the task assigned to the
worker is fully replicated. In the system view, the entire job will
be executed twice, once by regular workers and once by the
auditors. However, the high overhead of processing the job one
time shows that it will take even longer and bring more overhead
to process it twice. Therefore, instead of pursuing perfect
accountability, the A-test provides P-Accountability [14], which

gives the customers options. P-Accountability trades the degree of
accountability for efficiency.

Definition P-Accountability: we define P-Accountability as
the probability that a malicious worker will be detected when it
tampers with the processing result.

Let P, denote P-Accountability, and let w denote the number
of records in an input file, which can be either a raw data block for
a map operation or a partition of intermediate results for a reduce
operation. Assume that for any one record, a node has probability
p,, of being malicious (i.e., tampering with the result); this will

cause the corresponding output to be inaccurate. Variable x means
that, if we want to achieve P,, we need to check at least x records.
If P,=1, x is equal to w, meaning that the entire input file is
checked.

1-(1-p,) 2P, (1)
We have
X2 [logﬂiiﬂ (2)

If P,=0.9999 and p, =0.01, we have x = 917, which means

that only 917 records need to be checked. Under the assumption
that a malicious node randomly (with probability p, ) tampers

with the map/reduce result, we observe that x will not be affected
by input data size and only p, and P, will be related to x. Fig. 5
shows how x changes when P, increases from 0 to 1. When P,

increases, the tester needs to check more records to achieve a
certain degree of P,. We also observe that a smaller p, indicates
that there are more records a tester needs to check because the
malicious node has less of a chance to tamper with the
Map/Reduce operation.
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Fig. 5: P, vs.x

Some features of A-test are as follows:

1.1t is practical to implement the A-test, which makes the most
of the existing properties of MapReduce. One important task
of A-test is to acquire the input and output data of
mappers/reducers, and the master has already kept this
information.

2.1t is an online test, meaning that the malicious nodes will be
detected as early as possible. The flow of A-test ensures that a
worker will be tested once it finishes.

3. Workers do not know they are being tested. Therefore, it is
hard to take countermeasures to hide bad behavior.

4. With P-Accountability, A-test will be very efficient since a
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lower P-Accountability will greatly cut down the records that
need to be checked.

One limitation is that false positives may occur if
P-Accountability is less than 1. In real world MapReduce
applications, we can adjust the parameters so that the probability
of a false positive is close to zero.

VI. CONCLUSION

In this paper, we proposed Accountable MapReduce as an
additional component for the current MapReduce model.
Accountable MapReduce employs an Auditor Group to conduct
an A-test on every worker in the system. If malicious behavior
occurs, the AG is able to detect it and provide verifiable evidence.
To improve the performance, we introduce P-Accountability in
A-test to trade the degree of accountability with efficiency.
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